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Executive Summary

Chapter 1- The Space Environment: this indicator examines the security and
sustainability of the space environment with an emphasis on space debris, space
situational awareness, and space resource issues.

Trend 1.1:  Growing risk to spacecraft as orbital debris continues to increase

Trend 1.2:  Continued efforts to develop and implement debris mitigation
practices

Trend 1.3:  Space surveillance capabilities to support collision avoidance
slowly improving

Trend 1.4:  Growing demand for radio frequency spectrum and orbital slots

Chapter 2 - Space Laws, Policies, and Doctrines: this indicator examines national
and international laws, multilateral institutions, and military policies and
doctrines relevant to space security.

Trend 2.1:  Gradual development of legal framework for outer space activities
shifting away from adoption of multilateral treaties

Trend 2.2: COPUOS remains active, but the Conference on Disarmament has been
unable to agree on an agenda since 1996

Trend 2.3: National space policies consistently emphasize international
cooperation and the peaceful uses of outer space

Trend 2.4: Growing focus within national policies on the security uses of
outer space

Chapter 3 - Civil Space Programs and Global Utilities: this indicator examines

the civil space sector comprised of organizations engaged in the exploration of
space or scientific research related to space, for non-commercial and non-military
purposes as well as space-based global utilities provided by civil, military, or
commercial actors.

Trend3.1:  Growth in the number of actors with access to space, including dual-use
applications

Trend3.2:  Changing priorities and funding levels within civil space programs toward
[arge-scale projects

Trend33:  Continued international cooperation in civil Space programs

Trend 3.4:  Growth in global utilities as states seek to expand applications and accessihility
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Chapter 4 - Commercial Space: this indicator examines the commercial space
sector, including the builders and users of space hardware and space information
technologies. It also examines the sector’s relationship with governments and
militaries.

Trend 4.1:  Continued overall growth in the global commercial space industry
Trend 4.2:  Commercial sector supporting increased access to space

Trend 4.3:  Government’s dependency on the commercial space sector means that
subsidies and national security concerns continue to play an important role

Chapter 5 - Space Support for Terrestrial Military Operations: this indicator
examines the research, development, testing and deployment of space systems
that aim to advance terrestrial based military operations, such as communications,
intelligence, navigation, and early warning.

Trend 5.1:  US and Russia continue to lead in deploying military space systems

Trend 5.2: More states developing military and dual-use space capabilities

Chapter 6 - Space Systems Protection: this indicator examines the research,
development, testing and deployment of capabilities to better protect space
systems from potential negation efforts.

Trend 6.1:  US and Russia lead in ability to detect rocket launches, while US leads
in development of technologies to detect direct attacks on satellites

Trend 6.2:  Efforts to protect satellite communications links but ground stations
remain vulnerable

Trend 6.3: Protection of satellites against some direct threats is improving but
remains limited

Trend 6.4: Efforts to develop capacity to rapidly rebuild space systems following
direct attacks, but no operational capabilities

Chapter 7 - Space Systems Negation: this indicator examines the research,
development, testing and deployment of capabilities designed to negate the
capabilities of space systems from Earth or from space.

Trend 7.1:  Capabilities to attack ground stations and communications links are
widely spread

Trend 7.2:  US leads in the development of space surveillance capabilities that can
support negation

Trend 7.3: Ongoing proliferation of ground-based capabilities to attack satellites

Trend 7.4:  Increased access to space-based negation enabling capabilities
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Chapter 8 - Space-Based Strike Capabilities: this indicator examines the research,
development, testing, and deployment of capabilities that could enable space-
hased strike systems, which operate from Earth orbit to damage or destroy either
terrestrial targets or terrestrially launched objects passing through space.

Trend 8.1:  While no space-hased strike systems have been tested or deployed,
the US continues to develop technologies behind space-based
interceptors for its missile defense system

Trend 8.2:  More countries are developing advanced space-based strike-enabling
technologies through civil, commercial, and military programs

Annex 1: Expert Participation

Annex 2: Types of Earth Orbits

Annex 3: Worldwide Launch Vehicles

Annex 4: Spacecraft Launched in 2008
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“Space is in the news more than ever. With both Iran and North Korea developing space programs, and with both the
United States and China demonstrating new capabilities to shoot down satellites, international concerns for space
security have never been greater. In the Space Security Index, policy makers, journalists, and technical professionals, as
well as those just interested in space, have a single reliable resource for information on space security. There is no more
comprehensive and up-to-date source of information on developments in space, and the threats to space security.”

Hon. Philip E. Coyle
Senior Advisor, Center for Defense Information
Former Assistant Secretary of Defense and Director, Operational Test and Evaluation, US Department of Defense

This is the sixth annual report on trends and developments related to security and outer space,
covering the period January to December 2008. It is part of the wider Space Security Index (SSI)
project that aims to improve transparency with respect to space activities and provide a common,
comprehensive knowledge base to support the development of national and international
policies that contribute to space security.

The definition of space security guiding this report is in keeping with the express intent of the
1967 Outer Space Treaty that space should be preserved as a global commons to be used by all
for peaceful purposes:

The secure and sustainable access to, and use of, space and freedom
from space-hased threats.

This broad definition encompasses the security of space as a particularly unique environment,
the security of Earth-originating assets in space, and security from threats originating from space-
based assets. The primary consideration in the SSI definition of space security is not the interests
of specific national or commercial entities using space, but the security of space as an environment
that can be used safely and sustainably by all.

The actions and developments related to space security are assessed according to eight indicators
that are organized under three themes:
* The condition of the operating environment
1) The space environment
2) Laws, policies, and doctrines
* The type of actors in space and how space is used
3) Civil space programs and global utilities
4) Commercial space
5) Space support for terrestrial military operations
* The status of space-related technology as it pertains to protecting or interfering with space
systems, or harming Earth from space
6) Space systems protection
7) Space systems negation
8) Space-based strike capabilities.

Each of the eight indicators is examined in a separate chapter that provides a description of the
indicator and its overall impact on space security. A discussion of the prevailing trends associated
with that indicator is followed by an overview of key developments throughout the year, and
an assessment of their short-term effects on established trends and the broader security of outer
space.

'The physical properties of outer space are distinctly different from the terrestrial environment.
Human activities such as debris creation cannot be corrected with technology currently available
and debris poses a direct, destructive risk to space assets. Conflicts between states involving space
assets could create debris fields that would render important parts of space un-useable. While
space activities are a strategic focus for national security interests, the pervasive dual use of space
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assets for military and civilian purposes contributes to human security by, for example, tracking
weather patterns to support agriculture, assisting responses to natural calamities, and monitoring
criminal activities and human rights violations.

The annual, systematic assessment undertaken by the Space Security Index makes it increasingly
possible to note longer-term trends. For example, the predominance of dual-use space assets
means that more states are using space for military and national security purposes. The distinctions
between civil, military, and commercial space assets are blurring, creating interdependence and
mutual vulnerabilities. The way in which stability is maintained is changing; efforts to adopt new
international treaties are being replaced by non-binding, technical approaches to govern outer
space. This shift is in part supported by a transition in the way in which space surveillance data
is collected and shared. Greater international cooperation supports transparency and confidence
in space activities. However, the ongoing development of technology, which better enables the
use of space for some purposes and certain actors, may also deny the secure use of space for other
legitimate purposes and actors.

Developments captured in the SSI also illustrate the contradictions and complexities intrinsic
to outer space activity. The year 2008 marked the tenth anniversary of the International Space
Station (ISS). Its success attests to the benefits of international cooperation in space, even while
the administration of the ISS was bedeviled by political obstacles that had to be overcome and
changing goals of the national civil space programs of participating governments. One of the
most significant events of the year was the US destruction of the failed and de-orbiting USA-193
satellite with an interceptor designed for missile defense. It illustrated the ongoing struggle to
balance security on Earth and security in space. While the US claimed that the satellite had to be
destroyed before it returned to Earth to avoid potential harm from its dangerous contents, its on-
orbit destruction could have resulted in a debris field that would threaten other objects in space.

Space Security 2009 does not provide absolute positive or negative assessments of 2008 outer
space activities. Instead, it indicates the range of implications that developments could have on
the security of space across the various indicators and highlights the difficult challenges faced
by policymakers.

Information contained in Space Security 2009 is from open sources. Great effort is made to
ensure a complete and factually accurate description of events, based on a critical appraisal of
the available information and consultation with international experts. Strategic and commercial
secrecy with respect to space activities inevitably poses a challenge to the comprehensive nature
of this report. But space assets and activities by their very nature are generally in plain view to
those with the technical ability to observe them. Increasingly that includes so-called amateurs
who make their observations widely available.

Expert participation in the Space Security Index is a key component of the project. The primary
research is peer reviewed prior to publication through three processes:

1) The annual Space Security Online Consultation provides insights into the perceptions,
concerns, and priorities of space stakeholders around the world, as well as critical feedback
on the draft research report.

2) 'The Space Security Working Group consultation is held each spring for two days to review
the text for factual errors, misinterpretations, gaps, and statements about impacts. This
meeting also provides an important forum for related policy dialogue on recent outer space
developments. (Participants are listed in Annex 1.)

3) Finally, the Advisory Group to the Space Security Index provides its comments on the
penultimate draft of the text before publication.

For further information about the Space Security Index, its methodology, project partners, and
sponsors, please visit the website www.spacesecurity.org, where the publication is also available
in PDF format. Comments and suggestions to improve the project are welcome.
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The Space Environment

TREND 1.1: Growing risk to spacecraft as orbital debris continues to increase
— Traveling at speeds of up to 7.8 kilometers per second, space debris poses a significant
threat to spacecraft. The number of objects in Earth orbit has increased steadily; today the US
Department of Defense (DOD) is using the Space Surveillance Network to track more than
19,000 objects approximately 10 centimeters in diameter or larger. It is estimated that there
are over 300,000 objects with a diameter larger than one centimeter, and millions smaller. The
annual growth rate of new debris tracked began to decrease in the 1990s, largely due to national
debris mitigation efforts, but has accelerated in recent years.

2008 Developments:

+ Short-lived debris created by destruction of USA-193 satellite to mitigate risk posed by reentry
+Growth rate of new space debris declines for first time in four years

* Increased risk of spacecraft posed by debris

Space Security Impact

With no major on-orbit fragmentations in 2008, there was minimal additional risk by new
debris, but existing debris continues to pose hazards to operational spacecraft, particularly in
Low Earth Orbit (LEO). Concerns are also raised by intentional satellite breakups, as well as the
ongoing presence in orbit of satellites with a history of severe fragmentation. Although relatively
little lasting debris was created, the US destruction of the failed USA-193 satellite prior to its
reentry in Earth’s atmosphere raises a challenge for space security in which the sustainability of
the space environment can potentially conflict with security from threats posed by objects in
space.

TREND 1.2: Continued efforts to develop and implement debris mitigation
practices — Significant on-orbit collisions, such as the collision of the French military
satellite Cerise with a portion of an Ariane rocket in 1996, and improved tracking abilities have
encouraged the recognition of space debris as a growing threat. Since the mid-1990s, many
spacefaring states, including China, Japan, Russia, the US, and the European Space Agency
have developed debris mitigation standards, and the United Nations has adopted voluntary
guidelines.

2008 Developments:
+ International recognition and adoption of UN Debris Mitigation Guidelines
+ NASA studies potential value of physically removing debris from orbit

Space Security Impact

Reporting by some states on efforts to implement the Debris Mitigation Guidelines of the UN
Committee on the Peaceful Uses of Outer Space (COPUOS) and evidence that some states are
factoring the guidelines into decision-making are positive signs that the Mitigation Guidelines
are becoming part of state practice. However, responsible actions by a few spacefaring states will
not guarantee progress in reducing the creation of space debris. In particular, efforts are needed
to make emerging and developing space states aware of the consequences of space debris and
their international responsibilities, and to help them develop the technical means to meet those
responsibilities. Finally, while the US asserts that it adhered to the guidelines when destroying
the de-orbiting USA-193 satellite, it is not clear how other states may engage in similar actions
over the long term (see Laws, Policies, and Doctrines).
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TREND 1.3: Space surveillance capabilities to support collision avoidance
slowly improving — Efforts in the 1980s to create an international space surveillance
system to support collision avoidance and debris reentry were unsuccessful, but several states
have pursued national systems. The US Space Surveillance Network uses 30 sensors worldwide
to monitor over 19,000 space objects in all orbits, but since 2004 has provided limited access to
its data, out of concern for national security. Russia maintains a Space Surveillance System using
its early-warning radars and monitors some 5,000 objects (mostly in LEO), but does not widely
disseminate data. China, the EU, France, Germany, and Japan are all developing independent
space surveillance capabilities. Discussions have once again been initiated about the practicalities
of sharing such data.

2008 Developments:
+ The US, European Space Agency, and Russia take steps to improve access to independent space surveillance data
« Efforts to better coordinate international space surveillance data increase

Space Security Impact

'The various national efforts to improve independent space surveillance capabilities in 2008 are
positive for space security because they provide better and redundant tracking of space objects
and greater transparency of space activities. However, ongoing challenges to greater cooperation
and collaboration include hesitancy to share information on satellites that are deemed sensitive,
particularly since space surveillance information can be used to support space negation efforts;
and technical difficulties associated with combining information in various formats and from
different types of sensors. Consequently, the use of orbital data to adequately support collision
avoidance remains limited, but events in 2008 indicate that such use may increase in the
near future.

TREND 1.4: Growing demand for radio frequency spectrum and orbital
slots — Expanding satellite applications are driving demand for limited resources in space,
including radio frequencies and orbital slots. Satellite operators spend significant time addressing
frequency interference issues, including conflicts such as the disagreement over frequency
allocation between the US Global Positioning System, the EU Galileo system, and the Chinese
Beidou system. The growth in military bandwidth consumption has also been dramatic: the US
military used some 700 megabytes per second of bandwidth during operations in Afghanistan
in 2001, compared to 99 megabytes per second during Operation Desert Storm in 1991. There
are more than 800 operational satellites in orbit today. Increased competition for orbital slot
assignments, particularly in GEO where most communications satellites operate, has caused
occasional disputes between satellite operators. The International Telecommunication Union
has been pursuing reforms to address slot allocation backlogs and related financial challenges.

2008 Developments:
+ Continued uncertainty regarding future satellite navigation signals
« Efforts to overcome the costs of unintentional signal interference

Space Security Impact

Developments in 2008 further highlight both the scarcity of available slots in the radio frequency
spectrum and the challenges with the existing governance mechanisms. In particular, the Chinese
plan for Beidou appears to be consistent with current ITU regulations, and efforts to resolve
the issue of frequency coordination were complicated by untimely release of technical details
about Galileo. Moreover, as military and economic interests drive the growth of competing
systems for similar services, additional demands are also made on their related orbits — in this
case, highly elliptical orbit. Determining the nature of solutions to satellite signal interference,



both accidental and hostile, will continue to be a challenge for the foreseeable future and is a
significant deterrent to space security.

Space Laws, Policies, and Doctrines

TREND 2.1: Gradual development of legal framework for outer space
activities shifting away from adoption of multilateral treaties — The
international legal framework for outer space establishes the principle that space should be
used for “peaceful purposes.” Since the signing of the Outer Space Treaty (OST) in 1967,
this framework has grown to include the Astronaut Rescue Agreement (1968), the Liability
Convention (1972), the Registration Convention (1979), and the Moon Agreement (1979), as
well as a range of other international and bilateral agreements and relevant rules of customary
international law. The OST prohibits the stationing of nuclear weapons or any other weapons of
mass destruction anywhere in space. The US withdrawal from the Anti-Ballistic Missile Treaty
in 2002 eliminated a longstanding US/USSR-Russia prohibition on space-based conventional
weapons, stimulating renewed concerns about the potential for space weaponization. What
began as a focus on multilateral space treaties, however, has transitioned to a focus on what
some describe as ‘soft law” — referring to a range of non-binding governance tools including
principles, resolutions, confidence-building measures, and policy and technical guidelines.

2008 Developments:

« US reiterates its rejection of legally binding approaches to security in space at the UN General Assembly
+ US says destruction of failed satellite consistent with the Outer Space Treaty

+ European Commission issues draft Code of Conduct for Outer Space Activities

+ Implementation issues impede Hague Code of Conduct on Ballistic Missile Proliferation

Space Security Impact

International legal events in 2008 suggest a continued focus on non-binding governance tools,
which some refer to as ‘soft law’, such as transparency and confidence-building measures and
codes of conduct. Support for these measures indicates a growing commitment on the part of
some leading spacefaring countries to better regulate activities in outer space by codifying generally
accepted behaviors. However, the potential risk with this approach is that implementation will
be arbitrary and selective, as demonstrated by the ongoing challenges faced by the Hague Code
of Conduct, and that de facto international law will be made via the unilateral actions of states,
as demonstrated by the US destruction of one of its own satellites. The US action to destroy
its satellite and official responses by other governments may stand as precedents for procedures
under which the use of force in outer space is legitimized, in the absence of specific treaty law.

TREND 2.2: COPUOS remains active, but the Conference on Disarmament has
been unable to agree to an agenda since 1996 — A range of international institutions,
such as the UN General Assembly, the UN COPUOQS, the International Telecommunication
Union (ITU), and the Conference on Disarmament (CD), have been mandated to address
issues related to space security. But the CD has been deadlocked without an agreed plan of work
since 1996 and there has been no progtess on space issues in 30 years, despite efforts to move
forward on the Prevention of an Arms Race in Outer Space (PAROS) mandate to develop an
instrument relating to the weaponization of space. COPUQOS remains active, with a focus on
non-binding, technical approaches to security in space.
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2008 Developments:
+ (D continues without program of work; discusses draft treaty to prevent the weaponization of space
+ Continued efforts toward a voluntary rules-based approach to space security

Space Security Impact

Activities surrounding the UN COPUOS in 2008 reinforced the continued focus on non-
binding, technical approaches to international governance of outer space noted in Trend 2.1.
Despite drawbacks, these are the only mechanisms that are garnering widespread support and
leading to improvements in the security of outer space in the face of continued lack of consensus
on new treaties in both the UN COPUOS and the CD. However, the increased interaction
between these two organizations suggests that addressing security concerns in space more
comprehensively may become possible in the future, although the stark division between civil
and safety issues and military and weapons issues remains institutionalized.

TREND 2.3: National space policies consistently emphasize international
cooperation and the peaceful uses of outer space — All spacefaring states emphasize
the importance of cooperation and the peaceful uses of space, but with caveats based on national
security concerns. The US has recently announced plans for peaceful space exploration of the
Moon and Mars, while there is growing interest in manned space programs in countries such as
India and Japan. The national space policies of many developing countries, such as Brazil and
India, tend to focus on the utility of space cooperation for social and economic development.

2008 Development:
« South Africa approves a National Space Agency with focus on peaceful use

Space Security Impact

States continued to express commitment to international cooperation on the peaceful
use of outer space in their civil space policies in 2008. Some peaceful uses of space
are increasingly viewed as strategic, however, which could limit opportunities for
cooperation and cause political tensions in space, depending on whether states pursue
independent or collective measures to achieve the strategic goals set out in their
space policies.

TREND 2.4: Growing focus within national policies on the security uses
of outer space — Fueled by the technological revolution in military affairs, the military
doctrine of a growing number of actors (led by China, Russia, the US, and key European states)
increasingly emphasizes the use of space systems to support national security. Dependence on
these systems has led several states to view space assets as critical national security infrastructure.
US military space doctrine has focused on the need to ensure US freedom of action in space,
through the use, when necessary, of “counterspace operations” that prevent adversaries from
interfering with US space operations.

2008 Developments:

* Japan issues new space law lifting its ban on national security and military space activities

« China’s 2008 White Paper on Defense highlights importance of “informationization”

+ France’s White Paper on Defense and National Security encompasses overhaul of space strategy
+ New approach to space protection in the US may include international interdependence

+ Space for security a renewed priority for Europe



Space Security Impact

In 2008 many states continued to emphasize the use of space for national security purposes
in policy statements. A positive impact of this trend is increased transparency and clarity of
intentions that allow states to better predict the behavior of others in space. However, a parallel
trend, in which civilian and commercial space infrastructure is being used for national security
purposes, may lead to added vulnerabilities in space if this infrastructure is viewed as a legitimate
target during conflict, particularly given the absence of laws governing conflict in space.

Civil Space Programs and Global Utilities

TREND 3.1: Growth in the number of actors with access to space, including
dual-use applications — The rate at which new states gain access to space increased
dramatically in the past decade. By 2008 9 actors had demonstrated independent orbital launch
capacity and 49 states had launched civil satellites, either independently or in collaboration with
others. In 2003 China joined Russia and the US as the only space powers with demonstrated
manned spaceflight capabilities.

2008 Developments:
+ Space access continues to increase, with new states gaining satellites and developing space agencies
+ Iran, North Korea, Brazil, and South Korea seek direct access to space through launch technology

Space Security Impact

Increased participation in space activities is a positive trend insofar as more actors gain access to
space for peaceful purposes, extending the benefits of space applications, science, and security.
On the other hand, the growth of space activities also creates challenges for security in space
due to increased demand for limited space resources such as orbital slots and radio frequencies,
particularly when new activities replicate rather than rely on or enhance the capabilities provided
by other states. Because of the ability of space assets and technologies such as launch vehicles
to be used for different purposes, the intentions of the many actors in space cannot be known.

TREND 3.2: Changing priorities and funding levels within civil space
programs toward large-scale projects — Civil expenditures on space have continued
to increase in India and China in recent years, while past decreases in the space budgets of the
US, the EU countries, and Russia have begun to reverse. Increasingly, civil space programs
include security and development applications. Several states, in particular Brazil, Nigeria, and
South Africa, are placing a priority on satellites to support social and economic development.
Such dual-use applications as satellite navigation and Earth imaging are a growing focus of
almost every civil space program.

2008 Developments:

+ NASA focuses on maintaining human access to space as retirement of the Space Shuttle looms

+ Space programs in China and India continue to grow, with focus shifting to human spaceflight

* Russia significantly increases the budget for space, primarily to make its Global Navigation Satellite System (GLONASS)
viable

+ Space agencies continue to focus on robotic missions to the Moon

Space Security Impact

The use of outer space continues to be dominated by a few states, with activities in 2008
demonstrating renewed interest in lunar exploration and human spaceflight. Although
developments in 2008 indicate some cooperation on these projects, historical trends indicate
that competition may increase if such capabilities become strategic in the future. Nonetheless,
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it remains to be seen if large-scale projects will gain the necessary investment to come to
fruition; only in India, Russia, and possibly China are resources growing significantly. Delays in
construction of new human spacecraft in the US may adversely influence space security in the
future by limiting human access to space, particularly to the International Space Station (ISS).

TREND 3.3: Continued international cooperation in civil space programs
— International civil space cooperation efforts over the past decades have included the US-
USSR Apollo-Soyuz docking of manned modules, Soviet flights to the MIR space station with
foreign representatives and Space Shuttle flights to MIR, the Hubble Space Telescope, joint
NASA-ESA projects such as Spacelab, and European cooperation with Chinese and Indian
lunar probes. The most prominent example of international cooperation is the International
Space Station, involving 16 states, 56 launches, and an estimated cost of over $100-billion to
date. International civil space cooperation has played a key role in the proliferation of technical
capabilities for states to access space.

2008 Developments:
+ (ontinued international cooperation on space exploration as the International Space Station turns 10
+ International cooperation provides access to space for developing countries

Space Security Impact

The continuation in international cooperation in space is a positive development, particularly
if it helps to reduce potential tensions over large-scale, national space projects such as human
spaceflight and lunar exploration, and enables more states to access the benefits of outer space
through shared costs and technologies. Cooperation can also increase transparency of space
activities, further reducing potential conflicts in a strategic environment. There is a risk, however,
that sensitive military technologies may proliferate, and that greater access to dual-use space-
based applications for military purposes may exacerbate regional tensions.

TREND 3.4: Growth in global utilities as states seek to expand applications
and accessibility — The use of space-based global utilities, including navigation, weather,
and search-and-rescue systems, has grown substantially over the last decade. These systems have
spawned space applications that are almost indispensable to the civil, commercial, and military
sectors. Advanced and developing economies alike are heavily dependent on these space-based
systems. Currently Russia, the US, the EU, Japan, China, and India are developing satellite-
based navigation capabilities. The strategic value of satellite navigation has been underscored by

conflicts over use of radio frequencies.

2008 Developments:
+ (ontinued development of independent satellite navigation capabilities
+ Global access to remote sensing data improving

Space Security Impact

Ongoing development of space-based global utilities such as satellite navigation systems could
have a positive impact on space security by providing redundancy of capabilities and increasing
access to space through collaborative efforts, particularly if they are interoperable. However,
such a result requires considerable international coordination and cooperation, which have not
fully developed due to ongoing disputes over the use of frequency signals, the development of
independent capabilities to guarantee service, and a lack of planning for the increased demand
on orbits and radio frequencies created by duplicate systems. The growing use of remote sensing
data to manage a range of global challenges, including disaster monitoring and response, is



positive for space security insofar as it further links the security of Earth to the security of
space, expands space applications to include additional users, and encourages international
collaboration and cooperation on an important space capability.

Commercial Space

TREND 4.1: Continued overall growth in the global commercial space
industry — Commercial space revenues have steadily increased since the industry first started
to grow significantly in the mid-1990s. Global commercial space revenues, dominated by
satellite services, have been estimated as totaling between $144-billion and $175-billion in 2008.
Individual consumers are a growing source of demand for these services, particularly satellite
television and personal GPS devices. In recent years Russia has dominated the space launch
industry, having the most commercial launches, while US companies have led in the satellite
manufacturing sector. However, international competition in both of these sectors is increasing,.

2008 Developments:

+ Continued industry growth driven by consumer services and a strong satellite replacement market
* Growing international competition from China, India, and Japan

« Growth opportunities for small, low-cost satellites may expand access to space

Space Security Impact

Although the strong commercial launch industry in 2008 was in part due to the ongoing
replacement of satellites, continued growth is also seen in satellite services and ground
equipment revenues, driven by consumer-oriented products. Ongoing growth of the industry
suggests that there is overall confidence in the security of space and the ability of both companies
and consumers to continue to rely on space resources. Further, individual consumers continue
to become more significant stakeholders in space. Growing competition in the commercial
launch market may contribute to space security by providing greater access to outer space,
although tensions may arise if future demand for space resources such as orbital slots and radio
frequencies exceeds supply. Currently, however, the positive gains in the sector’s value and
ubiquity outweigh the greater friction with respect to supply and demand.

TREND 4.2: Commercial sector supporting increased access to space —
Commercial space launches have contributed to cheaper space access. The cost to launch a
commercial satellite into GEO has declined from an average of about $40,000/kilogram in
1990 to $26,000/kilogram in 2000, with prices now stabilizing. The commercial space industry
is also opening up access to Earth imaging data, which until a few years ago was only available
to a select number of governments. Today any individual or organization with access to the
Internet can use these services through Google Maps, Google Earth, and Yahoo Maps programs.
An embryonic private spaceflight industry continues to emerge, seeking to capitalize on new
concepts for advanced, reliable, reusable, and relatively affordable technologies for launch to
suborbital trajectories and low Earth orbit.

2008 Developments:

« New launchers entering the market increase capacity, but no indication of further launch cost reductions
* Private human access to space slowly progressing

+ Commercial actors continue to expand availability of Earth imagery

Space Security Impact
Sustained competition in commercial space launch may slightly reduce the cost of access to space
in the near future, but in the absence of revolutionized technologies, there is not likely to be a
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significant impact on space access. Moreover, while efforts are being made to support private
human access to space, such access may cause challenges to space security, both in terms of the
sustainability of the space environment as well as the applicability of international laws, such as
the Astronaut Rescue Agreement (see Laws, Policies, and Doctrines Trend 2.1). Finally, while
the space industry is facilitating greater use of space applications, in particular remote sensing
data, there are legitimate fears about the security implications on Earth of widely available
imaging data.

TREND 4.3: Government’s dependency on the commercial space sector
means that subsidies and national security concerns continue to play
an important role — The commercial space sector is significantly shaped by national
governments with particular security concerns. The 1998 US Space Launch Cost Reduction
Act and the 2003 European Guaranteed Access to Space program provide for considerable
government subsidization of the space launch and manufacturing markets. The US and
European space industry also receive important space contracts from government programs.
In 1999 the US placed satellite export licensing on the State Department’s US Munitions List,
bringing satellite product export licensing under the International Traffic in Arms Regulations
(ITAR) regime and significantly complicating participation by US companies in international
collaborative satellite launch and manufacturing ventures.

2008 Developments:

+ Military dependence on commercial space services continues to expand, deepen

+ Relationships between governments and commercial sector continue to evolve toward more substantial partnerships
+ Ongoing debate over how to apply trade restrictions for security purposes

+ Commercial operators engage in space governance

Space Security Impact

The strong relationship between military and commercial uses of space and the security
dimensions of many commercial services have complex impacts on space security. On the one
hand, multiple-use spacecraft could become military targets in the future, resulting in an overall
decrease in security. Alternatively, the proliferation of dual-use assets in space could make a
military attack less useful and, therefore, less likely. This could increase overall space security.
The focus of the year has been a constant discussion on changes that ought to be brought about
in ITAR to increase the commercial competitiveness of the US satellite and launch industries,
specifically in the light of the ITAR-free satellites manufactured by Europe for the Chinese
market.

Space Support for Terrestrial
Military Operations

TREND 5.1: US and Russia continue to lead in deploying military space
systems — Estimated at $29-billion, almost half of all global spending on space is for
defense-related programs that provide military attack warning, communications, weather
forecasting, reconnaissance, surveillance, and intelligence, as well as navigation and weapons
guidance applications. The US spends 95 percent of this amount, but spending on military space
programs is increasing in other countries around the world. At the end of 2008 there were over
150 operational dedicated military satellites worldwide, with the US operating approximately
76, and Russia approximately 36.



2008 Developments:
« US faces increased demands for military satellite capabilities as it struggles to upgrade its systems
* Russia increases investment in GLONASS again, pursues other high-priority upgrades

Space Security Impact

Despite ongoing acquisition challenges in providing next-generation space capabilities for its
military and intelligence communities, the US maintains the most capable and robust systems,
which are one indication of secure and sustainable access to and use of space. While ongoing
dependence on space systems for security makes the US particularly vulnerable in space, efforts
are being made to mitigate this risk through the use of commercial capabilities and smaller
satellites that can be launched quickly. Russian space efforts and funding are focused on finishing
the GLONASS program and upgrading early warning capabilities, both of which could be
positive for security in space by providing redundancy for US GPS and greater stability through
more reliable early-warning data.

TREND 5.2: More states developing military and dual-use space capabilities
— During the Cold War, states allied with either the US or the USSR benefited from their
capabilities. Traditionally, military satellites outside of the US and Russia have been almost
exclusively intended for telecommunications and imagery intelligence. Recently, however,
states such as China, France, Germany, Japan, Israel, Italy, and Spain have been developing
satellites with a wider range of functions. Security is a key driver of established government space
programs, pushing spending higher. However, in the absence of dedicated military satellites,
many actors use their civilian satellites for military purposes or purchase data and services from
other satellite operators. While individual European states have pursued independent, national
space capabilities for military support, in a unique twist, they also share many of these capabilities
among European partners.

2008 Developments:

+ European states continue to cooperate on military space projects

+ The Council of the European Space Agency endorses military use of its dual-use space projects
+ China continues to launch potential dual-use spacecraft

* India and Israel cooperate on space

* Japan plans new military uses of space

+ (anada continues to develop dual-use space capabilities

Space Security Impact

The drive for more states to develop and deploy both dedicated military and dual-use space
systems demonstrates the continued accessibility of the space environment and greater access to
space technologies. In general, these systems are being developed independently of one another
and, while in theory some, such as satellite navigation, could be interoperable to enhance
security, such cooperation is not the rule. However, Europe is emerging as the one region where
space-based capabilities are being developed cooperatively, thus providing access to more states
and redundancy of capabilities. As more states become dependent on space systems for military
operations and national security, greater vulnerability may provide incentives to enhance the
security of outer space or to develop capabilities to quickly negate space systems. At the same
time, increasing reliance on dual-use spacecraft will make intentions difficult to determine.

17
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Space Systems Protection

TREND 6.1: US and Russia lead in ability to detect rocket launches, while US
leads in development of technologies to detect direct attacks on satellites
— The ability to distinguish space negation attacks from technical failures or environmental
disruptions is critical to maintaining international stability in space. Early warning also enables
defensive responses, but the type of protection available may be limited. Only the US and Russia
can reliably detect rocket launches. The US Defense Support Program provides early warning
of conventional and nuclear ballistic missile attacks; Russia began rebuilding its aging system
in 2001 by upgrading its Oko series satellites. France is developing two experimental missile-
launch early-warning satellites — Spirale-1 and -2. Most actors have a basic capability to detecta
ground-based electronic attack, such as jamming, by sensing an interference signal or by noticing
a loss of communications. It is very difficult to obtain advance warning of directed energy attacks
that move at the speed of light.

2008 Developments:

+ US and Russia continue to upgrade early warning systems, and Japan considers developing a national early
warning capability

« US pursues on-orbit warning and attack detection capabilities to enable defensive responses

* Improvements in access to independent space surveillance data, and ongoing discussions about options to
share such data

Space Security Impact

Efforts to improve missile early warning capabilities in the US and Russia contribute to space
security by maintaining the foundation of capabilities to monitor compliance with international
controls on missile and nuclear technology developments that could be used to threaten objects
in space (see Space Systems Negation), and to warn of impending threats. Thus the loss of the
US sensor to detect nuclear blasts weakens an important protection measure, while the potential
for early warning capabilities to be developed by additional actors is a positive measure that could
increase the robustness of these efforts. US interest in developing local, on-orbit capabilities to
warn of possible attacks or detect interference with a satellite can enhance protection of specific
space systems by enabling defensive responses and possibly deterring attempts to interfere with
those satellites. More broadly these capabilities could contribute to increased stability if they were
able to identify the source of interference and if it were intentional, accidental, or environmental.
It is noted, however, that on-orbit surveillance and warning can potentially facilitate aggressive
counteractions in space, which could be destabilizing and spiral into conflict.

TREND 6.2: Efforts to protect satellite communications links but ground
stations remain vulnerable — Many space systems lack protection from determined
attacks on ground stations and communications links. Because the vast majority of commercial
space systems have only one operations center and one ground station, they are vulnerable
to negation efforts. While many actors employ passive electronic protection capabilities, such
as shielding and directional antennas, more advanced measures, such as burst transmissions,
are generally unique to military systems and the capabilities of more technically advanced
states. Laser communications still have the best potential to reduce vulnerabilities of satellite
communications links, but are proving difficult to implement.

2008 Developments:

* Plans for US Cyber Command evolve; NATO opens Co-operative Cyber Defense Center

+ US focuses on improved security of existing communications links, while efforts to develop future laser links continue,
but face both technical and budgetary challenges



Space Security Impact

Efforts to secure the network safety of critical infrastructure, which includes satellite command
and control stations, reflects the interdependence of security in space with other terrestrial
security issues and the complexity of defending against potential threats. These efforts are positive
insofar as they reduce the number and severity of network attacks; encourage international
cooperation, currently limited to NATO members; and enable governments to keep pace
with innovations in cyber attacks. Laser communication technologies continue to offer the
promise of better protection for ground-to-satellite communications, which is one of the most
prevalent sources of attacks on space system. But progress remains slow and is currently focused
on satellite-to-satellite transmissions. Efforts to improve the security of both computer networks
and communications links demonstrate the spiral effect of protection-negation dynamics in
space, where capabilities to improve one lead actors to improve the other.

TREND 6.3: Protection of satellites against some direct threats is improving
but remains limited — The primary source of protection for satellites stems from the
difficulties associated with launching an attack into space. Passive satellite protection measures
also include system redundancy and interoperability, which have become characteristic of
satellite navigation systems. Most key US, European, and Russian military satellites are hardened
against the effects of a high-altitude nuclear detonation. Nonetheless, physically protecting a
satellite from a direct kinetic attack remains difficult.

2008 Developments:

« US, Canada, and Sweden experiment with formation flying, which could support dispersion techniques to
reduce the vulnerability of satellite systems

+ US pursues technology enablers for on-orbit repair

Space Security Impact

Capabilities that would enable actors to disperse the function of a single large satellite into a
cluster of smaller satellites are progressing and would contribute to security in space by reducing
the vulnerability of space-based components, which would no longer rely on a single spacecraft.
However, other security challenges, such as the ability to safely manage traffic in space, could
increase. While enabling technologies to repair damaged spacecraft on-orbit through new
propulsion, maneuvering, docking, and grappling capabilities is progressing, it remains a longer-
term potential. As capabilities to protect satellites on-orbit become more active, however, there
is a potential for them to be used against non-cooperative spacecraft. The long-term impact
on space security will depend greatly on how technologies are used and how transparent usage
is. Moreover, space-based protection capabilities could still be defeated by a determined actor,
raising the potential for a spiral of protection and negation capabilities in space.

TREND 6.4: Efforts to develop capacity to rapidly rebuild space systems
following direct attacks, but no operational capabilities — The ability to rapidly
rebuild space systems after an attack could reduce vulnerabilities in space. Although the US and
Russia are developing elements of responsive space systems, no state currently has this capability.
'The key US responsive launch initiative is the Falcon program, which seeks to develop a rocket
capable of placing 100 to 1,000 kilograms into LEO within 24 hours. It includes funding for
the the AirLaunch LLC QuickReach rocket, which came to an end in 2008, and the SpaceX
Falcon-1.
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2008 Developments:
+ US, China, and France developing more capable microsatellites and rapid launch technologies

Space Security Impact

'The ability to quickly launch new satellite systems, reconstitute damaged or failed components,
or upgrade existing capabilities contributes to space security by reducing the vulnerability of
space systems to environmental threats and natural degradation of capabilities and deterring
potential attacks on space components. When combined with microsatellite constellations
that can replace a single satellite (Trend 6.3), the longevity of the constellation is increased
immeasurably. Relatively inexpensive systems are being developed to launch smaller satellites.
As with most space technology, however, they could be used for other purposes, including the
covert launch of space-based anti-satellite systems.

Space Systems Negation

TREND 7.1: Capabilities to attack ground stations and communications links
are widely spread — Ground segments, including command and control systems and
communications links, remain the most vulnerable components of space systems, susceptible
to attack by conventional military means, computer hacking, and electronic jamming. Several
incidents of intentional jamming of communications satellites have been reported in recent
years. Iraq’s acquisition of GPS-jamming equipment during Operation Iraqi Freedom in 2003
suggested that jamming capabilities are proliferating. The US leads in developing doctrines and
advanced technologies to temporarily negate space systems by disrupting or denying access to
satellite communications, and has deployed a mobile system to disrupt satellite communications
without inflicting permanent damage to the satellite.

2008 Developments:
+ US and China pursuing cyber attack capabilities
« States are vulnerable to cyber attacks by individuals

Space Security Impact

Although cyber attacks in 2008 did not appear to target space systems, they nonetheless represent
a growing threat to space security as capabilities to launch them are spreading and improving,
in what is becoming a protection-negation spiral (see Space Systems Protection Trend 6.2).
For now, cyber attacks are less damaging than kinetic or other physical attacks, since they are
generally temporary and reversible. They can, however, seriously disrupt a nation’s ability to
respond to a more damaging attack, and so should not be taken lightly. Because there have
been few known past events, data on the impact of cyber attacks is scarce and the full impact of
such a breach is unknown. Moreover, because individuals, often anonymous, as well as states
can interfere with this facet of space security, the consequences could be both more complex
and destabilizing.

TREND 7.2: US leads in the development of space surveillance capabilities
that can support negation — Space surveillance capabilities for debris monitoring and
transparency can also support satellite tracking for space negation purposes. The US and Russia
maintain the most extensive space surveillance capabilities and the US has explicitly linked its
development of enhanced space surveillance systems to efforts to enable offensive counterspace
operations. China and India also have satellite tracking, telemetry, and control assets essential
to their civil space programs. France, Germany, Japan, and Europe are developing independnet
space surveillance capabilities.



2008 Development:
+ US space surveillance and tracking data enable destruction of a failed satellite, as global efforts to improve access
to such data continue

Space Security Impact

Space surveillance capabilities can be used to both enhance and degrade security in outer space,
but activities in 2008 seemed to favor positive impacts (see Space Environment Trend 1.3
and Space Systems Protection Trend 6.1). The US engagement of a de-orbiting satellite in
2008 demonstrates the applicability of surveillance data to negation, but also the fact that such
capabilities are used far more extensively to support civil space efforts such as human spaceflight,
mitigate the risk of collision with debris, and manage space traffic. Nonetheless, the potential
for independent space surveillance capabilities to support deliberate attacks against satellites and
other space objects, demonstrated through the centrality of space surveillance in identifying
foreign satellites, space control efforts, and close proximity operations, is one of the obstacles
preventing access to the more precise data that is needed for some of the more protection-
oriented functions listed above.

TREND 7.3: Ongoing proliferation of ground-based capabilities to attack
satellites — The development of ground-based anti-satellite weapons employing conventional,
nuclear, and directed energy capabilities dates back to the Cold War, when a variety of US
and USSR programs were initiated. Since then technologies have proliferated to more than 30
states. The capability to launch a payload into space to coincide with the passage of a satellite
in orbit is a basic requirement for conventional satellite negation systems. Some 28 states have
demonstrated suborbital launch capability that could enable a rudimentary attack in space and,
of those, 10 have orbital launch capability. As many as 30 states may have low-power lasers
to degrade unhardened satellite sensors. The US, China, and Russia lead in the development
of more advanced ground-based kinetic-kill systems that have the capability to directly attack
satellites. They have access to advanced laser programs, which have inherent satellite negation
capabilities in LEO.

2008 Developments:

« US reconfigures anti-missile system to destroy a failed satellite as it de-orbits

+ Ongoing efforts to improve missile technology globally may enable anti-satellite capabilities
+ US laser program for missile defense continues, but feasibility not proven

Space Security Impact

The US engagement of the de-orbiting USA-193 satellite demonstrates the ability to reconfigure
an interceptor missile, even if only for a one-time event, for use against a satellite, raising the
prospect of greater insecurity in space as more actors research and develop anti-missile systems.
Increased global interest in missile and anti-missile capabilities has an uncertain effect on the
security of outer space. While it is potentially threatening and destabilizing and could trigger an
arms race targeting space, some assess it as a valuable deterrent against the use of force in space
because it creates mutual vulnerabilities. The development of high-energy lasers can have the
same uncertain impact, but this uncertainty is aggravated by the fact that lasers can be used in a
wide range of space activities, including tracking objects in space, and they can be much more
easily used covertly or without warning,

TREND 7.4: Increased access to space-based negation enabling capabilities
— Space-based negation efforts require sophisticated capabilities, such as precision on-orbit
maneuverability and space tracking. Many of these capabilities have dual-use potential. For
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example, microsatellites provide an inexpensive option for many space applications, but could
be modified to serve as kinetic-kill vehicles or aid in targeting for other kinetic-kill vehicles. The
US leads in the development of most of these enabling capabilities, although none appear to be
integrated into dedicated space-based negation systems.

2008 Developments:
+ A broad range of dual-purpose space-based technologies continue to be developed
« US weapons technology programs developing proximity and maneuverability capabilities

Space Security Impact

The duality of many of the technologies outlined here is clear from their presence in both
Space Systems Protection and Space Systems Negation chapters. While microsatellites were
initially created to protect space systems, much of their development has been in a range between
passive protection and active negation. The largest danger is in the capacity to conduct proximity
maneuvers, since the size of such satellites implies that they are difficult to detect and track.
However, these capabilities are still very much under development, and the ability of one satellite
to approach an uncooperative satellite without notice to conduct an offensive operation is still

several years away.

Space-Based Strike Capabilities

TREND 8.1: While no space-based strike systems have been tested or
deployed, the US continues to develop technologies behind space-based
interceptors for its missile defense system — Although the US and USSR
developed and tested ground-based and airborne ASAT systems between the 1960s and 1980s,
there has not yet been any deployment of space-to-Earth or space-to-missile strike systems.
Under the Strategic Defense Initiative in the 1980s, the US invested several billion dollars
in the development of a space-based interceptor concept called Brilliant Pebbles, and tested
targeting and propulsion components required for such a system. The US and USSR were
both developing space-based directed energy strike systems in the 1980s, although today these
programs have largely been halted.

2008 Developments:

* Funding cut for US Space Test Bed, but feasibility study approved

* Experimental missile defense satellite conducts second successful test of rocket sensor technology
« Multiple Kill Vehicle contract awarded

Space Security Impact

‘The absence of space-based strike systems and infrastructure continued to support the security
of outer space in 2008. While precursor technology development continued in the Near-Field
Infrared Experiment Test and the Multiple Kill Vehicle program, restraint by US policymakers
is positive and indicates concern for space security and the challenges of balancing terrestrial
missile defense requirements with the need to maintain freedom from space-based threats.

TREND 8.2: More countries are developing advanced space-based strike-
enabling technologies through civil, commercial, and military programs
— 'The majority of advanced, space-based strike enabling technologies are dual-use and are
developed through civil, commercial, or military space programs. While there is no evidence
to suggest that states pursuing these enabling technologies intend to use them for space-
based strike purposes, such development does bring these actors technologically closer to this
capability. For example, China, India, and Israel are developing precision attitude control



and large deployable optics for civil space telescope missions. Five states in addition to the
European Union are developing independent, high-precision satellite navigation capabilities.
China, India, and the EU are developing Earth reentry capabilities that provide a basis for the
more advanced technologies required for the delivery of mass-to-target weapons from space to
the Earth.

2008 Developments:
+ US Prompt Global Strike program continues to develop, but its long-term implications are unclear
+ Key actors continue to develop a range of space-hased strike enabling capabilities

Space Security Impact

Space-based weapons designed to strike terrestrial targets will require sophisticated technological
developments that, at present, few spacefaring states seem able or willing to exploit. The development
of dual-use capabilities that also provide enabling technologies for space-based strike systems
continued in 2008, although there is no evidence that states are developing such capabilities for
strike purposes. Nonetheless, the potential for space-to-Earth strike systems will continue to pose
a challenge to the international community as advanced space-based technologies continue to
be developed. While some enabling technologies for space-based strike are discrete
and include significant technology barriers, many are advanced technologies associated with
other space applications and have been developed for a variety of purposes by several different
actors. If one actor were to pursue a space-based strike capability, others could follow.
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The Space Environment

This chapter assesses trends and developments related to the impact of human activity on
the space environment, with an emphasis on space debris and space resource issues such as
the registration of orbital slots and the allocation of radio frequencies.

Space debris, which is predominantly caused by manmade objects, represents a growing
threat to spacecraft. The impact of space debris upon space security is related to a number
of key issues examined by this chapter, including the amount of space debris in various
orbits, space surveillance capabilities that track space debris to enable collision avoidance,
and efforts to reduce new debris and to potentially remove existing space debris in the future.

All space missions inevitably create some amount of space debris, mainly as rocket booster
stages are expended and released to drift in space along with bits of hardware. More serious
fragmentations are usually caused by energetic events such as explosions. These can be both
unintentional, as in case of unused fuel exploding, or intentional, as in the testing of weapons
in space that utilize kinetic energy interceptors. Tests of this sort have created thousands of
long-lasting pieces of space debris, some 300 of which are reportedly still in orbit from USSR
activities in the 1970s and 1980s."

A growing awareness of the impact of space debris on the security of space assets has
encouraged space actors to take steps to mitigate the production of new debris through the
development and implementation of national and international debris mitigation guidelines,
also examined here.

Geostationary orbits are limited natural resources. Actors who wish to place a satellite in
this region must secure an appropriate orbital slot in which to do so and secure a portion
of the radio spectrum to carry their satellite communications. Both radio frequencies and
orbital slots are indispensable tools for all space operations and their national assignments
are coordinated through the International Telecommunication Union (ITU). This chapter
assesses the trends and developments related to the demand for orbital slots and radio
frequencies, as well as the conflict and cooperation associated with the distribution and use
of these key space environment resources. This includes compliance with existing norms and
procedures developed through the ITU to manage the use and distribution of orbital slots
and radio frequencies.

Because the focus of this report is on human activities affecting the security of space, this
chapter does not address natural phenomena such as solar flares and near-Earth asteroids.
In cases where these issues might relate to international law or institutions, they are covered
under Space Laws, Policies, and Doctrines.

Space Security Impact

Space is a harsh environment and orbital debris represents a growing threat to the secure
access to, and use of, space due to the potential for collisions with spacecraft. Due to very
high orbital velocities of up to 7.8 kilometers per second (-30,000 kilometers per hour) in
Low Earth Orbit (LEO), debris as small as 10 centimeters in diameter carries the kinetic
energy of a 35,000-kilogram truck traveling at up to 190 kilometers per hour. While objects
have lower relative velocities in Geostationary Orbit (GEO), debris at this altitude is still
moving as fast as a bullet — about 1,800 kilometers per hour. No satellite can be reliably
protected against this kind of destructive force and it is considered to be impractical to shield
against objects bigger than one centimeter.
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Figure 1.1: Types of Earth orbits*

* See Annex for a description of each orhit’s attributes

The total amount of space debris in orbit is growing each year through human activities
and is concentrated where these activities take place. LEO is the most highly congested
area, especially the Sun-synchronous region. Some debris in LEO will reenter the Earth’s
atmosphere and disintegrate in a relatively short period of time due to atmospheric drag, but
debris in orbits above 600 kilometers will remain a threat for decades and even centuries.
There have already been a number of collisions between civil, commercial, and military
spacecraft and pieces of space debris. Although a rare occurrence, the reentry of very large
debris can also pose a threat to the Earth and infrastructure on Earth.

The development of surveillance capabilities to track space debris and avoid collisions clearly
provides significant space security advantages. Efforts to mitigate the production of new
debris through compliance with national and international rules, guidelines, standards, and
practices can also have a positive impact on space security. Technical measures to efficiently
remove debris, once developed and used, could have a positive impact in the future.

Resource distribution, including the assignment of orbital slots and radio frequencies to
space actors, has a direct impact on the abilities and inabilities of actors to access and use
space. Growing numbers of space actors, particularly in the communications sector, have
led to more competition and sometimes friction over the use of orbital slots and frequencies.

New measures to increase the number of available orbital slots and frequency bands, such as
technology to reduce interference between radio signals, can reduce competition and increase
the availability of these scarce resources. Confidence in the sustainability of their use creates
a strong incentive for space actors to cooperate in the coordination, registration and use of
radio frequencies and orbital slots. Cooperation in this area can also strengthen support for
the application of the rule of law to broader space security issues.

Key Trends

Trend 1.1: Growing risk to spacecraft as orbital debris
continues to increase

The US Space Surveillance Network (SSN) is the system that most comprehensively tracks
and catalogs space debris, although technological factors limit it to spot checking rather
than continuous surveillance, and limit the size of tracked objects to those greater than
10 centimeters in LEO and much larger in GEO. According to the latest reports, the
US Department of Defense (DOD) is using the SSN to track more than 19,000 objects
approximately 10 centimeters or larger, of which fewer than 5 percent are operational



satellites.? It is estimated that there are over 300,000 objects with a diameter larger than one
centimeter, and millions smaller.?

Two key factors affecting the amount of space debris are the number of objects in orbit and
the number of debris-creating launches each year. Growth in the debris population increases
the probability of inter-debris collisions that have the potential to create even more debris.
A recent study by NASA has shown that, in LEO, inter-debris-debris collisions will become
the dominant source of debris production within the next 50 years. As debris collides and
multiplies, it will eventually create a “cascade of collisions” that will spread debris to levels
threatening sustainable space access.* As of 2003 it was estimated that 43 percent of tracked
debris resulted mostly from explosions and collisions.> Additional space debris in LEO could
be created by use of ground- and space-based midcourse missile defense systems currently

under development, or other weapons testing in space.®

Between 1961 and 1996 an average of approximately 240 new pieces of debris were
cataloged each year; these new pieces were the result, in large part, of fragmentation and the
presence of new satellites. Between 8 October 1997 and 30 June 2004 only 603 new pieces
of debris were cataloged — a noteworthy decrease, particularly given the increased ability of
the system. This decline can be related in large part to international debris mitigation efforts,
which increased significantly in the 1990s, combined with a lower number of launches per
year. Since 2004 an increase in the annual rate of debris production has again been observed.

Today, collisions between space assets like the International Space Station and very small
pieces of untracked debris are a frequent but manageable problem.” Collisions with larger
objects remain rare. A 1995 US National Research Council study found that within the
orbital altitude most congested with debris (900-1,000 kilometers), the chance of a typical
spacecraft colliding with a large fragment was only about one in 1,000 over the spacecraft’s
10-year functional lifetime.®

However, the same study noted that, “although the current hazard to most space activities
from debris is low, growth in the amount of debris threatens to make some valuable orbital
regions increasingly inhospitable to space operations over the next few decades.” Indeed,
some experts at NASA believe that collisions between space assets and larger pieces of debris
will remain rare only for the next decade, although there is ongoing discussion about this
assessment.'” While major collisions have so far been rare, there have been several incidents
of varying severity as noted in Figure 1.2 below.

Figure 1.2: Unintentional collisions between space objects**

Year ‘ Event

1991 Inactive Cosmos-1934 satellite hit by cataloged debris from Cosmos 296 satellite

1996 | Active French Cerise satellite hit by cataloged debris from Ariane rocket stage

1997 Inactive NOAA-7 satellite hit by uncataloged debris large enough to change its orbit and create additional debris

2002 | Inactive Cosmos-539 satellite hit by uncataloged debris large enough to change its orbit and create additional debris

2005 | US rocket body hit by cataloged debris from Chinese rocket stage

2007 | Active Meteosat-8 satellite hit by uncataloged debris large enough to change its orbit

2007 | Inactive NASA UARS satellite believed hit by uncataloged debris large enough to create additional debris
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2008 Development

Short-lived debris created by destruction of US-193 satellite to mitigate risk posed by reentry

On 20 February 2008, the United States Navy fired a modified Standard Missile 3 (SM-
3) missile defense interceptor from an Aegis warship to intercept and destroy US-193 — a
National Reconnaissance Office (NRO) satellite launched in 2006 that subsequently failed
in orbit'? and was posed to reenter Earth’s atmosphere®? (see Space System Negation Trend
7.3). The satellite was carrying a full tank of toxic hydrazine fuel (454 kilograms), believed to
have frozen into a solid mass. Initial reports from US government officials and other experts
indicated that the expected reentry of the satellite posed no risk to Earth (17,000 manmade
objects have re-entered the Earth’s atmosphere over the past 50 years), but the government
later concluded that pieces of the satellite and fuel would survive reentry, posing a risk to
human life."

A decision was subsequently taken to ‘engage’ the satellite prior to reentry to mitigate the
potential risk from debris and fuel landing on Earth.” Efforts were made to minimize as
much as possible long-lasting debris from the event. The interception was planned to take
place when the satellite was close to reentry and the angle of the impact was designed so that
as few pieces as possible would be thrown into higher orbits. Consequently, only 360 pieces
of trackable debris were created by the event. Of those, 174 stayed in orbit long enough to
be entered into the US Space Surveillance Network (SSN) satellite catalog.'® The majority
of pieces decayed within a few months of the event, however at least one piece of trackable
debris remains on orbit."”

Analyzing the potential threat to Earth posed by the satellite and its fuel after the receipt
of several requests for information, the US government released a paper on the subject
of spacecraft reentry survivability based on a significant amount of frozen hydrazine fuel.
The paper indicated that 80 percent of the tank thickness would have ablated away during
reentry.'® Still, some believe that the analysis may be over simplified to favor survivability."

Figure 1.3: Intentional collisions between space objects

Year ‘ Event ‘ # Debris Created* ‘ Lifetime
1963 -1982 | Nine Soviet co-orbital ASAT test intercepts 700+ Decades
1985 US destruction of Solwind using F-15 launched ASAT 285 19 years
2007 Chinese destruction of FY-1C using direct ascent ASAT 2,300 (enturies
2008 US destruction of de-orbiting USa-193 satellite 360 Months

*trackable (greater than 10 centimeters) debris only

2008 Development

Growth rate of new space debris declines for first time in four years

For the first time since 2004, the annual rate of growth in new trackable space debris declined
in 2008, with almost all fragmentation events generating relatively minor and short-lived
debris. By the end of 2008, the total number of large and medium-sized objects (larger
than 10 centimeters in diameter) in orbit cataloged by the US SSN stood at 12,743.%° This
number represents an increase of 287 objects or 2.2 percent over yearend data for 2007,
which is less than in previous years.*!

The most serious breakup of 2008 involved Russia’s Cosmos-2421, a Russian Electronic
Intelligence Ocean Reconnaissance Satellite (EORSAT). On 14 March 2008 the satellite



fragmented into approximately 300 pieces of debris while in a 400 kilometer by 420
kilometer orbit at an inclination of 65°. Two additional fragmentations occurred on 28
April and 9 June 2008. In total, 508 pieces of debris from the satellite were cataloged. By
1 February 2009, 439 of these pieces had reentered the Earth’s atmosphere. However, a
significant number of other pieces had been projected into orbits with apogees as high as
900 kilometers and will stay in orbit for much longer. Fragmentation events are not new for
this type of satellite. Twenty-two of the 50 EORSATS launched by Russia since 1974 have
broken up.? Generally, this fragmentation occurs toward the end of the satellite’s operational
life.? It has been speculated that the EORSATSs undergo an intentional destruction prior to
reentry to protect the technology onboard and that an anomaly may have caused this system
to trigger early.

In early July 2008, it was reported that Russia’s Cosmos-1818 had released dozens of small
particles.” These particles appear to be metallic in nature, which has led to the conclusion
that they are droplets of NaK, a sodium potassium alloy that is liquid at room temperature.
Historically, NaK has been used as coolant on Soviet nuclear-powered satellites, such as
the Radar Ocean Reconnaissance Satellites (RORSATSs). While not a RORSAT itself,
Cosmos-1818 uses a new-generation nuclear thermionic nuclear power supply.? It is located
in a relatively high nuclear safety orbit of 800 kilometers to prevent premature reentry of
radioactive components, which happened when Cosmos-954 crashed in northern Canada
in 1978.

On 14 March 2008 a Russian Briz-M upper stage failed during the launch of the SES
Americom AMC-14 satellite.”® Consequently, the Briz-M has a significant amount of fuel
left onboard and is likely to experience a severe fragmentation event in the future, similar
to the Briz-M explosion in 2007 that created over 1,000 pieces of debris.?” An independent
review board announced that the primary cause of the 2007 failure was a ruptured exhaust
gas duct, and recommended that International Launch Services, which operates the booster,

replace the duct to prevent future failures.”®

A complete listing of the 2008 breakups can be found in Figure 1.4 below. While some
types of breakup can be mitigated through use of best practices, others are more worrisome.
These include the fragmentation events associated with Cosmos-1818 and Cosmos-2421,
both of which were only the most recent examples of satellite models with a long history of

creating debris on orbit.

Figure 1.4: Summary of 2008 debris events”

Parent Object Country Date Estimated Number | Cataloged Number | Lifespan
of Pieces* of Pieces™ of Pieces
Cosmos-2125 (s 16 January 2008 6 None None
(Z-3AR/B PRC 27 January 2008 30-40 None None
SL-6 R/B (IS 17 February 2008 2 None None
USA-193 us 21 February 2008 360 173 8 months
(osmos-2421 as 14 March 2008*** 500+ 507 Years
Atlas-5 R/B us 21 March 2008 25 None None
Cosmos-1818 (s Early July 2008 50+ None Decades

As initially reported by the US Space Surveillance Network

" As of 1 February 2009

*** Date of first breakup. Object experienced two additional breakups on 28 April and 9 June. Pieces displayed in table are totals for all
three breakups
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Figure 1.5: Growth of on-orhit population hy type3°
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This chart displays a summary of all objects in Earth orbit officially cataloged by the SSN. “Fragmentation debris” includes satellite breakup
debris and anomalous event debris, while “mission-related debris” includes all objects dispensed, separated, or released as part of the
planned mission.

2008 Development

Increased risk to spacecraft posed by debris

The International Space Station (ISS) conducted its first collision avoidance maneuver in
five years on 27 August 2008, when it was moved to avoid a piece of debris from Russia’s
Cosmos-2421, which released debris three times in 2008 (see Trend 1.1 above). Located
only 60 kilometers above the ISS, many of the 500 trackable pieces of debris released by
Cosmos-2421 intersect the orbit of the ISS and could pose collision threats over the next few
years. The US screens the ISS for potential collisions at least once daily. A collision avoidance
maneuver is considered for any conjunction that has a probability of collision greater than
one in 10,000.% The conjunction on 27 August was predicted to come within 1.6 kilometers
of the ISS and had a collision probability of one in 72.%

In September 2008, NASA announced that a Shuttle repair mission to the Hubble Space
Telescope planned for the following October had an increased probability of total loss,
including risks posed by space debris.?® The greatest source of risk from debris factoring into
this probability was an impact on the inside of the open Shuttle bay doors, which contain
critical components of the cooling system to help dissipate heat and regulate the temperature
of the orbiter.

Debris caused by China’s intentional destruction of the Fengyun-1C satellite in 2007
continued to pose threats to operational spacecraft in 2008. In November 2008 it was
reported that the French microsatellite Parasol was forced to make a collision avoidance
maneuver as the result of a potential conjunction with a piece of debris from that event.*
The Parasol is part of NASA’s A-Train, a Sun-synchronous constellation of several satellites
that provide remote sensing of the Earth.* Another of the A-train satellites, NASA’s Terra,
had previously conducted a collision avoidance maneuver in June 2007 due to a conjunction

with a piece of Fengyun-1C debris.

2008 Space Security Impact

With no major on-orbit fragmentations in 2008, there was minimal additional risk by new



debris, but existing debris continues to pose hazards to operational spacecraft, particularly in
Low Earth Orbit (LEO). Concerns are also raised by intentional satellite breakups, as well as
the ongoing presence in orbit of satellites with a history of severe fragmentation. Although
relatively little lasting debris was created, the US destruction of the failed USA-193 satellite
prior to its reentry in Earth’s atmosphere raises a challenge for space security in which the
sustainability of the space environment can potentially conflict with security from threats
posed by objects in space.

Trend 1.2: Continued efforts to develop and implement debris
mitigation practices

Growing awareness of space debris threats has led to the development of a number of efforts
to decrease the amount of new debris, beginning at the national level. NASA first issued
guidelines on limiting orbital debris in the August 1995 NASA Safety Standard 1740. In
December 2000 the US government issued formal orbital debris mitigation standards for
space operators. These standards were developed by DOD and NASA. In 2004 the US
Federal Communications Commission imposed requirements for satellite operators to move
geostationary satellites at the end of their operating life into “graveyard orbits” some 200
to 300 kilometers above GEO, and in 2005 new rules went into effect requiring satellite
system operators to submit orbital debris mitigation plans.*® In 2008 NASA published
the first edition of the Handbook for Limiting Orbital Debris, which presents the scientific

background for debris mitigation procedures.”

The European Space Agency (ESA) initiated a space debris mitigation effort in 1998. The
ESA Space Debris Mitigation Handbook was published in 1999 and revised in 2002.% Also
in 2002 ESA issued the European Space Debris Safety and Mitigation Standard® and issued
new debris mitigation guidelines in 2003. Japan and Russia also appear to strongly support
the mitigation of space debris production. China, although a member of the Inter-Agency
Space Debris Coordination Committee (IADC), has been slow to adopt debris mitigation
measures.” (The JADC includes representatives of the space agencies of China, Europe
[ESA], France, Germany, India, Italy, Japan, Russia, Ukraine, the UK, and the US.) At
the 2003 annual meeting of the UN Committee on the Peaceful Uses of Outer Space
(COPUOS), China committed to “undertake the study and development of Chinese design
norms to mitigate space debris, in conformity with the principles reflected in the space debris

mitigation guidelines developed by the Coordination Committee.”*!

While there are differences among national debris mitigation guidelines, they are broadly
consistent. For example, all national guidelines address issues related to the minimization of
debris released during normal operations. Most states require residual propellants, batteries,
flywheels, pressure vessels, and other instruments to be depleted or made passive at the end
of their operational lifetime.* All major national debris mitigation guidelines address the
disposal of GEO satellites, typically in graveyard orbits some 235 kilometers above the GEO

orbit, and most seek the removal of dead spacecraft from LEO within 25 years.

The Scientific and Technical Subcommittee of COPUOS began discussions of space debris
issues in 1994 and published its Technical Report on Space Debris in 1999. In 2001
COPUOS asked IADC to develop a set of international debris mitigation guidelines, on
which it based its own draft guidelines in 2005.% In 2007 these guidelines were adopted
by UN COPOUS and endorsed by the UN General Assembly as voluntary measures with
which all states are asked to comply.®
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Figure 1.6 UN COPUOS Space Debris Mitigation Guidelines*®

1. Limit debris released during normal operations.

. Minimize the potential for breakups during operational phases.

. Limit the probability of accidental collision in orbit.

. Avoid intentional destruction and other harmful activities.

. Minimize potential for post-mission breakups resulting from stored energy.

o | s |w |~

. Limit the long-term presence of spacecraft and launch vehicle orbital stages in the low-Earth orbit (LEO) region after the
end of their mission.

7. Limit the long-term interference of spacecraft and launch vehicle orbital stages with the geosynchronous Earth orbit (GEO)
region after the end of their mission.

The progressive development of international and national debris mitigation guidelines
has been complemented by research into technologies to physically remove debris, such
as electromagnetic “tethers” that could help to safely de-orbit non-operational satellites
or debris.”” However, a 2006 IADC report concluded that, while “electrodynamic tethers
have strong potential to become effective mitigation measures...various problems are still
to be solved before this technique can be practically adopted.”®® Currently natural decay
due to atmospheric drag remains the only technologically and economically feasible way
to remove debris, although research into this area continues. The issue is also affected by
security concerns, because many of the concepts being developed could also feasibly be used
against uncooperative objects in space.

2008 Development

International recognition and adoption of UN Debris Mitigation Guidelines

One week prior to the US engagement of its failed US-193 satellite, the US government
briefed the COPUOS Scientific and Technical Sub-Committee of its plans and the steps
being taken to mitigate the creation of space debris (see Trend 1.1). The US presentation
asserted that it was conducting the engagement within the parameters of the Debris
Mitigation Guidelines drafted by COPOUS and endorsed by the UN, based on a situation
where “intentional destruction and other harmful activities may be necessary.” If the
engagement attempt had failed, the US also pledged to provide advance notifications of
tracking and impact predictions in accordance with the IADC Space Debris Mitigation
Guidelines.® The engagement was successful, however, and a subsequent brief was presented
to COPUOS on the resulting space debris.>

Throughout its 2008 session the Subcommittee also received technical presentations from
Germany, Japan, Russia, and the ESA on their efforts to mitigate debris.”*

2008 Development

NASA studies potential value of physically removing debris from orhit

In July 2008 NASA published a paper analyzing the value of actively removing a handful of
debris objects from orbit each year.”> In contrast to debris mitigation, which seeks to limit
the amount of debris produced in space, the methods presented in the paper aim to reduce
the amount of debris already in orbit through active removal. The paper concluded that since
collisions between existing orbital debris will cause the population to increase even without
additional launches, methods of actively removing debris are necessary for the sustainability
of critical low Earth orbits. While actual methods of removing objects were not analyzed



in the paper, calculations showed that removal of just five objects per year was enough to
stabilize the debris population in low Earth orbit.”> However, debate remains on the most
technologically and economically feasible way to remove debris, as well as which objects
should be targeted for removal.

2008 Space Security Impact

Reporting by some states on efforts to implement the Debris Mitigation Guidelines of
the UN Committee on the Peaceful Uses of Outer Space (COPUOS) and evidence that
some states are factoring the guidelines into decision-making are positive signs that the
Mitigation Guidelines are becoming part of state practice. However, responsible actions by
a few spacefaring states will not guarantee progress in reducing the creation of space debris.
In particular, efforts are needed to make emerging and developing space states aware of
the consequences of space debris and their international responsibilities, and to help them
develop the technical means to meet those responsibilities. Finally, while the US asserts that
it adhered to the guidelines when destroying the de-orbiting USA-193 satellite, it is not
clear how other states may engage in similar actions over the long term (see Laws, Policies,
and Doctrines).

Trend 1.3: Space surveillance capabilities to support collision
avoidance slowly improving

Space surveillance capabilities are vital to the mitigation of environmental hazards because
they provide information about the locations of objects in Earth orbit. There is no
international space surveillance mechanism, but efforts to create one date from the 1980s.
In 1986 Canada presented the so-called PAXSAT study, which proposed a space-to-space
remote sensing system (PAXSAT A) based on non-superpower technology available at the
time. In 1989 France proposed the creation of an Earth-based space surveillance system
consisting of radar and optical sensors to allow the international community to track the
trajectory of space objects. Such an initiative could complement the US-Russian agreement
to establish the Joint Center for the Exchange of Data from Early Warning Systems and
Notification of Missile Launches and would be consistent with that agreement’s anticipated
multilateralization.” In the absence of an international system, countries are establishing
independent space surveillance capabilities, with some limited degree of information

exchange.

The US Space Surveillance Network (SSN) is comprised of approximately 30 radar and
optical sensors at 16 sites worldwide.”® The SSN can reliably track objects in LEO with a
radar cross-section of ten centimeters in diameter or greater. It uses a tasked sensor approach,
which means that not all orbital space is searched at all times; thus objects may be observed
and then lost again. The entire SSN pulls in more than 500,000 observations daily on
objects in orbit. The Air Force Space Surveillance System or Space Fence is the oldest US
space surveillance system and consists of three transmitters and six receivers spread across the
Southern US. It provides the greatest number of observations of any sensor in the network
and is capable of making some five million detections each month of objects larger than
a basketball to an altitude of 10,000 kilometers.”® Many of the other SSN sensors also do
double duty as missile warning radars.

Data from all the SSN sensors is used to maintain a satellite catalog of manmade objects
in Earth orbit. Those objects that can be tracked repeatedly and whose source has been
identified are placed in the satellite catalog, currently numbering almost 13,000 objects. A
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low accuracy version of this catalog is publicly available at the Space Track website, but the
data is too inaccurate to adequately support collision avoidance. Using its own more precise,
unpublished orbital data, the US Air Force screens about 300 satellites each day to warn
primarily the operators of US government satellites, NASA, and spacecraft carrying humans
of potential collisions. While other operators can request this information through the
Commercial and Foreign Entities (CFE) program, but it is not always provided. More than
25,000 users from 149 countries have registered to use the CFE, and efforts are currently
underway transform it into formal system. But while some operators would like direct access
to orbital data, there is resistant to widely releasing it.” The US updated its regulations on
redistribution of SSN data according to national security interests in 2004.5®

The Center for Space Standards & Innovation (CSSI), a not-for-profit organization, runs
conjunction analyses on all satellites in orbit (active and inactive), using the two-line element
(TLE) data provided by the North American Aerospace Defense Command (NORAD)
through a service called SOCRATES (Satellite Orbital Conjunction Reports Assessing
Threatening Encounters in Space), and provides free reports to satellite operators.”® But the
system is limited by the accuracy of the TLE data.

Russia is the only other state with a dedicated space surveillance system, which uses mainly
Russia’s early warning radars along with more than 20 optical and electro-optical facilities at
14 locations on Earth.® The main optical observation system, Okno (meaning “window”),
located in the mountains near the Tajik city of Nurek, aims principally at objects from 2,000
to 40,000 kilometers in altitude.® The SSS has significant limitations due to its limited
geographic distribution: it cannot track satellites at very low inclinations and the operation
of Russian surveillance sensors is reportedly erratic.®* The network as a whole is estimated to
carry out some 50,000 observations daily, contributing to a catalog of approximately 5,000
objects, mostly in LEO.® While information from the system is not classified, Russia does
not have a formal process to widely disseminate information about observations.*

France and Germany also use national space surveillance capabilities to monitor debris.
France’s Air Force operates the Grande Réseau Adapté 4 la Veille Spatiale (GRAVES) space
surveillance system, which has been fully operational since 2005. The system is capable
of monitoring approximately 2,000 space objects, including orbital debris, in LEO up to
1,000 kilometers in altitude, and follows more than a quarter of all satellites, particularly
those that France considers threatening and those for which the US does not publish orbital
information.®® France has cited the necessity of developing this system to decrease reliance
on US surveillance information, and to ensure the availability of data in the event of a data
distribution blackout.® The German Defense Research Organization operates the FGAN
Tracking and Imaging Radar. The 34-meter-diameter antenna carries out observations in
the L- and Ku-bands and can see objects as small as two centimeters in diameter at altitudes
of 1,000 kilometers.”” Also, the British National Space Centre (BNSC) is developing a new
space surveillance system to map large areas of the sky quickly and has existing optical

telescope capabilities.®®



The EU maintains information from the SSN in its own Database and Information System
Characterising Objects in Space (DISCOS), which also takes inputs from Germany’s FGAN
Radar and ESA’s Space Debris Telescope in Tenerife, Spain. The Space Debris Telescope,
a one-meter Zeiss optical telescope, focuses on observations in GEO and can detect objects

as small as approximately 15 centimeters in diameter in that orbit.®

Other optical sensors,
including three Passive Imaging Metric Sensor Telescopes operated by the UK Ministry of
Defence, the Zimmerwald one-meter telescope at the Astronomical Institute of the University
of Berne in Switzerland, and the French SPOC system and ROSACE telescope, contribute
to debris surveillance in GEO.” Using data from DISCOS, ESA’s Space Operations Centre
in Germany has begun to provide a Space Debris Avoidance Service for satellite operators.”!
The ESA has defined space surveillance as one of three main security priorities.”* Although
there is still not an integrated European network, studies of options are ongoing and a formal

proposal was made in 2008 (see below).

Since joining the IADC in 1995 China has also maintained its own catalog of space objects,
using data from the SSN to perform avoidance maneuver calculations and debris modeling.”?
Space surveillance is an area of growth for China, which announced new investments in
optical telescopes for debris monitoring in 2003. Prior to the launch of the Shenzhou V in
2003, it was revealed that the spacecraft had a debris “alarm system” to warn of potential
collisions.” In 2005 the Chinese Academy of Sciences established a Space Object and Debris
Monitoring and Research Center at Purple Mountain Observatory that employs researchers
to develop a debris warning system for China’s space assets.”” To support its growing space
program, China has established a tracking, telemetry, and command (TT&C) system
consisting of six ground stations in China and one each in Namibia and Pakistan, as well
as a fleet of four Yuan Wang satellite-tracking ships.”® These assets provide the foundation
for space surveillance, but are believed to have limited capacity to track uncooperative space
objects.

Since 2004 Japan has operated a radar station in Okayama prefecture dedicated to the
observation of space debris to support manned space missions. The Kamisaibara Spaceguard
Center radar can detect objects as small as one meter in diameter to a distance of 600
kilometers, and track up to 10 objects at once.”” Two optical telescopes at the Bisei
Astronomical Observatory — a 0.5-meter tracking telescope and a 1.01-meter reflecting
telescope capable of viewing objects as small as 30 centimeters”® — are dedicated to space
debris surveillance in GEO.

Canada’s Microvariability and Oscillations of Stars microsatellite hosts a space telescope
and was a technology demonstrator for future space surveillance efforts.” Canada is also
developing the Sapphire system, which will feature a space-based sensor that will provide
observations of objects in high Earth orbits (6,000 to 40,000 kilometers) for the US SSN, as
will Canada’s planned Near Earth Object Surveillance Satellite (NEOSsat) asteroid discovery
and debris tracking mission, being developed by Defence Research and Development Canada
and the Canadian Space Agency.®
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Figure 1.7: Space surveillance capabilities®*
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2008 Development

The US, European Space Agency, and Russia take steps to improve access to independent space
surveillance data

In March 2008 the US Air Force announced that it was exploring a program to place
sensors on satellites to increase data available for space situational awareness.® Citing the
large number of military, commercial, civil, and scientific satellites in orbit, the Air Force
seeks to develop small optical sensors that can be mounted on any satellite that volunteers
as a host. Key to this approach is the development of sensors that can be fitted to a wide
variety of satellite buses in a standard way to minimize the impact on the manufacturing and
requirements of the host satellite. In October 2008 the US Air Force awarded a $30-million
contract to Lockheed Martin for the Self-Awareness Space Situational Awareness (SASSA)

technology demonstrator program, which may be related to this project (see Space Systems
Protection Trend 6.2).3

Efforts are also under way to improve the capabilities of the existing SSN. In July 2008 the
US Air Force Space Command announced that it is planning to accelerate work to upgrade
the Haystack radar so that it will be capable of imaging microsatellites. Space Command
requested an extra $10-million in the 2008 defense budget to ensure that the work is



completed by 2012.%4 This comes as the only on-orbit space surveillance satellite ceased
operation on 16 July 2008.%> The Mid-Course Space Experiment/Space Based Visible sensor
was originally a Ballistic Missile Defense Organization experiment launched in 1996 and
later turned over to US Space Command to provide data on deep space objects for the SSN.%
Its replacement, the Space Based Space Surveillance (SBSS) satellite, is planned for launch in
2009 (see Space Systems Negation Trend 7.2).% An update on the planned S-Band Fence for
the SSN was reported in October 2008, with the US Air Force projecting that the new Space
Fence would be operational by 2015.% The upgrade would cost approximately $1-billion
with a contract expected to be awarded in February 2009. The S-Band Fence would enable
tracking of objects as small as 5 centimeters in diameter as far as 20,000 kilometers in orbit.
It is currently planned to consist of three transmitter-receiver pairs spread across the globe.

After several years of discussions officials from the European Space Agency agreed in
November 2008 to spend $62.8-million over three years to initiate a European space
situational awareness program, beginning with development of a data security and data
release policy, a study of space weather and near-Earth objects, work on a ground-based
tracking radar, and the design of space surveillance data centers.®” Continuation of the
program will be addressed again in 2011.”° In the meantime, member states with data
from national military systems will be exploring limited agreements to combine data from
complementary sensors such as the French GRAVES radar and the German Tracking &
Imaging Radar (TIRA).”

Russia secured permanent access to its space surveillance radar in July 2008 in a deal with
Tajikistan to turn over control of the Okno space tracking facility to Russia in exchange for
debt forgiveness of $242-million.*

2008 Development

Efforts to better coordinate international space surveillance data increase

In early 2008, the Center for Space Standards & Innovation began offering SOCRATES-
GEO, an enhanced version of its service that focuses on monitoring satellites in GEO through
cooperation with the commercial operators.” In exchange for providing very accurate data
on their satellites’” positions and upcoming maneuvers, participating companies receive
conjunction assessment and collision avoidance assistance from CSSI. Six major service
providers participated in 2008: Intelsat, Inmarsat, EchoStar, SES, NOAA, and Star One,
which together include over 100 satellites. Like the regular SOCRATES service, however, it
is limited by the inaccuracies of the public two-line elements provided by NORAD for all
the non-participating satellites and debris, as well as the timeliness with which participants
provide data.

Some of the major satellite companies have joined together to examine a new concept for
data sharing known as the “data center,” which would create a shared repository of orbital
data from both operators and the CFE. Still others are considering a global database that
would include data from countries in addition to the US, and industry.”*

In October 2008, details of the International Space Observation Network (ISON) space
tracking network were presented at the third annual International Association for the
Advancement of Space Safety Conference. ISON comprises 18 scientific institutions that
operate 25 optical telescopes in nine different countries, mostly in Europe and Asia.”
Working in partnership with the ESA’s European Space Operations Centre, the data
collected by ISON was used to publish the tenth edition of the Classification of Geosynchronous
Objects in February 2008.% This document provides a complete listing of all objects near
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geosynchronous orbits that are currently tracked by both ISON and the US SSN, including
those that are under active control and those that are drifting through the GEO belt. The
classification includes orbits for 146 objects not included in the satellite catalog published by
the US military.”” At the end of 2008 there was discussion of a potential partnership between
ISON and CSST’s SOCRATES-GEO service, particularly of the ability for ISON to provide
very accurate positional data on space debris, which would further improve the accuracy of
the conjunction assessments provided by SOCRATES.

In June 2008 experts from US Air Force Space Command, Department of Defense, and
State Department met with representatives from the ESA and “key European allies” to
discuss future cooperation on space surveillance.”®

2008 Space Security Impact

'The various national efforts to improve independent space surveillance capabilities in 2008
are positive for space security because they provide better and redundant tracking of space
objects and greater transparency of space activities. However, ongoing challenges to greater
cooperation and collaboration include hesitancy to share information on satellites that are
deemed sensitive, particularly since space surveillance information can be used to support
space negation efforts; and technical difficulties associated with combining information in
various formats and from different types of sensors. Consequently, the use of orbital data
to adequately support collision avoidance remains limited, but events in 2008 indicate that
such use may increase in the near future.

Trend 1.4: Growing demand for radio frequency spectrum and
orbital slots

Radio frequencies

The radio frequency spectrum is the part of the electromagnetic spectrum that allows
the transmission of radio signals. It is divided into portions known as frequency bands.
Frequency is generally measured in hertz, defined as cycles per second. Radio signals can also
be characterized by their wavelength. Higher frequencies (shorter wavelengths) are capable
of transmitting more information than lower frequencies (longer wavelengths), but require

more power to travel longer distances.

Certain widely used frequency ranges have been given alphabetical band names in the US.
Communications satellites tend to use the L-band (1-2 gigahertz) and S-band (2-4 gigahertz)
for mobile phones, ship communications, and messaging. The C-band (4-8 gigahertz) is
widely used by commercial satellite operators to provide services such as roving telephone
services, and the Ku-band (12-18 gigahertz) is used to provide connections between satellite
users. The Ka-band (27-40 gigahertz) is now being used for broadband communications.
It is US policy to reserve the Ultra-High Frequency, X-, and K-bands (240-340 megahertz,
8-12 gigahertz, and 18-27 gigahertz, respectively) for the US military.”

Most satellite communication falls below 60 gigahertz; thus actors are competing for a
relatively small portion of the radio spectrum, with competition particularly intense for
the segment of the spectrum below 3 gigahertz.!® Additionally, the number of satellites
operating in the 7-8 gigahertz band, commonly used by GEO satellites, has grown rapidly
over the past two decades.'”" Since many satellites vie for this advantageous frequency and
ever closer orbit slots, there is an increased risk of accidental signal jamming.



Originally adopted in 1994, the current version of the International Telecommunication
Union (ITU) Constitution'* governs international sharing of the finite radio spectrum
and orbital slots used to communicate with and house satellites in GEO. Article 45 of
the Constitution stipulates that “all stations...must be established and operated in such
a manner as not to cause harmful interference to the radio services or communications
of other members.”'® Military communications are exempt from the ITU Constitution,
though they must observe measures to prevent harmful interference. It is aptly observed
that “interferences from the military communication and tracking systems into satellite
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US-led invasion of Afghanistan in 2001, when the US military used some 700 megabytes
per second of bandwidth, up from about 99 megabytes per second used during the 1991

US operations in Iraq.'®

While crowded orbits can result in signal interference, new technologies are being developed
to manage the need for greater frequency usage, allowing more satellites to operate in closer
proximity without interference. Frequency hopping, lower power output, digital signal
processing, frequency-agile transceivers, and software-managed spectrum have the potential
to significantly improve bandwidth use and alleviate conflicts over bandwidth allocation.
Current receivers have a higher tolerance for interference than those created decades ago,
reflecting the need for increased frequency usage and sharing.!* Significant research is also
being conducted on the use of lasers for communications, particularly by the military (see
Space Systems Protection Trend 6.2). Lasers transmit information at very high bit rates and
have very tight beams, which could allow for tighter placement of satellites, thus alleviating
some of the current congestion and concern about interference.

Today, issues of interference arise primarily when two spacecraft require the same frequencies
at the same time, and their fields of view overlap or they are transmitting in close proximity to
each other. While interference is not epidemic, it is a growing concern for satellite operators,
particularly in “crowded space segments” in Asia.'” For example, a general manager of
engineering at AsiaSat has noted that “frequency coordination is a full-time occupation for
about five percent of our staff, and that’s about right for most other satellite companies.”
An official at New Skies Satellites noted, however, that while interference is common,
“satellite operators monitor their systems around the clock and can pinpoint interference

and its source faitly easily in most cases.”'"

The simplest way to reduce such interference is to ensure that all actors have access to
reasonable and sufficient bandwidth. To this end the US DOD is releasing a portion of
the military-reserved spectrum from 1,710-1,755 megahertz to the commercial sector for
third-generation wireless communications.'® India, however, has the world’s fastest growing
telecoms market, and there is an ongoing struggle between the commercial sector and the

Indian Department of Defence over spectrum use.'"!

Bilateral efforts are also under way to harmonize radio frequency utilization. In 2004 the US
and EU agreed to major principles over frequency allocation and interoperability between
the US GPS and the EU Galileo navigational system;''? details were finalized in 2007 for a
common GPS-Galileo civilian signal allowing for interoperability of the two systems while
also maintaining the integrity of the US military signal."”” But added conflict has arisen
from China’s announcement that it too will build a global satellite navigation system; it has
filed with the ITU to transmit on signals that would overlay both Galileo and the US M
code."*Chinese sources indicate that it is willing to cooperate with the other systems, but

there is no sign of efforts to reach an agreement.'”
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Orbital slots

Today’s satellites operate mainly in three basic orbital regions: LEO, MEO, and GEO (see
Figure 1.1). There are approximately 860 operational spacecraft, approximately 36 percent
of which are in LEO, six percent in MEO, 48 percent in GEO, and about 10 percent in
either Highly Elliptical Orbit (HEO) or planetary trajectories.!'® HEO is increasingly being
used for specific applications, such as early warning satellites and polar communications
coverage. LEO is often used for remote sensing and earth observation, and MEO is home
to space-based navigation systems such as the GPS. Most communications and weather
satellites are in GEO, as orbital movement at this altitude is synchronized with the Earth’s
24-hour rotation, meaning that a satellite in GEO appears to “hang” over one spot on Earth.

GEO slots are located above or very close to the Earth’s equato. Low inclinations are also
desired to maximize the reliability of the satellite footprint. The orbital arc of interest to the
US lies between 60 and 135 degrees west longitude because satellites in this area can serve
the entire continental US;'"” these desirable slots are also optimal for the rest of the Americas.
Similar desirable spots exist over Africa for Europe and over Indonesia for Asia.

GEO satellites must generate high-power transmissions to deliver a strong signal to Earth, due
to distance and the use of high bandwidth signals for television or broadband applications.''®
To avoid radio frequency interference, GEO satellites are required to maintain a minimum
of two and up to nine degrees of orbital separation, depending on the band they are using to
transmit and receive signals, the service they provide, and the field of view of their ground
antennas.'” Thus, only a limited number of satellites can occupy the prime equator (0 degree
inclination) orbital path. In the equatorial arc around the continental US, there is room for
only an extremely limited number of satellites. To deal with the limited availability of orbital
slots, the ITU Constitution states that radio frequencies and associate orbits, including those
in GEO, “must be used rationally, efficiently and economically...so that countries or groups
of countries may have equitable access” to both.'” However in practice the orbital slots in

GEO are secured on a first-come, first-served basis.

Equitable treatment has been further compromised by a rash of early registrations with the
ITU, often of so-called “paper satellites,” combined with ITU revenue shortfalls and disputes
over satellite network filing fees. “At one time there were about 1300 filings (applications) for
satellite networks before the ITU and about 1200 of them were for paper satellites.”*' Filing
fees for ITU cost recovery grew from about $1,126 in 2000 to $31,277 in 2003, resulting
in patterns of non-payment and tensions between satellite operators and the ITU. A fee
schedule implemented in January 2006 links charges to the complexity and size of a filing.
While most incur a flat fee of $500, they can reach almost $60,000 for complex requests
requiring extensive coordination.'** Additional measures to reduce unnecessary registrations
include a requirement for satellites to be brought online within seven years of a request, a
requirement for the provision of advanced publication information at the time of filing to
verify the seriousness of intention, and payment of filing fees within six months.'® Still, by
May 2007 157 satellite network filings had been cancelled for non-payment of cost recovery

fees.!%4

Originally, crowding in the MEO region was not a concern, as the only major users were
the US and Russia with their GPS and GLONASS navigation satellite constellations.
However, concern is increasing that problems could develop in this area when Russia adds
more satellites and if both China and the EU make good on plans for constellations of their
own. The ITU does require that these constellations all have their operational frequencies
registered but, does not stipulate specific orbital slots. All four of these systems use multiple



orbits in different inclinations and each system has a different operational altitude. While not
necessarily a problem for daily operations, the failure to properly dispose of MEO satellites
at the end of their operational life is likely to cause future problems. To date there is no
consistent planning and cooperation among the four operators in the constellation design
of these systems.

2008 Development

Continued uncertainty surrounding future satellite navigation signals

In March 2008 it was reported that the EU had demanded that China reveal more
information on its planned Beidou navigation system.'” These demands stemmed from
concerns that the frequencies to be used by the Beidou satellites could interfere with the
European Galileo navigation system, as well as the US Global Positioning System. Although
Chinese officials have claimed that its system will be fully compatible with the US GPS,
European Galileo, and Russian GLONASS systems, China has not yet coordinated its
frequencies with these states.'® This is particularly a challenge for Europe, because China has
filed with the ITU to use the same frequencies as Galileo. Japan is also developing a regional
satellite navigation system, the Quazi Zenith Satellite System, but the two states have had
few talks to coordinate their systems.

2008 Development

Efforts to overcome the costs of unintentional signal interference

Unintentional interference by other broadcasters with satellite signals costs operators
millions of dollars each year. A report published in June 2008 conservatively quantified the
costs of electromagnetic interference on a fleet of three geostationary satellites at $2-million
per year.'” And as the demand for limited orbital slots and frequency spectrum continues
to grow, the problem is becoming worse. At a meeting of the World Broadcasting Unions
International Satellite Operations Group in June 2008, Intelsat’s Vice-President for Network
Operations explained that “interference is coming in all shapes and sizes,” particularly due
to growing global demand for the Internet, including services for ships and aircraft.'”® In
July, the Satellite Users Interference Reduction Group (SUIRG) filed a position paper with
the US Federal Communications Commission (FCC) on the recent petition to the FCC by
terrestrial communications providers to use the Ku-band spectrum.'” SUIRG contends that
terrestrial broadcasts in this 14.0- to 14.5-gigahertz band will cause significant interference
on satellites services. Testing with existing C-band satellite communications and certain

terrestrial WiMax services concluded that significant interference was present.'?

Several efforts are under way to combat the problem. The International Satellite Operations
Group “is campaigning for all encoders to include data that would identify the source of
the signal, to help pinpoint where interference is coming from.”"" A different approach
involves new technologies that are being developed to minimize or prevent interference. The
most promising are Digital Spectrum Analyzers, which can analyze the entire carrier signal
to determine if there is any interference present before it starts to disrupt the signal.'®? This
in turn can allow operators to reconfigure the transponder or otherwise work to remove the
interference.

For the first time, in 2008 several geostationary satellites registered with the ITU were
deregistered, freeing up valuable spectrum and orbital slots. In November, the ITU received
a request to deregister EUTELSAT 3-44E, EUTELSAT 3-48E, and EUTELSAT E-48E."
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2008 Space Security Impact

Developments in 2008 further highlight both the scarcity of available slots in the radio
frequency spectrum and the challenges with the existing governance mechanisms. In
particular, the Chinese plan for Beidou appears to be consistent with current ITU regulations,
and efforts to resolve the issue of frequency coordination were complicated by untimely
release of technical details about Galileo. Moreover, as military and economic interests drive
the growth of competing systems for similar services, additional demands are also made on
their related orbits — in this case, highly elliptical orbit. Determining the nature of solutions
to satellite signal interference, both accidental and hostile, will continue to be a challenge for
the foreseeable future and is a significant deterrent to space security.



Space Laws, Policies, and Doctrines

This chapter assesses trends and developments related to national and international space

laws, multilateral institutions, national space security policies, and military space doctrines.

International space law has gradually expanded to include, among others, the 1967 Outer
Space Treaty, the 1968 Astronaut Rescue Agreement, the 1972 Liability Convention, the
1975 Registration Convention, and the 1979 Moon Agreement. These treaties establish the
fundamental right of all states to access space, as well as state responsibility to use space for
peaceful purposes. They also prohibit space from national appropriation and restrict certain
military space activities, such as placing nuclear weapons or weapons of mass destruction in

outer space.

This chapter also assesses trends and developments related to multilateral institutions man-
dated to address uses of space, such as the UN Committee on the Peaceful Uses of Outer
Space (COPUOS), the Conference on Disarmament (CD), and the UN General Assembly.
While COPUOS tends to focus on commercial and civil space issues, the CD primarily
addresses military space challenges through its work on the Prevention of an Arms Race
in Outer Space (PAROS). The International Telecommunication Union (ITU) and the
Inter-Agency Space Debris Coordination Committee (IADC) are examined in the Space
Environment chapter.

National space policies include authoritative national policy statements regarding the
principles and objectives of space actors with respect to the access to and use of space. Such
policies provide the context within which national civil, commercial, and military space
actors operate. For the most part, states continue to emphasize international cooperation
and the peaceful uses of space in their national space policies.

This chapter also examines the interplay between national space policies and military space
programs. Reflecting the fact that space is increasingly being used to support military
operations, some space actors also have designated national military space doctrines that
support the development of military space applications such as navigation, communications,
intelligence, surveillance, reconnaissance, or meteorological capabilities.

Space Security Impact

National and international laws have a direct impact on space security since they establish
key parameters such as the common access to space, prohibitions against the national
appropriation of space and the placement of certain weapons in space, and the obligation to
ensure that space is used for peaceful purposes. International law can improve space security
by restricting activities that infringe upon actors’ secure and sustainable access to and use
of space, or that result in space-based threats. International law, when followed, promotes
predictability and transparency among space actors and helps to overcome collective action
problems. National legislation and international space law also play an important role in

establishing the framework necessary for the sustainable commercial use of space.

Multilateral institutions play an essential role in space security, providing a venue to
discuss issues of collective concern, negotiate solutions to potential disagreements over the
allocation of scarce space resources in a peaceful manner, and develop new international law
as and when necessary. Ongoing discussion and negotiation within these institutions also
help to build a degree of transparency and therefore confidence among spacefaring states.
Multilateral institutions also help to provide the technical support that is needed to ensure

access to and use of space by all nations.

43



Space Security

44

National space policies and doctrines both reflect and inform space actors’ use of space, as
well as their broad civil, commercial, and military priorities. Thus the relationship between
policy and space security varies, depending on whether or not a specific policy or doctrine
promotes the secure and sustainable use of space by all space actors. Some space actors
maintain explicit policies on international cooperation in space with the potential to enhance
transparency and exert a related positive influence upon space security considerations. Such
international cooperation frequently supports the diffusion of space capabilities, not only
increasing the number of space actors with space assets, but also creating a greater interest in
maintaining the peaceful and equitable use of space.

National space policies and military doctrines may have adverse effects on space security if
they promote policies and practices designed to constrain the secure use of space by other
actors or advocate space-based weapons. States that remain ambiguous on these points could
also stimulate the development of policies, doctrines, and capabilities to counterbalance
what a peer may, with a lack of evidence to the contrary, perceive as a threat. Furthermore,
military doctrines that rely heavily on space can push other states to develop protection
and negation capabilities to protect valuable space systems. At the same time, making these
doctrines and policies public also promotes transparency and can help to make behavior
more predictable.

Trend 2.1: Gradual development of legal framework for outer
space activities shifting away from adoption of
multilateral treaties

The international legal framework that governs the use of outer space includes UN treaties,
customary international law, bilateral treaties, and other space-related international
agreements, which have gradually become more extensive since 1967. What began as a
focus on multilateral treaties, however, has transitioned to a focus on what some describe
as ‘soft law,” which refers to a range of non-binding governance tools including principles,
resolutions, confidence-building measures, and policy and technical guidelines.

The UN Charter establishes the fundamental objective of peaceful relations among states,
including their interactions in space. Article 2(4) of the Charter prohibits the threat or use
of force in international relations, while Article 51 codifies the right of self-defense in cases

of aggression involving the illegal use of force.!

Outer Space Treaty (OST)

Often referred to as the Magna Carta of outer space, the OST represents the primary basis
for legal order in the space environment, establishing outer space as a domain to be used by
all humankind for peaceful purposes (see Figure 2.1).

Lack of definitional clarity in the OST presents several challenges for space security. The
OST does not specify where airspace ends and outer space begins. This issue has been on the
agenda of both the Legal and the Scientific and Technical Subcommittees of COPUQOS since
1959 and remains unresolved.” The dominant view is that space begins at 100 kilometers
above the Earth, but some states continue to disclaim the need for the establishment of such
a boundary.?

There has also been debate regarding the expression “peaceful purposes.” The interpretation
initially favored by Soviet officials viewed peaceful purposes as wholly non-military.* The
position maintained by the US, that the OST’s references to “peaceful purposes” mean “non-



aggressive” purposes, has generally been supported by state practice.” Thus while space assets
have been used extensively to support terrestrial military operations, actors have stopped
short of actually deploying weapons in space. However, ground-based weapons have been
tested against satellites in orbit — most recently by China in 2007° and the US in 2008 (see
below) and previously by the US and USSR (see Space Systems Negation Trend 7.3). Japan
was the only state to declare China’s test illegal. Article IV of the OST has been cited by
some in arguments that all military activities in outer space are permissible, unless specifically
prohibited by another treaty or customary international law.” However, others contest this
interpretation of the OST.?

There is no widely accepted definition of the term “space weapon.” Various definitions have
been advanced around the nature, place of deployment, location of targets, and scientific
principle of weapons; and there have been debates about whether anti-satellite and anti-

ballistic missile weapons constitute space weapons.’

Figure 2.1: Key provisions of the Outer Space Treaty*°

Article ‘ Key provisions

Preamble | Mankind has an interest in maintaining the exploration of space for peaceful purposes.

Article | Outer space, including the Moon and other celestial bodies, is “the province of all mankind” and “shall be free
for the exploration and use by all states without discrimination of any kind, on a basis of equality.”

Article Il Outer space, including the Moon and other celestial bodies, is not subject to national appropriation by claim of
sovereignty, use, occupation, or any other means.

Article Ill The UN Charter and general principles of terrestrial international law are applicable to outer space.

Article IV It is prohibited to place in outer space objects carrying nuclear weapons or any other kinds of weapons of mass
destruction.

The Moon and other celestial bodies are to be used exclusively for peaceful purposes. Military fortifications and
the testing of any other kind of weapons on the Moon are prohibited. However, the use of military personnel
and hardware are permitted, but for scientific purposes only.

Article VI | States are internationally responsible for national activities in outer space, including activities carried on by
nongovernmental entities.

Article VII | States Parties that launch, procure a launch, or from whose territory an object is launched are internationally
liable for damage to another State Party

Article IX | In the exploration and use of outer space, States shall be guided by the principles of cooperation and mutual
assistance and shall conduct all their activities in outer space with due regard to the corresponding interests of
all other States.

States Parties are to undertake international consultations before proceeding with any activity that would cause
potentially harmful interference with the peaceful exploration and use of outer space.

Article XI States Parties are to inform the UN Secretary-General, the public, and the international scientific community of
the nature, conduct, location, and results of outer space activities.

Liability Convention

This Convention establishes a liability system for activities in outer space, which is
instrumental in addressing threats from space debris and other spacecraft. The Convention
specifies that a launching state “is absolutely liable to pay compensation for damage caused by
its space object on the surface of the Earth or to aircraft in flight.”"" If a launching state causes
damage to another space object, it is liable only if it is at fault for causing the damage. The
Convention has been instrumental in , only one settlement. Canada received $3-million in
compensation from the Soviet Union for cleanup following the 1978 crash of Cosmos-954,
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which scattered radioactive debris over a remote part of the country.'? Liability for damage
caused in space is more difficult to establish. Moreover, the Convention reiterates that states
parties remain responsible for the activities of their national and nongovernmental entities.
The commercialization and growing military uses of space are challenging the structure of the
Liability Convention. For example, the growing number of private and international actors
undertaking space launches is confusing the current definition of the term “launching state,”
which under the provisions of the OST and the Liability Convention means the state that
launches or procures the launching of an object into outer space and the state from whose
territory or facility an object is launched.

Registration Convention

'This Convention requires states to maintain national registries of objects launched into space.
Also mandatory is reporting to the Secretary-General of the UN on several data points, such
as the date and location of the launch, changes in orbital parameters after the launch, and the
recovery date of the spacecraft. This data is maintained in a public “Convention Register,”
the benefits of which include effective management of space traffic, enforcement of safety
standards, and attribution of liability for damage. Furthermore, it acts as a space security
confidence-building measure by promoting transparency. As of 2006, only 21 of 51 parties
had submitted notice to the UN of a national registry."”® The UN also maintains a separate
register with information provided by states not party to the Convention (the Resolution

Register), based on UNGA Resolution 1721 B of 20 December 1961."

The lack of timelines for UN registration remains a shortcoming of the Registration
Convention. While information is to be provided “as soon as practicable,” it might not
be provided for weeks or months, if at all. Part of the challenge is the growing number
of private and international actors. For example, from 1980 to 1991 registration of space
objects at both the national and international levels slipped from 99 percent to 91 percent,
and between 2001 and 2003 it was only 75 percent.”” Moreover, no satellite has ever been
registered as having a military function.'® Nor does the Convention require a launching
state to provide appropriate identification markings for its spacecraft and its component
parts. Various proposals have been advanced at the CD to resolve the shortcomings of the
Registration Convention. In 2007 the UNGA adopted a resolution to improve state practice
in registering space objects and adhering to the Registration Convention that included wider
ratification of the Convention by states and international organizations, efforts to attain
uniformity of information submitted to the UN registry, and efforts to address gaps caused

by the ambiguity of the term “launching state” based on recommendations by the Legal
Subcommittee of COPUOS."”

Moon Agreement

This Agreement generally echoes the language and spirit of the OST in terms of the
prohibitions on aggressive behavior on and around the Moon, including the installation
of weapons and military bases, as well as other non-peaceful activities.’* However, it is not
widely ratified due to contentious issues surrounding lunar exploration.'® States continue to
object to its provisions for an international regime to govern the exploitation of the Moon’s
natural resources and differences exist over the interpretation of the Moon’s natural resources
as the “common heritage of mankind” and the right to inspect all space vehicles, equipment,
facilities, stations, and installations belonging to any other party.



Astronaut Rescue Agreement

This Agreement requires that assistance be rendered to astronauts in distress, whether
on sovereign or foreign territory. The Agreement also requires that astronauts and their
spacecraft are to be returned promptly to the responsible launching authority should they
land within the jurisdiction of another state party.

Figure 2.2: Signature and ratification of major space treaties as of 2008

Treaty |vate | Ratficaions | Signatures
Outer Space Treaty 1967 98 21
Rescue Agreement 1968 9 25
Liahility Convention 1972 87 25
Registration Convention 1975 51 4
Moon Agreement 1979 13 4

UN space principles

In addition to treaties, five UN resolutions known as UN principles have been adopted by
the General Assembly for the regulation of special categories of space activities (see Figure
2.4). Though these principles are not legally binding, they establish a code of conduct
reflecting the conviction of the international community on these issues.

Figure 2.3: Key UN space principles

Declaration of Legal Principles Governing the Activities of States in the Exploration and Uses of Outer Space (1963)

Space exploration should be carried out for the benefit of all countries.

Outer space and celestial bodies are free for exploration and use by all states and are not subject to national appropriation by
claim of sovereignty.

States are liable for damage caused by spacecraft and bear international responsibility for national and nongovernmental
activities in outer space.

Principles on Direct Broadcasting by Satellite (1982)

All states have the right to carry out direct television broadcasting and to access its technology, but states must take
responsibility for the signals broadcasted by them or actors under their jurisdiction.

Principles on Remote Sensing (1986)

Remote sensing should be carried out for the benefit of all states, and remote sensing data should not be used against the
legitimate rights and interests of the sensed state.

Principles on Nuclear Power Sources (1992)

Nuclear power may be necessary for certain space missions, but safety and liahility guidelines apply to its use.

Declaration on Outer Space Benefits (1996)

International cooperation in space should be carried out for the benefit and in the interest of all states, with particular
attention to the needs of developing states.

UN Space Debris Mitigation Guidelines (2007)

Voluntary guidelines for the mission planning, design, manufacture, and operational phases of spacecraft and launch vehicle
orbital stages to minimize the amount of debris created.

PAROS resolution

Since 1981 the UNGA has passed an annual resolution asking all states to refrain from
actions contrary to the peaceful use of outer space and calling for negotiations in the CD on
a multilateral agreement to support PAROS.?” PAROS resolutions have had overwhelming
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support in the UNGA, demonstrating a widespread desire on the part of the international
community to prohibit weapons in space.?' Starting in 1995, however, the US and Israel
consistently abstained from voting on the resolution, and they cast the first negative votes in

2005.2* Israel has since reverted to abstaining.

Multilateral and bilateral arms control and outer space agreements

Since space issues have long been a topic of concern, there are a range of other legal agree-
ments that have attempted to provide predictability and transparency in the peacetime de-
ployment or testing of weapons that either travel through space or can be used in space. For
example, one of the key provisions of some arms control treaties, beginning with the 1972
Strategic Arms Limitation Treaty I, has been recognition of the legitimacy of space-based
reconnaissance, or National Technical Means (NTMs), as a mechanism of treaty verification,
and agreement not to interfere with them.” A claim can be made, therefore, that a norm of
noninterference with NTMs, early warning satellites, and certain military communications
satellites has been accepted as conforming to the OST’s spirit of populating space with sys-
tems “in the interest of maintaining peace and international security.”* A summary of the

key space provisions of these agreements is provided in Figure 2.5.

Figure 2.4: Multilateral and bilateral arms control and outer space agreements

Agreement ‘ Space security provisions

Limited Test Ban Treaty (1963) Prohibition of nuclear weapons tests or any other nuclear explosion in
outer space

Strategic Arms Limitation Treaty | (1972)* Acceptance of, and prohibition of interference with, national technical
means of verification
Freezes the number of intercontinental ballistic missile launchers

Hotline Modernization Agreement (1973)* Sets up direct satellite communication between the US/USSR

Anti-Ballistic Missile Treaty (1972)*t Prohibition of space-based anti-ballistic missile systems and interference with
national technical means of verification

Environmental Modification Convention Bans using as weapons modification techniques that have widespread, long-

1977 lasting, or severe effects on space

Strategic Arms Limitation Treaty Il (1979)* | Acceptance of, and prohibition of interference with, national technical means
of verification
Prohibits fractional orbital bombardment systems (FOBS)

Launch Notification Agreement (1988)* Notification and sharing of parameters in advance of any launch of a strategic
ballistic missile

Conventional Armed Forces in Acceptance of, and prohibition of interference with, national and multinational

Europe Treaty (1990) technical means of verification

Strategic Arms Reduction Treaty | (1991)* Acceptance of, and prohibition of interference with, national technical means
of verification

Intermediate-Range Nuclear Forces Treaty | Acceptance of, and prohibition of interference with, national technical means
(1997) of verification

Memorandum of Understanding Exchange of information obtained from respective early warning systems
establishing a Joint Data Exchange Center

(2000)*

Memorandum of Understanding Exchange of information on missile launches

establishing a Pre- and Post-Missile Launch
Notification System (2000)*

*Indicates a bilateral treaty between US and USSR/Russia
TUS withdrew according to the terms of the treaty in 2002




Other laws and regimes

Coordination among participating states in the Missile Technology Control Regime
(MTCR) adds another layer to the international regulatory framework.*® The MTCR is a
voluntary arrangement among 34 states to apply common export control policy on an agreed
list of technologies, such as launch vehicles that could also be used for missile deployment
(see Commercial Space Trend 4.3).” Another related effort is the International Code of
Conduct against Ballistic Missile Proliferation (Hague Code of Conduct), which calls
for greater restraint in developing, testing, using, and proliferating ballistic missiles.* To
increase transparency and reduce mistrust among subscribing states, it introduces confidence-
building measures such as the obligation to announce missile launches in advance; however,

implementation of this practice is inconsistent.

Finally, the treaties that have an impact on space during times of armed conflict include
the body of international humanitarian law composed primarily of the Hague and Geneva
Conventions — also known as the Laws of Armed Conflict. Through the concepts of propor-
tionality and distinction, they restrict the application of military force to legitimate military
targets and establish that the harm to civilian populations and objects resulting from specific
weapons and means of warfare should not be greater than that required to achieve legitimate
military objectives.® It is not clear how these laws apply to spacecraft and other space objects.

The emergence of space commerce and the potential for space tourism has led at least 20
states to develop national laws to regulate these space activities in accordance with the OST,
which establishes state responsibility for the activities of national and nongovernmental
entities.”” While the proliferation of national legislation may increase compliance with
international obligations and reinforce responsible use of space, in practice it has occasionally
led to divergent interpretations of treaties.!

The Third United Nations Conference on the Exploration and Peaceful Uses of Outer Space
(UNISPACE III), held in 1999, adopted the Vienna Declaration on Space and Human
Development. It established an action plan calling for the use of space applications for
environmental protection, resource management, human security, and development and
welfare. The Vienna Declaration also called for increasing space access for developing
countries and the promotion of international space cooperation.” A concrete outcome of
UNISPACE 111 is the United Nations Platform for Space-based Information for Disaster
Management and Emergency Response (UN-SPIDER), adopted by the UNGA under
Resolution 61/110 on 14 December 2006. It is the first program aimed specifically at
ensuring access to and use of space-based information for all countries and organizations
during all phases of a disaster.

Space Security Proposals

The last 25 years have seen a number of proposals to address gaps in the space security
regime, primarily within the context of the CD. At the 1981 UN General Assembly the
USSR first proposed a “Draft Treaty on the Prohibition of the Stationing of Weapons of
Any Kind in Outer Space” to ban the orbiting of objects carrying weapons of any kind
and the installation of such weapons on celestial bodies or in outer space and to prevent
actions to destroy, damage, or disturb the normal functioning of unarmed space objects of
other states. A revised version of the draft treaty was introduced to the CD in 1983 with
a broader mandate that included a ban on anti-satellite testing or deployment as well as
verification measures.” Subsequent drafts were submitted for consideration in 2002 and

2007 (see Trend 2.2 below).
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During the 1980s several states tabled working papers in the CD proposing arms control
frameworks for outer space, including the 1985 Chinese proposal to ban all military uses of
space. India, Pakistan, and Sri Lanka made proposals to restrict the testing and deployment
of anti-satellite weapons. Canada, France, and Germany explored definitional issues and
verification measures.* In 1989 France proposed the creation of a shared space surveillance
system consisting of radar and optical sensors for the international community to track
the trajectory of space objects. The proposal presented in the CD became known as the
International Trajectography Centre (UNITRACE).

After the CD agenda crisis led to the collapse of the PAROS ad hoc committee in the late
1990s, Canada, China, and Russia contributed several working papers on options to prohibit
space weapons. In 2002, in conjunction with Vietnam, Indonesia, Belarus, Zimbabwe, and
Syria, Russia and China submitted to the CD a joint working paper called “Possible Elements
for a Future International Legal Agreement on the Prevention of Deployment of Weapons

in Outer Space.”®

The paper proposed that states parties to such an agreement undertake
not to place in orbit any object carrying any kind of weapon and not to resort to the threat
or use of force against outer space objects. Parties would also declare the locations and
scopes of launching sites and the properties and parameters of objects being launched into
outer space, and would notify others of launching activities. Efforts to clarify or strengthen
international law regarding the use of weapons or force in outer space have incurred greater
urgency following renewed use of weapons against space objects by China in 2007 and the
US in 2008.

In 2005 the UNGA first adopted what has become and annual resolution sponsored by
Russia entitled “Transparency and confidence-building in outer space activities,” inviting
states to inform the UN Secretary-General of transparency and confidence-building
measures, and reaffirming that “the prevention of an arms race in outer space would avert a
grave danger to international peace and security.”* The United States consistently registers
the only vote against the resolution and Israel the only abstention because the text links such
measures with negotiation of a treaty on arms control.

Nongovernmental organizations (NGOs) have also contributed to this dialogue on gaps in
the international legal framework. For example, the Union of Concerned Scientists drafted
a model treaty banning anti-satellite weapons (1983).” In 2003 and 2007 the Henry L.
Stimson Center proposed a code of conduct on dangerous military practices in space.*®
The concept of a Code of Conduct or rules of the road for space operations has since been
supported by multiple stakeholders including government and military officials, commercial
representatives, and nongovernmental organizations.”” Since 2002 the UN Institute for
Disarmament Research has periodically convened expert meetings to examine space security

issues and options to address them.>

2008 Developments

US reiterates its rejection of legally binding approaches to security in space at UN General Assembly

During the 63rd session of the UN General Assembly in 2008, the US maintained its
longstanding opposition to any legally binding efforts that would restrict its freedom of
action in space. Member States adopted the Resolution “Prevention of an arms race in
outer space” (document A/C.1/63/L.4) by a vote of 177 in favor and one negative vote
from the US and one abstention from Israel.>' During debate in the First Committee of the
General Assembly, the US explained that its longstanding opposition to any restrictions on
US activities in space is based on its belief that a ‘space weapon’ cannot be defined, that such



a regime cannot be verified, and that the existing regime is sufficient to guarantee all states
access to and operations in space.”

However, the US indicated support for voluntary measures to enhance security in space,
including international cooperation and transparency and confidence-building measures
(TCBMs). The US cast the only vote against the UN General Assembly Resolution
“Transparency and confidence-building measures in outer space activities” (UN Doc.
A/C.1/63/L.44/Rev.1),® claiming that it “makes an unacceptable linkage between
proposals for voluntary pragmatic TCBMs and the commencement of futile negotiations
on unnecessary and unverifiable space arms control agreements.”* But the US also stated
that “the growing use of outer space increases the need for greater transparency and better
information on the part of the international community” and reminded Members of “the
importance of confidence building measures as a means conducive to ensuring attainment

of the objective of the prevention of an arms race in outer space.”

2008 Developments

US says destruction of a failed satellite consistent with the Outer Space Treaty

In what it called an engagement, on 20 February 2008 the US destroyed one of its failed
intelligence satellites (USA-193) with a modified Standard Missile-3 (SM-3) missile defense
interceptor as the satellite approached the Earth’s atmosphere in a decaying orbit. The stated
goal was to prevent the satellite’s 454 kilograms of toxic hydrazine fuel from falling on
populated areas (see The Space Environment Trend 1.1). This is the second time in two years
that a state has intentionally used force against a satellite in outer space.

Prior to the event, the US government advised relevant international bodies of its intentions,
citing consistency with international law. The US briefed the Scientific and Technical
Subcommittee of the UN COPUOS one week before the event, informing Member States
of how much debris it expected from the event and how it met the parameters of the debris
mitigation guidelines of both COPUOS and the Inter-Agency Space Debris Coordination
Committee (see The Space Environment Trend 1.2).°¢ A subsequent brief was presented
to COPUOS on the resulting space debris.”” On 15 February 2008, the US Representative
to the CD provided a statement indicating that the US would be liable for any damage to
Earth or aircraft in flight, according to the provisions of the Liability Convention, and that
it may seck to recover any debris or component parts that land on Earth, according to the
provisions of the Rescue Agreement.”® The statement also indicated that all actions would be
consistent with the Outer Space Treaty, that the process of notifying foreign governments
was consistent with a commitment to “safe and responsible space operations,” and that the
event was not part of an anti-satellite development and testing program.>

A survey of international responses to the event indicates that foreign experts and media
around the world expressed some skepticism regarding the stated goal of protecting
populations on Earth, and criticism regarding the use of force in space,* but official reactions
from foreign governments were relatively muted. The Russian Defense Ministry stated that
“the impression arises that the United States is trying to use the accident with its satellite to
test its national anti-missile defense system as a means of destroying satellites,” but the head
of the Russian Space Agency approved of the interception.®! China initially protested the
planned action, stating that it feared a space-based arms race and debris, but subsequently
focused on the need for the US to fulfill its international obligations.** The non-armament
provisions of the Outer Space Treaty are limited to the prohibition of the placement of
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nuclear weapons or other weapons of mass destruction in space and the testing of weapons
or military maneuvers on the Moon and other celestial bodies (Article IV).

2008 Developments

European Commission issues draft Code of Conduct for Outer Space Activities

After an initial phase of consultations, the General Affairs and External Relations Council
of the EC released its draft Code of Conduct for Outer Space Activities in December 2008.
The preamble of the code recognizes “that a comprehensive approach to safety and security
in outer space should be guided by the following principles: (i) freedom of access to space
for all for peaceful purposes, (ii) preservation of the security and integrity of space objects in

orbit, (iii) due consideration for the legitimate defence interests of States.”®

Although the Code of Conduct would be voluntary, it is intended to apply to civilian,
military, and commercial uses of space. Among the provisions included are measures to:

mplement policies to minimize the possibility of accidents in space, including any form
* Impl t pol t the possibility of accident p luding any

of harmful interference against another spacecraft engaged in peaceful uses of outer space
* Refrain from actions that might damage or destroy outer space objects
* Minimize the risk of a collision

* Promote the development of guidelines to protect the safety of space operations and long-

term sustainability of outer space activities
* Refrain from intentional activities that may generate long-lived debris

* Notify all potentially affected Subscribing States of activities in space including maneu-
vers, orbital changes, and reentries

* Share information on space activities, including national policies and procedures.

The draft Code also includes a mechanism for consultations and highlights the key principles
of the Outer Space Treaty for peaceful uses of outer space and the obligation to abide by the

existing legal framework for outer space.®
g leg P

The EU is expected to hold bilateral consultations with spacefaring nations throughout
2009 to revise the Code of Conduct text, in an effort to make it accepted by more interested

countries.®

2008 Developments

Implementation issues impede Hague Code of Conduct against Ballistic Missile Proliferation

As of October 2008, the International Code of Conduct against Ballistic Missile Proliferation
(Hague Code of Conduct or HCOC) had been signed by 130 states, but implementation of
its voluntary measures remains a challenge.®® On 1 January 2008 Russia stopped providing
pre-launch notification of its ballistic missile and space launches as prescribed under the
Code,” thus, some argue, undermining the Code’s fundamental transparency measures.®®
Observers have noted that other participating members of the Code “also are not fully
implementing their commitments.”® However, some non-subscribing states, such as Iran,
assert that the Hague Code of Conduct is discriminatory in that it “was drafted and endorsed
outside the United Nations in an opaque manner and without participation of all interested
countries. Moreover a selective, unbalanced and incomprehensive approach was pursued
in devising the content of the HCOC.” India has stated that the HCOC is a “claim made
by some states for the exclusive rights for the possession of advanced weapon systems and
their continued modernization.”® Non-subscribing states instead argue that a more inclusive



and comprehensive approach to the issue of missiles is required, as has been proposed in
the resolutions that they regularly put forward at the First Committee meetings of the UN
General Assembly.”" These resolutions have created three Groups of Governmental Experts,
the most recent in 2008, on “the issue of missiles in all its aspects,” but none has been able
to reach any meaningful recommendations or conclusions.”” The HCOC and “Missiles”
resolutions are thus a source of ongoing disagreement in the UN First Committee on
Disarmament and International Security.”

2008 Space Security Impact

International legal events in 2008 suggest a continued focus on non-binding governance
tools, which some refer to as ‘soft law’, such as transparency and confidence-building
measures and codes of conduct. Support for these measures indicates a growing commitment
on the part of some leading spacefaring countries to better regulate activities in outer space
by codifying generally accepted behaviors. However, the potential risk with this approach
is that implementation will be arbitrary and selective, as demonstrated by the ongoing
challenges faced by the Hague Code of Conduct, and that de facto international law will
be made via the unilateral actions of states, as demonstrated by the US destruction of one
of its own satellites. The US action to destroy its satellite and official responses by other
governments may stand as precedents for procedures under which the use of force in outer
space is legitimized, in the absence of specific treaty law.

Trend 2.2: COPUOS remains active, but the Conference on
Disarmament has been unable to agree on an
agenda since 1996

An overview of the relationships among key institutions is provided in Figure 2.6. The
UN General Assembly is the main deliberative organ of the United Nations and issues of
space security are often debated within the Assembly’s First Committee (Disarmament and
International Security). While the decisions of the Assembly are not legally binding, they
are considered to carry the weight of world opinion. The General Assembly has long held
that the prevention of an arms race in outer space would make a significant contribution to
international peace and security.

The UN General Assembly created COPUOS in 1958 to review the scope of international
cooperation in the peaceful uses of outer space, develop UN programs in this area, encourage
research and information exchanges on outer space matters, and study legal problems
arising from the exploration of outer space. COPUOS and its two standing committees
— the Scientific and Technical Subcommittee and the Legal Subcommittee — develop
recommendations based on questions and issues put before them by the General Assembly
and Member States. There are currently 67 Member States of COPUQOS, which works by
consensus. Debate on revisiting the mandate of COPUOS to include all issues affecting the
peaceful uses of outer space — namely those pertaining to militarization — has not reached
consensus. The US in particular maintains a strong distinction between peaceful uses and
non-armament.”®

The IADC was established in 1993 as a standalone agency comprising the space agencies
of major space actors, and played a key role in developing and promoting space debris
mitigation guidelines, which provided the basis for those drafted by the COPUQOS Scientific
and Technical Subcommittee in 2005.7
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Figure 2.5: International space security-relevant institutions
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The CD was first established in 1962 as the Eighteen Nation Disarmament Committee. It
went through several name changes as its membership grew, receiving its present name in
1979 as the primary multilateral disarmament negotiating forum. The CD, with 66 current
Member States plus observers, works by consensus under the chair of a rotating Presidency.
The CD has repeatedly attempted to address the issue of the weaponization of space,
driven by perceived gaps in the OST that include its lack of verification or enforcement
provisions and failure to expressly prohibit conventional weapons in outer space or ground-
based ASATs. In 1982 The Mongolian People’s Republic put forward a proposal to create
a committee to negotiate a treaty to that effect.”® After three years of deliberation, the CD
Committee on PAROS was created and given a mandate “to examine, as a first step ... the
prevention of an arms race in outer space.””’ From 1985 to 1994 the PAROS committee
met, despite wide disparity among the views of key states, and in that time made several

recommendations for space-related confidence-building measures.”

Efforts to extend the PAROS committee mandate faltered in 1995 over an agenda dispute
that linked PAROS with other agenda items, in particular a Fissile Material Cut-off Treaty
(EMCT). Since 1996 CD agenda negotiations have been stalled and the CD has remained
without a formal plan of work. In 2000 then President of the CD Ambassador Amorim of
Brazil attempted to break the deadlock by proposing the creation of four subcommittees,
including one to “deal with” PAROS and another to “negotiate” the FMCT. The 2002 “Five
Ambassadors’ Initiative” again attempted to resolve the blockage, proposing an agenda that
decoupled the establishment of an ad hoc PAROS committee from any eventual treaty on
the non-weaponization of space; this initiative received support from China in 2003, leaving
only the US in disagreement. In 2004 several states called for the establishment of a CD
expert group to discuss the broader technical questions surrounding space weapons, but
there was still no consensus on a program of work. Since 2005 the CD has been advancing
discussions on space security through informal sessions hosted by delegates. There is no
consensus on negotiation of a PAROS treaty.

2008 Developments

(D continues without program of work; discusses draft treaty to prevent the weaponization of space
The 2008 sessions marked another year in which the CD failed to agree to a program of work.
A draft program (CD/1840) was issued on 13 March 2008, under which the Conference



would appoint Coordinators to oversee discussions on nuclear disarmament and prevention
of a nuclear war, prevention of an arms race in outer space, negative security assurances for
non-nuclear weapon States, and negotiations on a fissile material cut-off treaty.”” Although
this program was widely supported, the longstanding stalemate continued, due primarily to
formal opposition from Pakistan and Iran.® In the absence of an agreed program, informal
discussions took place on a variety of subjects, including prevention of an arms race in outer
space, and on 12 February 2008 China and Russia submitted a draft treaty “Prevention of
Placement of Weapons in Outer Space, the Threat of Use of Force Against Outer Space
Objects” (PPWT).*!

The draft treaty is intended to close existing gaps in the international legal framework for
space activities, and is based on elements proposed in a working paper to the CD in June
2002 by Russia, China, Viet Nam, Indonesia, Belarus, Zimbabwe, and Syria.** Following
extensive international consultations in 2007, the draft would prevent military confrontation
in outer space, with Article II specifically stating that “States Parties undertake not to place
in orbit around the Earth any objects carrying any kind of weapons, not to install such
weapons on celestial bodies, and not to station such weapons in outer space in any other
manner; not to resort to the threat or use of force against outer space objects; not to assist
or encourage other states, groups of states or international organizations to participate in
activities prohibited by the Treaty.”® The draft defines a weapon as “any device placed in
outer space, based on any physical principle, specially produced or converted to eliminate,
damage or disrupt normal function of objects in outer space, on the Earth or in its air, as well
as to eliminate population, components of biosphere critical to human existence or inflict
damage to them” and the use of force as “any hostile actions against outer space objects
including, inter alia, those aimed at their destruction, damage, temporarily or permanently
injuring normal functioning, deliberate alteration of the parameters of their orbit, or the

threat of these actions.”%*

Statements on space and the Russian/Chinese draft treaty indicate a division between those
who favor a legally binding treaty immediately, and those who favor the development of
further voluntary measures such as a code of conduct.®> Regarding the draft treaty, Canada’s
Ambassador to the CD stated that “the nature of the issues involved will require considerable
detailed and complex discussion of a technical, legal, and political nature on which no
consensus currently exists.”® The US, however, reiterated its longstanding opposition to
legally binding arms control regimes and detailed specific concerns with the PPWT in a
letter to the CD on 19 August 2008.% In it the US claims, for example, that the draft treaty
leaves out several critical issues, particularly the research, development, and production of
space-based weapons short of deployment; ground-based anti-satellite weapons; the use of
force against one’s own satellites; and a verification process.®

2008 Developments

Continued efforts toward a voluntary rules-based approach to space security

Informal consultations held by the Chairman of COPUOS from July 2006 to April 2007
resulted in a working paper submitted to the COPUOS plenary session in June 2007 on
the future role and activities of the Committee on the Peaceful Uses of Outer Space.*”’ A key
proposal by then Chairman Gerard Brachet was to develop rules for long-term sustainability
of space activities based on a bottom-up approach that draws on existing best practices. In
February 2008 this proposal became concrete when France, under the leadership of Brachert,
convened an informal working group in Paris consisting of 20 states and four large commer-

cial operators to begin articulating technical guidelines. A subsequent meeting was held in
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October 2008.” The results of this informal working group are expected to be presented to
the COPUOS plenary session in June 2009, with the objective of adopting the issue of long-
term sustainability of space activities as a new item on the COPUOS Science and Technical
Subcommittee agenda in 2010.

In response to calls for greater cooperation between the CD and COPUOQS, Brachet
addressed the Conference for the first time on 20 February 2008. His presentation focused
on the ongoing work of COPUOS and how it is related to space security, in particular the
long-term sustainability of outer space. Brachet indicated that, as with the CD, there is no
consensus within COPUOS on negotiation of new space security treaties, but suggested that
the development of technical guidelines based on existing best practices can be a successful
model, as demonstrated by the space debris mitigation guidelines adopted by COPUOS.”!

Indicating a shift in US policy toward international regulation of space activities, the NASA
Authorization Act for fiscal year 2009 included a provision directing NASA to initiate
discussions on space traffic management rules with other countries.”

2008 Space Security Impact

Activities surrounding the UN COPUOS in 2008 reinforced the continued focus on non-
binding, technical approaches to international governance of outer space noted in Trend 2.1.
Despite drawbacks, these are the only mechanisms that are garnering widespread support
and leading to improvements in the security of outer space in the face of continued lack of
consensus on new treaties in both the UN COPUQOS and the CD. However, the increased
interaction between these two organizations suggests that addressing security concerns in
space more comprehensively may become possible in the future, although the stark division

between civil and safety issues and military and weapons issues remains institutionalized.

Trend 2.3: National space policies consistently emphasize
international cooperation and the peaceful uses
of outer space

‘The national space policies of all spacefaring states explicitly support the principles of peace-
ful and equitable use of space. Similarly, almost all emphasize the goals of using space to
promote national commercial, scientific, and technological progress, while countries such
as China, Brazil, and India also emphasize economic development. Virtually all space actors
underscore the importance of international cooperation in their space policies; however, it
is often delineated by national security concerns.

The US has the most to offer to international cooperative space efforts. While the US is
perhaps the least dependent upon such efforts to achieve its national space policy objectives,
the 2006 US National Space Policy nonetheless sets a goal to “encourage international
cooperation with foreign nations and/or consortia on space activities that are of mutual
benefit and that further the peaceful exploration and use of space,” as well as to “advance
national security, homeland security, and foreign policy objectives.””® Such cooperation is
particularly linked to space exploration, space surveillance, and Earth observation. The US
also aims to build an understanding of, and support for, US national space policies and
programs and to encourage the use of US space capabilities and systems by friends and

allies.**

Russia is deeply engaged in cooperative international space activities, asserting that
international cooperation in space exploration is more efficient than breakthroughs by



individual states.”” Russia is a major partner of the European Space Agency (ESA)* with
other key partners in space cooperation including China and India (see Civil Space and
Global Utilities Trend 3.3 and 3.4).” Russia has also undertaken cooperative space ventures
with Bulgaria, Canada, France, Germany, Hungary, Israel, Pakistan, and Portugal on
various occasions.”® Similar to those of the US, Russian space cooperation activities have
tended to support broader access and use of space. But Russian policy also aims to maintain
Russia’s status as a leading space power, as indicated in the Federal Space Program for
2006-2015, which significantly increased the resources of the Russian Federal Space Agency
(Roscosmos).”

China’s 2006 White Paper on space declares a commitment to the peaceful use of outer
space in the interests of all mankind, linking this commitment to national development
and security goals, including protecting China’s national interest and building the state’s
“comprehensive and national strength.”'® While China actively promotes international
exchanges and cooperation, it has stated that such efforts must encourage independence
and self-reliance in space capabilities.””" China has emphasized Asia-Pacific regional space
cooperation, which in 1998 led to the signing of the Memorandum of Understanding on
Cooperation in Small Multi-Mission Satellite and Related Activities with Iran, Mongolia,
Pakistan, South Korea, and Thailand, thus supporting broader access to space.' China has

pursued space cooperation with more than 13 states.'®

India is a growing space power that has pursued international cooperation from the
inception of the Indian Space Research Organisation (ISRO), although its mandate remains
focused on national priorities. India has signed MOUs with almost 30 states in addition to
the ESA. India also provides international training on civil space applications through the
Indian Institute of Remote Sensing (IIRS) and the Centre for Space Science and Technology
Education in the Asia Pacific Region to support broader use of space data.!™

The ESA facilitates European space cooperation by providing a platform for discussion
and policymaking for the European scientific and industrial community.'® Many see this
cooperation as one of the most visible achievements of European cooperation in science
and technology. Historically Europe lacked the resources to meet its stated space policy,
leading it to establish strong links of cooperation with larger space powers, specifically the US
and Russia. In addition France, Germany, Italy, and the UK all have extensive cooperative

ventures with the US, Russia, and, to a lesser extent, Japan and others.

In 2007 the first European Space Policy was adopted jointly by the ESA and the European
Union. While stressing the peaceful use of outer space, the policy notes that “the economy
and security of Europe and its citizens are increasingly dependent on space-based capabilities
which must be protected against disruption” and emphasizes the need for European states to
maintain independent access to space.!® The European Parliament has noted that “freedom
from space-based threats and secure sustainable access to, and use of, space must be the
guiding principles of the European Space Policy.”"”” Autonomy is a longstanding goal of
European national space policies, as exemplified by the Ariane launch and Galileo navigation
programs.

In 2007, 14 national space agencies jointly released the document 7he Global Exploration
Strategy: The Framework for Coordination.'®® The document marked the culmination of
efforts toward international collaboration in outer space exploration initiated by NASA in
2006 and sets out an action plan to share strategies and efforts for exploration. According
to the document, “this new era of space exploration is intended to strengthen international
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partnerships through the sharing of challenging and peaceful goals.
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2008 Developments

South Africa approves a National Space Agency with focus on peaceful use

Following adoption by the government in December 2008, the president of South Africa
signed into law the South African National Space Agency Act in January 2009 and creation
of the Agency is expected in 2009. The Agency’s purpose is to “provide for the promotion
and use of space and cooperation in space-related activities, foster research in space
science, advance scientific engineering through human capital, [and] support the creation
of an environment conducive to industrial development in space technologies within
the framework of national government....”""* Additionally, the Agency is responsible for
implementing the National Space Strategy adopted on 15 December 2008 to establish South
Africa as a leading nation in the use of space science and technology.'"" Launch of a National
Space Policy is expected for 2009.

2008 Space Security Impact

States continued to express commitment to international cooperation on the peaceful use of
outer space in their civil space policies in 2008. Some peaceful uses of space are increasingly
viewed as strategic, however, which could limit opportunities for cooperation and cause
political tensions in space, depending on whether states pursue independent or collective
measures to achieve the strategic goals set out in their space policies.

Trend 2.4: Growing focus within national policies on the
security uses of outer space

Fueled by the revolution in military affairs, the national policies and military doctrine of a
number of states increasingly reflect a growing focus on space-based applications to support
military functions (see Space Support for Terrestrial Military Operations). Related to this
trend is a tendency among major space powers and several emerging space powers to view
their space assets as an integral element of their national security infrastructure.

While there is a specific hierarchy in US military space doctrine documents, some emphasize
space control, defined as the “freedom of action in space for friendly forces while, when
directed, denying it to an adversary.”''? It is US policy, under joint Publication 3-14 and
Department of Defense (DOD) Space Control Policy, to emphasize tactical denial, meaning
that denial should have localized, reversible, and temporary effects.!’® There is currently an
active debate within the US on how best to assure the security of vulnerable national space
assets. Some advocate the development of space control capabilities, including enhanced
protection, active defense systems, and space-based counterspace weapons. The 2003 US
Air Force Transformation Flight Plan in particular calls for onboard protection capabilities
for space assets, coupled with offensive counterspace systems to ensure space control for US
forces."* The 2004 Air Force document on Counterspace Operations doctrine makes explicit
mention of military operations conceived “to deceive, distupt, deny, degrade, or destroy
adversary space capabilities.”"" It also describes the planning for and execution of such
operations, including legal considerations and targets, which include third-party providers
of satellite services. This has implications for the growing use of commercial and civilian
satellites for military purposes (see Civil Space and Global Utilities and Commercial Space).

Others in this debate advocate enhanced protection measures, but oppose the deployment
of weapons in space.''® Much official US military space doctrine has remained focused
primarily on force enhancement, as reflected in the US DOD 1999 Space Policy.'" The
authoritative US joint doctrine on such matters, Joint Publication 3-14, as well as the 2004



USAF Posture Statement reflect a continuing emphasis on using space assets for traditional
force enhancement or combat support operations, as well as other passive measures such as

space systems protection and responsive space access.''®

Development of an antiballistic missile system in the US has fuelled discussion and plans for
space-based interceptors. The National Missile Defense Act of 1999 makes it the policy of the
US to “deploy as soon as is technologically possible an effective National Missile Defense. ..
against limited ballistic missile attack.”"" While not explicitly mentioning particular space-
based systems, the 2006 National Space Policy calls on the Secretary of Defense to provide

space capabilities to support “multi-layered and integrated missile defenses.”'*

In all military doctrine documents since 1992, Russia has expressed concern that attacks
on its early warning and space surveillance systems would represent a direct threat to its
security.'?! Therefore a basic Russian national security objective is the protection of Russian
space systems, including ground stations on its territory.'* These concerns derive from
Russia’s assessment that modern warfare is becoming increasingly dependent on space-based

123 In practical terms, Russian military space policy appears

force enhancement capabilities.
to have two main priorities. The first is transferring to a new generation of space equipment
capabilities, including cheaper and more efficient information technology systems.'* The
second is upgrading its nuclear missile attack warning system. Together, these recent
developments are seen as having a critical role in guaranteeing Russia’s secure access to
space.'” Russia has expressed concern about the potential weaponization of space and the
extension of the arms race to outer space, especially in light of the development of US missile
defense systems.'?® Russia has actively argued for a treaty prohibiting the deployment of
weapons in space. In the interim Russia has pledged not to be the first to deploy any weapons
in outer space and has encouraged other spacefaring nations to do the same, but various
Russian officials have also threatened retaliatory measures against any country that attempts
to deploy weapons in space.'”’

China’s military space doctrine, should it exist, is not made public. China’s 2006 White Paper
on Space Activities identifies national security as a principle of China’s space program.'*® The
2004 National Defense White Paper describes China’s plans to develop technologies as part
of the modernization of its armed forces, including “dual purpose technology” in space, for
civil and military use.'” A subsequent White Paper in 2006 describes “informationization”
as a key strategy of its military modernization, although there is no express mention of
the use of outer space for national defense, and asserts an international security strategy
based on developing cooperative, non-confrontational, and nonaligned military relations
with other states.'”® Nonetheless, in contemporary Chinese military science, the military
use of space is inextricably linked to attaining comprehensive national military power.'!
China demonstrated significant space negation capabilities via the destruction of an orbiting
satellite with a missile on 11 January 2007, but maintains that the test was “not targeted at
any country and will not threaten any country,” and has remained publicly committed to

the non-weaponization of space.'*

Space is important for the European Security and Defence Policy (ESDP). The space policies
of EU member states recognize that efforts to assume a larger role in international affairs
will require the development of space assets such as global communications, positioning,
and observation systems.'?® The paper “European Space Policy: ESDP and Space,” adopted
by the European Council in 2004, was the first council strategy paper on the use of space
for ESDP purposes, and was followed by a roadmap for implementation in 2005.'%* While
most European space capabilities have focused on civil applications, there is an increasing

59



Space Security

60

awareness of the need to strengthen dual-use and dedicated military capabilities.'®> The
EU/ESA European Space Policy adopted in 2007 highlights implementation of the space
dimension of the ESDP and seeks to develop synergies between defense and civil space
programs and also to guarantee EU independent access to space.'?® While military space
capabilities remain within the exclusive purview of member states, the new policy urges them
to increase coordination to achieve the highest levels of interoperability between military
and civilian space systems. The policy envisages that “sharing and pooling of the resources of
European civilian and military space programmes, drawing on multiple use technology and

common standards, would allow more cost-effective solutions.”'?”

At the national level, French military space doctrine recognizes the essential role of space
support for terrestrial military operations and the Ministry of Defense has emphasized the
role of space power in maintaining sovereignty.'*®* UK military space doctrine calls for greater
satellite use for communications and intelligence. For its part, the ESA has traditionally

focused on civil uses of space; its statute refers to “exclusively peaceful purposes.”'®

Emerging spacefaring powers have also begun to emphasize the security dimension of outer
space. Israel’s space program is based on national security needs and tightly linked to its
military. In 2006 the Israeli Air Force was renamed the Air and Space Force and was given
sole responsibility for all military activities in space as well as for designing and operating
the nation’s future satellites. Its mission is to operate in the air and space arena for purposes
of defense and deterrence.'®

India is establishing a tri-force Aerospace Command, intended to make “effective use of
space-based assets for military needs.”'#! In 2007 India revised its defense doctrine to exploit
the use of space to enhance the functional effectiveness of its armed forces. Indian Army
Commanders also adopted Space Vision 2020 — “its philosophy for using space in future
warfare”—that reportedly emphasizes aspects of force modernization.!#? This follows a space
policy reportedly developed by the Indian Air Force in 2007, as well as a new Air Force
defense doctrine that is supposed to feature the utilization of “space for real-time military
communications and reconnaissance missions, ballistic missile defence and delivery of
precision guided munitions through satellite signals.”'#

Recent Canadian Air Force documents have highlighted the importance of space systems
in support of terrestrial military operations, space situational awareness, and space systems
protection.'#

2008 Developments

Japan issues new space law lifting its ban on national security and military space activities

Japan’s government adopted the landmark Basic Space Law on 21 May 2008, which lifts
a longstanding ban on national security and military space activities, and is based on the
common interpretation of the Outer Space Treaty that allows for military use of space
for peaceful purposes.'® The law entered into force on 27 August 2008'% and allows the
deployment of satellites by the Ministry of Defense for non-aggressive purposes, including
surveillance and military support functions, with possible early applications being missile
warning, signals intelligence, and communications. However, the law “does not permit the

deployment of offensive capabilities. ..in space”?

and is subject to limitation by Article 9 of
Japan’s Constitution prohibiting acts of war by the state.'*® Moreover, on 1 July 2008 the
Space and Maritime Security Policy Office was established within the Ministry of Defense
to take a central role in considering various policies related to outer space. Japan’s Strategic

Headquarters for Space Policy, chaired by the Prime Minister, is currently developing the



first Basic Space Plan, with a projected release in May 2009. The Basic Space Plan has five
objectives: building prosperity, contributing to national security, promoting diplomacy,
developing industries, and investing in the next generation through space exploration and
space activity.'¥ (See also Space Support for Terrestrial Military Operations Trend 5.2.)

Japan also released its annual white paper “Defense of Japan” on 5 September 2008,
which highlights concerns about the modernization of China’s armed forces and its lack of
transparency, as well as North Korea’s ballistic missile and nuclear weapon program. The
paper describes North Korea as posing a serious threat “to the peace and stability of East Asia
and the international community.”"* Japan’s response is focused on ballistic missile defense
and closer defense cooperation with the US."!

2008 Developments

China’s 2008 White Paper on Defense highlights importance of “informationization”

China issued a white paper titled “China’s National Defense in 2008” on 21 January 2009.
The paper included a pledge with respect to the peaceful development and advancement
of its military modernization.'> The paper states “that China is actively adapting itself to
new trends in world military development and advancing the modernization of its national
defense and armed forces from a higher starting point.”'>* Regarding space, the paper states
that China’s national defense strategy is based on “active defense” that “aims at winning
local wars in conditions of informationization” and includes maintaining “space and
electromagnetic space security.”">* The paper also addresses the “existing legal instruments
concerning outer space” as insufficient “to effectively prevent the spread of weapons to

155 and cites as its support for the development of new measures the draft

outer space”
treat “Prevention of Placement of Weapons in Outer Space, the Threat of Use of Force
Against Outer Space Objects” introduced to the CD by China and Russia (see Trend 2.2
above). China stresses both military and civilian uses of science, technology, and industry as

important for national defense.'

2008 Developments

France’s White Paper on Defense and National Security encompasses overhaul of space strategy

France’s White Paper on Defense and National Security, released in 2008, indicates an
overhaul of French defense and security policy since the previous White Paper of 1994. The
Paper identifies improving the military’s capacity to act as a key goal, stating that France
will invest in modernizing the armed forces” equipment, including implementation of a new
space program.'”’” The Paper includes a section dedicated to “the Strategic Use of Outer

158 which states that “France does not intend to deploy weapons in space and will

Space,
continue its diplomatic efforts in favor of the demilitarization of space.””” However, the
White Paper also emphasizes the increased importance of satellites in various applications and
the intention to utilize them in line with France’s national security strategy.'® Specifically,
a speech by President Sarkozy that set out five strategic areas of focus emphasized the need
for France to maintain autonomous sources of surveillance and intelligence; budgets for
161

The paper states

satellite imaging and electromagnetic surveillance are intended to double.
that France is the only European country to have developed ballistic missiles and that it will
continue to maintain the “competencies it developed in the field of ballistic missiles.”"¢?
Finally, a significant reorganization is described, placing “space related doctrine, operations
and programmes...under the responsibility of a specific...Joint Space Command, under the

authority of the Chief of Defence Staff.”!®*
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2008 Developments

New approach to space protection in the US may include international interdependence

In 2008 the US Department of Defense submitted its Space Protection Strategy as ordered
by Congress in the 2008 National Defense Authorization Act and created a new Space
Protection Program, jointly funded by the Air Force and National Reconnaissance Office
to “provide decision-makers with strategic recommendations on how best to protect our
space systems and stay ahead of the threat.”!* Although details are classified, a more
cooperative international approach to space protection may unfold, according to the head
of the Program, Andrew Palowitch: “We would like to get to an international cooperative
position that involves every country in the world.... If everybody was cooperating, then
we wouldn’t have to spend billions of dollars developing defensive mechanisms that just
perpetuate conflict.”'® Palowitch has indicated that an alliance-based approach to space
protection has been rejected in favor of a more inclusive, multilateral arrangement that
would emphasize interdependence, although it would not rule out the development of new
hardware to protect satellites when needed.

2008 Developments

Space for security a renewed priority in Europe

The European Parliament passed a resolution on 10 July 2008 titled “Space and security”
(2008/2010(INI)) that focused on advancing the use of space for security and defense
purposes in Europe.'® The resolution noted, among other things, that Europe lacks a
comprehensive space-based architecture for such purposes, the importance of space to the
security of the European Union, and the need for a common approach to defend European
interests in space. It also calls for common capabilities needed to implement the European
Space and Defence Policy, including telecommunication, information management,
observation, and navigation. The resolution “Taking forward the European Space Policy,”
adopted by the European Council and approved by the European Space Agency council of
ministers, also highlighted the need for better cooperation between civil and military users
to meet Europe’s security and defense needs.'” The resolution identified the need to set up
a “mechanism to improve synergies between civil and defence space programs.” “Space and
Security” were identified as one of four priorities of the European Space Policy, highlighting
“the important contribution of space to the CFS/ESDP” and recognizing that Galileo and
GMES may be used by military users.

The European Space Agency formally accepted the dual-use by militaries of its space assets at
its Ministerial Conference in November 2008 when it approved its planned Galileo satellite
navigation system and Global Monitoring for Environment and Security program for use
by European military and defense organizations (see Space Support for Terrestrial Military
Use Trend 5.2).'%8

2008 Space Security Impact

In 2008 many states continued to emphasize the use of space for national security purposes
in policy statements. A positive impact of this trend is increased transparency and clarity
of intentions that allow states to better predict the behavior of others in space. However,
a parallel trend, in which civilian and commercial space infrastructure is being used for
national security purposes, may lead to added vulnerabilities in space if this infrastructure is
viewed as a legitimate target during conflict, particularly given the absence of laws governing
conflict in space.



Civil Space Programs and Global Utilities

This chapter assesses trends and developments associated with civil space programs and
global space-based utilities. The civil space sector comprises those organizations engaged in
the exploration of space, or scientific research in or related to space, for non-commercial
and non-military purposes. This sector includes national space agencies such as the US
National Aeronautics and Space Administration (NASA), the Russian Federal Space Agency
(Roscosmos), and the European Space Agency (ESA); and missions such as Soyuz, Apollo,
the Hubble Space Telescope, and the International Space Station (ISS). Key capabilities
associated with launch vehicles related to civil programs that enable actors to access space are
also addressed. Finally, the sector includes international collaborations that facilitate space

access for countries without launch or other technical capabilities.

The chapter examines trends and developments among civil space actors and reviews the
number of actors with either independent access to space or access via the launch capabilities
of other actors; the number, scope, and priorities of civil programs, including the number
of human and civil satellite launches made by each actor; and the funding trends of civil
programs. It also assesses the degree and scope of international civil space collaboration, often
seen as the hallmark of civil space programs.

Finally, this chapter examines trends and developments in space-based global utilities,
including trends in conflict and cooperation between actors in their development and use.
Global utilities are space-based applications provided by civil, military, or commercial actors,
which can be freely used by anyone equipped to receive their data, either directly or indirectly.
Some global utilities include remote sensing satellites that monitor the Earth’s changing
environment using various sensors, such as weather satellites. Satellite navigation systems
that provide geographic position (latitude, longitude, altitude) and velocity information to
users on the ground, at sea, or in the air such as the US Global Positioning System (GPS)
are perhaps the most well-known global utilities.

Space Security Impact

Civil space programs can affect space security in several positive ways. First, they are one
of the primary drivers behind the development of capabilities to access and use space, in
particular space launch capabilities, increasing the number of actors with secure access to
space. Second, civil space programs and their technological spin-offs on Earth underscore the
vast scientific, commercial, and social benefits of secure and sustainable uses of space, thereby
increasing global interest in the maintenance of space security. Third, civil space programs

develop and shape public interest in and awareness of the peaceful uses of space.

Conversely, civil space programs can have a negative impact on space security by enabling
the development of dual-use technologies for space systems negation or space-based strike
capabilities, and by contributing to the overcrowding of scarce space resources such as orbital
slots and radio frequencies.

Many civil space programs are dual-use and also support military functions. Civil-military
cooperation can have a mixed impact on space security. On the one hand, it helps to advance
the capabilities of civil space programs to access and use space. On the other hand, it may
encourage adversaries to target dual-use civil-military satellites during conflict or make such

targeting too costly depending on how other space actors react.

Millions of individuals rely on global utilities on a daily basis for weather, navigation,
communications, and search-and-rescue functions. Consequently, global utilities are
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important for space security because they broaden the community of actors who have access
to space data and an investment in the security of space for peaceful uses. Global utilities are

an example of dual-use functions that can also support military operations.

International cooperation remains a key aspect of both civil space programs and global
utilities. It can benefit space security by enhancing transparency regarding the nature and
purpose of certain civil programs that can have military purposes. Furthermore, international
cooperation in civil space programs can assist in the transfer of skills, material, and
technology for the access to, and use of space, by emerging space actors. Finally, international
cooperation in civil space programs can serve to highlight areas of mutual benefit in achieving
space security and reinforce the practice of using space for peaceful purposes. On the other
hand, competition for access to and use of space resources in the longer term, particularly
on the Moon, could generate tensions between space powers.

Trend 3.1: Growth in the number of actors with access to
space, including dual-use applications

Civil space programs, in collaboration with military space programs and the commercial
sector, contribute to growth in the number of actors with access to space. By the end of
2008, 8 states in addition to the European Space Agency had demonstrated an independent
orbital launch capability (see Figure 3.1). This total does not include private actors such as
Sea Launch and International Launch Services — two consortia that provide commercial
orbital launch services using rockets developed by state actors. Ukraine has not yet conducted
an independent launch but builds the Zenit launch vehicle used by Sea Launch. Brazil, Iran,
Kazakhstan, North Korea, and South Korea are also developing launch vehicles, some of

which are based on ballistic missile designs.

There are a further 17 actors that have suborbital capability, which is required for a rocket
to enter space in its trajectory, but not to achieve an orbit around the Earth. These actors
are Argentina, Australia, Brazil, Canada, Germany, Iran, Iraq, Italy, Libya, North Korea,
Pakistan, Saudi Arabia, South Africa, South Korea, Spain, Sweden, Switzerland, and Syria.?

The rate at which new states gain access to space increased dramatically in the past decade. By
the end of 2008 a total of 49 civil actors had accessed space, either with their own launchers
or those of others. This number is expected to continue to grow as more states seek the
socio-economic benefits that space provides through the efforts of the commercial sector
and countries like China, which are helping states to develop affordable small satellites.
Companies, such as the former Surrey Satellite Technologies Limited, and China have
assisted states including Algeria, Egypt, Malaysia, Nigeria, Portugal, South Korea, Thailand,
Turkey, and South Africa in efforts to build their first civil satellites.?

Many civilian spacecraft are also used for military purposes, a trend that is increasing as more
states with fewer resources to spend seek to maximize the use of data derived from space
programs. High resolution remote sensing satellites used to image the Earth’s surface are a
prime example. While some systems are suspected of unofficially providing data to military
users, such as India’s Cartosat-2 and the Technology Experiment Satellite — both suitable
for reconnaissance with resolutions up to one meter* — others are drawn on by militaries
during times of increased demand due to conflicts, such as the US Landsat program, while
some are purposefully designed for dual-use, such as Italy’s Cosmos-Skymed constellation.’
Many civilian communications satellites and global utilities such as navigation systems are
similarly used.



Figure 3.1: Independent orbital launch capability and current launch sites of states (2008)’
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State/actor ‘ Year of first orbital launch ‘ Launch vehicle
USSR/Russia 1957 R-7 rocket
USA 1958 Juniper-C
France* 1965 Diamant
Japan 1970 Lambda
China 1970 Long March
UK* 1971 Black Arrow
ESA 1979 Ariane
India 1980 SLV
Israel 1988 Shavit
* France and the UK no longer conduct independent launches, but France’s CNES
manufactures the Ariane launcher used by Arianespace/ESA.

The trend toward miniaturization in electronics has helped to reduce the size and weight
of satellites, which can now perform the same functions as their bulkier predecessors but at
a decreased cost. One of the first microsatellites to implement this technology was the US
Clementine lunar mission in 1994. The ongoing enhancement of microsatellite capabilities is
driving increased access to space at reduced cost because these satellites are cheaper to produce
and to launch. In 2007 the Indian Space Research Organisation (ISRO) announced plans to
launch satellites weighing less than 100 kilograms to meet the needs of developing countries
and the domestic scientific community.® Although they are generally less capable than larger
spacecraft, microsatellites such as the multinational Disaster Monitoring Constellation are
increasingly used for more traditional functions, including communications and remote
sensing.
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Figure 3.2: Growth in the number of civil actors accessing space’
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2008 Developments

Space access continues to increase, with new states gaining satellites and developing space agencies
The number of states that have gained access to space reached 49 in 2008. After 13 years
of preparation Vietnam’s first satellite was successfully launched into geostationary orbit
on 19 April 2008 by the Ariane-5 launcher.” At a total cost of $300-million, the Vinasat-1
communications satellite will be used to provide both commercial and non-commercial
communications, eliminating a yearly $15-million charge to rent satellite capacity from
others. Venezuela also acquired its first communications satellite in 2008, through cooperation
with China. On 29 October 2008 China launched the Venesat-1 communications satellite,
which cost $250-million and is part of a cooperative agreement between the two countries
(see Trend 3.3 below).!®

The South African National Space Agency Act was approved by the government in 2008
and signed by the President in January 2009;"* it will consolidate all space-related activities
in a single organization.'? In December 2008 the Cabinet also approved a National Space
Strategy (see Laws, Policies, and Doctrines Trend 2.3). South Africa will receive technical



assistance from Russia and efforts are under way to create a Russia-South Africa Permanent
Working Group on Space." In 2008 the Mexican Space Agency was under development.'
In September 2008 Russia and Cuba discussed the possibility of Russian assistance to
develop a Cuban space agency, including joint use of space equipment.’ The creation of an
Arab Space Agency was encouraged by the United Arab Emirates, and discussions were held
with Arab League member governments.'®

2008 Developments

Iran, North Korea, Brazil, and South Korea seek direct access to space through launch technology

Iran attempted three rocket launches in 2008 using the Safir expendable launch vehicle,
with the aim of placing a satellite in orbit by 2009." Details on the rocket technology and
launch results are covered in Space Systems Negation Trend 7.3. There are concerns that
Iran’s civilian space launch program is a cover for its long-range ballistic missile program,
which would use similar technology, particularly since the two likely share the same launch
site.’® Iran and North Korea have long cooperated on missile technology, and in 2008 staff
at Jane’s Intelligence Group analyzed commercial satellite imagery to reveal that North
Korea has continued to pursue a ballistic missile and space launch program, despite what
was thought to have been a declining indigenous capability. Imagery revealed a second,
previously unknown launch facility on North Korea’s west coast, which is believed to have
been under construction over the past eight years." According to Jane’s, the site will be able
to support launches of both the Taepodong-2 ballistic missile and the Taepodong-2 space
launch vehicle.

Brazil plans to launch a basic version of a space rocket in 2011, after successful tests of the
second stage of its four-stage VLS-1 in October 2008.% South Korea’s first experimental
rocket launch, scheduled for 2007, was postponed again to 2009 due to delays in the delivery
of the main booster rocket and other key parts from Russia and the construction of the
launch pad at the Naro Space Centre.?! This KSLV-1 project costs $377-million, including
$198-million for at least two launching contracts with Russia; it is designed to launch a
100-kilogram satellite into LEO.?? The KSLV-2 will be a larger, indigenously developed
multi-stage rocket that will launch an operational satellite; it has a launch date of 2017.%

Ongoing technology developments in 2008 by existing launching states included:
* Russia’s heavy-launch Angara rocket, to be launched from the Plesetsk space center, thus

reducing Russia’s dependency on Kazakhstan.*

* Another successful engine test of Europe’s Vega small launcher; a full test is scheduled
for 2009.”

* China’s next-generation heavy lift rocket, the Long March 5, is scheduled for use in
2014.%¢

* On 25 December 2008 the Japan Aerospace Exploration Agency (JAXA) revealed its H-II
Transfer Vehicle, designed primarily for the transportation of food, water, and project
materials to the ISS.”

* ESA’s Jules Vernes ATV was used for the first time to resupply the ISS on 19 June 2008.%

* NASA’s Commercial Orbital Transportation Services (COTS) contenders SpaceX’s
Falcon 9 (first launch in 2009) and Orbital Sciences Taurus II (first launch in 2010) were
awarded contracts for a total of 20 launches under the ISS Commercial Resupply Services
program (see Commercial Space Trend 4.2).
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2008 Space Security Impact

Increased participation in space activities is a positive trend insofar as more actors gain access
to space for peaceful purposes, extending the benefits of space applications, science, and
security. On the other hand, the growth of space activities also creates challenges for security
in space due to increased demand for limited space resources such as orbital slots and radio
frequencies, particularly when new activities replicate rather than rely on or enhance the
capabilities provided by other states. Because of the ability of space assets and technologies
such as launch vehicles to be used for different purposes, the intentions of the many actors
in space cannot be known.

Trend 3.2: Changing priorities and funding levels within civil
space programs toward large-scale projects

Space agencies

Different states and regions have varying civil space institutions. The US has two main
civil agencies: NASA and the National Oceanic and Atmospheric Administration (NOAA).
While much of the work is done by major contractors such as the Boeing Company and
the Lockheed-Martin Corporation, mission design, integration, launch, and operations are
undertaken by the agencies themselves.

In the Soviet Union during the Cold War civil space efforts were largely decentralized and
led by “design bureaus” — state-owned companies headed by top scientists. Russian launch
capabilities were developed by Strategic Rocket Forces, and cosmonaut training was managed
by the Russian Air Force. Formal coordination of efforts came through the Ministry for
General Machine Building.” A Russian space agency (Rossiyskoe Kosmicheskoye Agentstvo)
was established in 1992, and has since been reshaped into Roscosmos. While this new agency
has more centralized powers than previous organizations, most work is still completed by
design bureaus, now integrated into “Science and Production Associations” (NPOs) such
as NPO Energia, NPO Energomash, and NPO Lavochkin. This continued decentralization
of civil activities makes obtaining accurate comprehensive budget figures for Russian civil
space programs difficult.’

In 1961 France established its national space agency, the Centre National d’Etudes Spatiales
(CNES), which remains the largest of the EU national-level agencies. Italy established a
national space agency (ASI) in 1989, followed by Germany in 1990 (DLR). The European
Space Research Organisation and the European Launch Development Organisation, both
formed in 1962, were merged in 1975 into ESA, which is now the principal space agency
for the region. Although ESA has 17 member states, most of its funding is provided by a few
states with active national space programs. Germany and France regularly provide between
40 and 50 percent of the ESA budget.”

In China, civil space activities began to grow when they were allocated to the China Great
Wall Industry Corporation in 1986. The China Acrospace Corporation was established
in 1993, followed by the development of the Chinese National Space Administration
(CNSA). The CNSA remains the central civil space agency in China and reports through
the Commission of Science, Technology and Industry for National Defense to the State
Council.

In Japan civil space was initially coordinated by the National Space Activities Council formed
in 1960. Most of the work was performed by the Institute of Space and Aeronautical Science
of the University of Tokyo, the National Aerospace Laboratory, and, most importantly, the



National Space Development Agency. In 2003 these efforts were merged into the Japanese
Aerospace Exploration Agency (JAXA).*” India’s civil space agency ISRO was founded in
1969. Israel’s space agency was formed in 1982, Canada’s in 1989, and the Brazilian Agéncia
Espacial Brasileira was formed in 1994.

For a complete list of civil space agencies please visit www.spacesecurity.org.

Expenditures

Although still dwarfing the civil space budgets of all other actors put together, the NASA
budget dropped 25 percent in real terms between 1992 and 2001.% The ESA budget dropped
nine percent in the same period. This follows a long period of growth for both NASA and
ESA from 1970 to 1991, in which the NASA budget grew 60 percent in real terms and the
ESA budget grew 165 percent in real terms.* The NASA budget has increased annually at a
rate of three—four percent since 2004 when President George W. Bush released the Vision for
Space Exploration, which contains a renewed focus on human space flight.* NASA’s budget
is now approaching $20-billion. The ESA budget was increased by 10 percent in 2005% and
is now steady at approximately $3.5-billion per year.

The USSR/Russia was the most active civil space actor from 1970 to the early 1990s, when
sharp funding decreases led to a reduction in the number of civil missions. By 2001 the
number of Russian military, civil, and commercial satellites in space had decreased from over
180 during the Soviet era to approximately 90. The budget had been reduced to $309-million
— about 20 percent of the 1989 expenditure and less than the cost of a single launch of the
US space shuttle.?” This steady decline was reversed in 2005, however, when Russia approved
a 10-year program with a budget of approximately $11-billion.* The annual budget reached
$1.5-billion in 2008, not including funds for the GLONASS satellite navigation system.*

Civil expenditures on space continue to increase considerably in India and China, due in
large part to the growth of civil program activities, including large satellites and human
spaceflight programs. Since 2005 India’s space budget has dramatically increased and is
currently over $800-million.** The Chinese space budget is complex. Officials have been
quoted as saying that the Chinese civil space budget is as low as $500-million. Media sources
place the budget closer to $2-billion. It is safe to speculate that it falls somewhere between
these two figures.”! Nonetheless, China now has the “fourth largest satellite space program”
and the “fastest growing launch rate of any space-faring power,” launching 39 satellites (eight
of which were military) between 1996 and 2006, 75 percent in the latter five years.*?

Expenditures are not the sole indicator of capabilities, however, because of the differences
in production cost from one country to another, as well as local standards of living and
purchasing power.* For example, Russia, which has a significantly lower budget than NASA,
has historically launched more satellites than any other state.
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Figure 3.4: Historic annual civil space agency budgets of major space agencies (billion 2001 dollars)*
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Human spaceflight

On 12 April 1961 Yuri Gagarin became the first human to travel into space onboard a Soviet
Vostok 1 spacecraft. The early years of human spaceflight were dominated by the USSR,
which succeeded in fielding the first woman in space, the first human spacewalk, the first
multiple-person space flights, and the longest-duration space flight. Following the Vostok
series rockets, the Soyuz became the workhorse of the Soviet and then Russian human
spaceflight program, and has since carried out over 100 missions, with a capacity of three
humans on each flight. The 2006-2015 Federal Space Program maintains an emphasis on
human spaceflight, featuring ongoing development of a reusable spacecraft to replace the
Soyuz vehicle, and completion of the Russian segment of the ISS.#

The first US human mission was completed on 5 May 1961, with the suborbital flight of the
Mercury capsule launched on an Atlas-Mercury rocket. This was followed by the Gemini
flight series and then the Apollo flight series, which ultimately took humans to the Moon.
The US went on to develop the Skylab human space laboratories in 1973, and the USSR
developed the MIR space station, which operated from 1986 to 2001. In the 1970s, the
US initiated the Space Shuttle, which is capable of launching up to seven people to low
Earth orbit (LEO). The first Space Shuttle, Columbia, was launched in 1981. By the end of
2008 the program had completed 124 launches and is currently the only human spaceflight
capability for the US.% For a time after the 2003 Space Shuttle Columbia disaster, Russia
was the only actor performing regular human missions, and its Soyuz spacecraft provided
the only lifeline to the ISS (see Figure 3.5). This situation may recur, with the Space Shuttle
scheduled for retirement in 2010 and the follow-on Orion/Ares system not anticipated
before 2015.4” In 2004 the US announced a new NASA plan that includes returning humans
to the Moon by 2020 and a human mission to Mars thereafter. A new strategy for lunar
exploration was announced in 2006.% Future plans include a permanent human presence
on the lunar surface.”

China began developing the Shenzhou human spaceflight system in the late 1990s and
completed a successful human mission in 2003, becoming the third state to develop an
independent human spaceflight capability.”® A second mission was successfully completed
in 2005 and a third in 2008 (see below).



Other civil programs are also turning to human spaceflight and the Moon. In 2005 JAXA
released its 20-year vision statement, which includes expanding its knowledge of human
space activities aboard the ISS as well as developing a human space shuttle by 2025.5' The
ESA also has a long-term plan to send humans to the Moon and Mars through the Aurora
program. India approved a human spaceflight program in 2006.5* In 2007 both Japan and
China launched robotic lunar missions: Kaguya and Change’e-1.> Germany, India, and

South Korea are also planning lunar missions.>

Figure 3.5: Human spaceflight 1961 - 2008

12

=
[=]
|

Number of launches
(=] ~ B [} oo
1961
1963
-
1965 m—————)
| —]
-
=
1973 )
—
1975 =o—)
—
1977 ===
1979 ==
1981 )
1983 ————)
1985 mm—
-
1989 mr——— )
199]
1993 mmr———————
1999 m————)
2001 w——————)
2003 -
—
2005 S
2007 m—— )

P~
o0
(=2
—

B Russia/USSR ous ® China

1967 mm
1969

1971

1995 m—
1997 —

New directions for civil programs

More civil space projects are now explicitly focused on social and economic development
objectives. ISRO was established on this basis in 1969 and has since developed a series of
communications satellites that provide tele-education and telehealth applications and remote
sensing satellites to enhance agriculture, land, and water resource management and disaster
monitoring.” In 2000 Malaysia launched Tiungsat-1, a microsatellite that included several
remote sensing instruments for environmental monitoring. In 1998 Thailand and Chile
together launched TMSat, the world’s first 50-kilogram microsatellite to produce high-
resolution, full-color, multispectral images for monitoring the Earth, and FASat-Bravo, a
microsatellite to study depletion of the ozone layer.’® African states such as Algeria, Egypt,
Nigeria, and South Africa have built or are in the process of building satellites to support
socioeconomic development. A part of the 2007 EU/ESA Space Policy’s mission is to serve

the public in the area of “environment, development, and global climate change.”

Efforts are also being made to expand the reach of such programs. China and Brazil have
agreed to provide free land images to African and Asian countries from their joint optical
remote sensing satellite CBERS-2B (China-Brazil Earth Resource Satellite-2B), launched
in September 2007.%® They will also provide the software needed to read the data, which
is intended to help respond to threats such as deforestation, desertification, and drought.”
India has also committed to sharing remote sensing data for disaster management in the
Asia-Pacific region and provides data analysis and training to countries without independent

access.®

Civil space programs, particularly meteorology and Earth observation science, are
increasingly used for national security missions. For example, the objective of the EU/ESA
Global Monitoring for Environment and Security (GMES) program is to “support Europe’s
goals regarding sustainable development and global governance, in support of environmental
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and security policies, by facilitating and fostering the timely provision of quality data,

information, and knowledge.”*!

Figure 3.6: Number of satellites by actor, December 2006
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* The SSI takes no position on the international status of Taiwan, but reports on its space program,
which is distinct from that of the Republic of China.

2008 Developments

NASA focused on maintaining human access to space as retirement of the Space Shuttle looms

The US continues to spend more on space than all other states combined. The US Congress
authorized funds for NASA of just over $20.2-billion for fiscal year 2009 — almost $3-billion
higher than the budget of the previous year and $2.6-billion over what was requested®
(although the amount used may be lower).

Lessening the impending gap in human access to space after the retirement of the Space
Shuttle in 2010 was a significant concern for the US in 2008.% Spurred on by congressional
efforts to extend the Space Shuttle program and concerns expressed during the presidential
campaign, in August 2008 NASA initiated a study of requirements to extend Shucttle flights
until 2015. The study revealed significant costs and risks to extending the program.® It
is estimated that adding three additional flights to maintain operations until 2012 would
cost $4.5-billion, and closing the capability gap through 2015 would cost $11-billion and
would cause setbacks to a planned return to the Moon by 2020. The study also raised
safety concerns.®® The NASA Authorization Act of 2008 mandated the Agency to add one
additional flight to the ISS beyond the 10 currently planned through 2010.¢

Faced with potential delays in developing the Orion space capsule and Ares-1 launcher,
NASA is reportedly adjusting the budget, schedule, and technical milestones for the first
Orion/Ares-1 flight to meet an internal target date of 2014 and an absolute deadline of
March 2015.% Without an extension of the Shuttle the US would be dependent on the
Russian Soyuz for access to the ISS, but that arrangement came under stress in 2008 from
disagreements over Georgia and Iran. A waiver for NASA on a US arms control law banning
payments to Russia for space station activities until actions are taken on the flow of weapons



technology to Iran, North Korea, and Syria was set to expire in 2011. Congress threatened
to deny the waiver following tensions between the US and Russia over renewed conflict
in Georgia, but finally granted it.” NASA and Russia are now negotiating the terms of
continued Soyuz use beyond 2011.

2008 Developments

Space programs in China and India continue to grow, with focus shifting to human spaceflight

China successfully completed its third human spaceflight and its first extra-vehicular space
walk in October 2008 using the Shenzhou-7, which also released a microsatellite to examine
the space vehicle (see Space Systems Negation Trend 7.4).”° This launch is part of a wider
program to build a space station by 2020 and perhaps eventually go to the Moon.”* Plans for
the mass production of the Shenzhou-8, which could be used to support a space station, were
announced in September 2008.7> China is expected to launch three Shenzhou spacecraft in
2010-11 as part of a program to build a small laboratory in space.”> China’s space program
is expected to grow steadily in coming years, as China’s economy continues to expand and

it pursues further human spaceflight and lunar programs.”

In 2008 ISRO asked the Indian government to approve a $2.5-billion human spaceflight
program, with its Chairman claiming that India “cannot be left behind in the space

race.””

ISRO is working on a project to send two astronauts into space by 2015 without
international cooperation: design of its human spacecraft began in October 2006.7 The space
budget for 2008-2009 is approximately $830-million, a significant increase over 2006-2007
expenditures of $607-million.”” Major programs include launch vehicle development,” Earth
observation systems, satellite communications and navigation, space science, atmospheric
science, and disaster management. Increasingly, however, ISRO is shifting toward larger-

scale, more prestigious human spaceflight and lunar projects (see below).

2008 Developments

Russia significantly increases the budget for space, primarily to make GLONASS viable

In Russia, the expenditure on civil space is roughly $2.2-billion, and includes the Federal
Space Agency (Roscosmos) operational budget of $15-million and $2.19-billion for the
programs that it operates.” In mid-February 2008 the Audit Chamber’s board assessed the
operations of Roscosmos and reported that its GLONASS navigation system was unlikely
to offer serious competition to the US Global Positioning System (GPS).* Funding for
GLONASS was substantially increased in the planned budgets for 2010 and 2011.%

Figure 3.7: Russia civil space spending 2009-2011

Organ/program | 2009 | 2010 EX
Roscosmos 79 hillion roubles 52 billion 56 billion
($2.2 billion) ($1.4 billion) ($1.5 billion)
Federal space program 2006-2015 58 billion 36 hillion 43 billion
($1.6 billion) ($1 billion) ($1.2 billion)
Federal program on the development | 7 hillion 9 billion 9 billion
of cosmodromes 2006-2015 ($194 million) ($253 million) ($249 million)
Federal program GLONASS 526 million 28 billion 19 billion
($15 million) ($771 million) ($533 million)
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2008 Developments

Space agencies continue to focus on robotic missions to the Moon

Following the Chinese and Japanese lunar probes launched in 2007, on 22 October 2008,
India successfully launched its Moon orbiter the Chandrayaan-1, which will create a three-
dimensional map of the lunar surface.®? The probe carried five Indian scientific instruments
and six built by other countries. At $79-million, the mission is considerably less expensive
than China’s and Japan’s missions, at approximating $185-million and $470-million

respectively.®

Additional testing took place for NASA’s Lunar Reconnaissance Orbiter and Lunar Crater
Observation and Sensing Satellite, which are to be launched together in 2009 to map the
Moon and search for water ice or vapor respectively as the first step of the Vision for Space
Exploration, intended to return humans to the Moon.* In addition, NASA’s Constellation
Program released a broad agency announcement for study proposals to evaluate human
landing craft concepts to explore the Moon.®> NASA also continued its focus on exploration
of Mars, but additional funding is required for its planned 2009 rover mission, which has
been postponed until 2011 and increased in cost to $1.9-billion from $1.6-billion.®

China’s Chang’e-1 spacecraft continued to orbit the Moon in 2008 pending an intentional
crash onto the surface scheduled for 2009.%” The follow-on Chang’e-2 lunar orbiter satellite
is scheduled for launch in 2010 or 2011.%8 China’s Moon program is divided into three
stages: orbiting the Moon; landing an unmanned vehicle on the Moon to study its surface;
and collecting and returning samples of lunar soil.* It is anticipated that in the long term this
will lead to manned missions to the Moon.” ISRO, the ESA, and JAXA have all announced
informal interest for human Moon missions within the next two decades, although India’s

intentions are more concrete.”!

Despite the growing number of independent lunar programs under development and talk of
a new space race, these programs still involve strong elements of international cooperation

(see Trend 3.3 below).

2008 Space Security Impact

The use of outer space continues to be dominated by a few states, with activities in 2008
demonstrating renewed interest in lunar exploration and human spaceflight. Alchough
developments in 2008 indicate some cooperation on these projects, historical trends indicate
that competition may increase if such capabilities become strategic in the future. Nonetheless,
it remains to be seen if large-scale projects will gain the necessary investment to come to
fruition; only in India, Russia, and possibly China are resources growing significantly. Delays
in construction of new human spacecraft in the US may adversely influence space security in
the future by limiting human access to space, particularly to the International Space Station

(ISS).



Trend 3.3: Continued international cooperation in civil space
programs

Due to the huge costs and technical challenges associated with access to and use of space,
international cooperation has been a defining feature of civil space programs throughout the
space age. Scientific satellites in particular have been a driver of cooperation.”” One of the
first scientific satellites, Ariel-1, was launched in 1962 and was the world’s first international
satellite, built by NASA to carry UK experiments. The earliest large international cooperation
program was the Apollo-Soyuz Test Project, which saw two Cold War rivals working
collaboratively on programs that culminated in a joint docking in space of US/USSR
human modules in July 1975. However, “collaboration has worked most smoothly when
the science or technology concerned is not of direct strategic (used here to mean commercial
or military) importance,” and when projects have “no practical application in at least the
short to medium term.” Moreover, if government support for space science decreases, such
cooperative efforts may also decline. A March 2006 report indicates that $3-billion will be
cut from NASA’s space science budget over the course of three years as priority shifts toward
human space flight.”

The 1980s saw a myriad of international collaborative projects involving the USSR and other
countries — including the US, Afghanistan, Austria, Bulgaria, Canada, France, Germany,
Japan, Slovenia, Syria, and the UK — to enable those states to send astronauts to conduct
experiments onboard the MIR space station.”” From 1995 to 1998 there were nine dockings
of the US Space Shuttle to the MIR space station, with various crew exchanges.”® The ESA
and NASA have collaborated on many scientific missions, including the Hubble Space
Telescope, the Galileo Jupiter probe, and the Cassini-Huygens Saturn probe.

The most prominent example of international civil space cooperation is the ISS, the
largest international engineering project ever undertaken. The project partners are NASA,
Roscosmos, ESA, JAXA, and the Canadian Space Agency (CSA). Brazil participates through
a separate agreement with NASA. The first module was launched in 1998. By 2008, 79
launches, including the first mission by the ESA, had carried components, equipment, and
astronauts to the station, but it remains unfinished.”” The ISS is projected to cost $129-billion
over 30 years of operations.”®

Space-based global utilities, discussed in more detail in Trend 3.4, represent another area
of international cooperation. The EU Galileo satellite navigation system is a partnership
between the EU and the ESA and includes several international partners.” Algeria, China,
Nigeria, Spain, Thailand, Turkey, Vietnam, and the UK are collaborating on the Disaster
Monitoring Constellation. The project, initiated by China, foresees the deployment of
10 dedicated microsatellites, seven of which have been deployed to date. International
cooperation on Earth observation is also discussed below.

The nature of international space cooperation has changed since the end of the Cold War,
as many barriers to partnership have been overcome. Examples include the EU-Russia
collaboration on launcher development and uses, and EU-China cooperation on Galileo.
There were some indications of future cooperation between the civil space activities of China
and the US following an agreement signed in 2006, but this faltered following the Chinese
intercept and destruction of one of its own satellites in 2007.

Cooperation is also increasing among developed and developing countries, with new,
unprecedented partnerships such as the Sino-Brazilian Earth observation satellite effort.'®" A
2006 Chinese white paper indicated that China had signed 16 international space cooperation
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agreements with 13 different countries, space agencies, and international organizations over
the course of five years.'* Pakistan, Nigeria, and Venezuela were identified as future partners
in efforts to develop and launch satellites.

Despite signs of a new space race to the Moon, significant international cooperation is
developing for Moon and Mars missions. In 2007 the 14 largest space agencies agreed
to coordinate future space missions in the document “The Global Exploration Strategy:
The Framework for Coordination,” which highlights a shared vision of space exploration,
focused on solar system destinations such as the Moon and Mars. It calls for a voluntary
forum to assist coordination and collaboration for sustainable space exploration, although
it does not establish a global space program.'® Chinese authorities have also indicated that
a mechanism for cooperation is being developed in Asia among countries pursuing lunar
exploration programs.'® Significant bilateral cooperation on Moon and Mars missions is
also taking place. For example, ESA provided technical support and knowledge-sharing for
both China’s Chang’e-1 lunar orbiter and India’s Chandrayaan-1 lunar orbiter. However,
export controls remain a hindrance to increased cooperation, particularly in the US (see

Commercial Space Trend 4.3).

2008 Developments

Continued international cooperation on space exploration as the International Space Station turns 10
The ISS marked its tenth anniversary in 2008 with the successful addition of European
and Japanese laboratory modules and its first visit by the European Jules Verne Automated
Transfer Vehicle.'” The NASA budget approved in 2008 reserved $2.06-billion for the ISS
program, including crew and cargo services — an increase of $247-million from the previous
year — and funding for an additional flight beyond 2010 to deliver the Alpha Magnetic
Spectrometer.'® The ISS was originally scheduled to be completed in 2003, but the target
date continues to be pushed back. Russia announced that it needs an additional $5-billion
to finish the construction of its segment by 2015.1

Although several independent Moon and Mars missions are under way, they involve
significant levels of international cooperation. In 2008 both the ESA and NASA cooperated
with ISRO in its Chandrayaan-1 mission, which carried five instruments on their behalf.
Europe is also assisting ISRO in the operations, data handling, and flight dynamics.'® The
US signed an agreement with what it referred to as eight “emerging” space states in July
2008 to cooperate on lunar exploration by building and operating an International Lunar
Network of robotic probes to analyze the Moon’s surface. The cooperating states include
Canada, Germany, India, Italy, France, Japan, South Korea, Germany, and the UK.'® In
January 2008 Japan and Europe signed a cooperation agreement for a robotic mission (ESA’s
Mercury Planetary Orbiter [MPO] and JAXA’s Mercury Magnetospheric Orbiter [MMOY])
to Mercury. Its overall cost for ESA is €665-million ($970-million).'°

There are signs that international cooperation on space exploration will continue to grow
in the near future. In July 2008 the Canadian Space Agency hosted a meeting of the
International Space Exploration Coordination Group, a mechanism for coordinating space
exploration efforts laid out in the 2007 “Global Exploration Strategy.” The meeting resulted
in a continued commitment to cooperation as well as the establishment of a secretariat,

which will initially be hosted by the ESA.M"

Amidst speculation of a space race between the US and China, the two resumed talks on
potential areas of space cooperation and agreed to establish working groups on space and



Earth science, the first of which met in June 2008."'* While cooperation on exploration may
remain remote, in the past China has expressed interest in participating in the ISS.!*?

2008 Developments

International cooperation provides access to space for developing countries

International government-to-government cooperation has been a driving force behind the
increase in the number of states with access to outer space, and this trend continued in 2008.
Plans progressed to launch a fourth China-Brazil Earth Remote Sensing satellite in 2009."'4
Brazil also signed an agreement with Germany to develop a night-vision radar satellite to
observe the Amazon region.'"> Moreover, Brazil and Argentina agreed to collaborate on
the construction and launch of a hyperspectral remote sensing satellite for environmental

monitoring and oceanography.''®

On 29 October 2008 China launched the Venesat-1 communications satellite for Venezuela,
as part of a $406-million agreement signed in 2004 to provide training and technological
expertise.""” China is also providing the headquarters for the Asia-Pacific Space Cooperation
Organization, which officially began operations in December 2008. Its seven members
include China, Bangladesh, Iran, Mongolia, Pakistan, Peru, and Thailand; Indonesia, and
Turkey have also signed the charter but are not yet members. Members will work together

in development and research, space technology application, and training of space experts.''®

Ukraine and Indonesia agreed to cooperate on space in 2008, including “space research,
rocket technology, satellite launches, earth remote sensing and other uses of space for
peaceful purposes.”'"” Moreover, several initiatives were under way in 2008 to provide better
access to Earth Observation data to developing countries and the United Nations (see Trend

3.4 below).

2008 Space Security Impact

The continuation in international cooperation in space is a positive development, particularly
if it helps to reduce potential tensions over large-scale, national space projects such as human
spaceflight and lunar exploration, and enables more states to access the benefits of outer
space through shared costs and technologies. Cooperation can also increase transparency
of space activities, further reducing potential conflicts in a strategic environment. There is
a risk, however, that sensitive military technologies may proliferate, and that greater access

to dual-use space-based applications for military purposes may exacerbate regional tensions.

Trend 3.4: Growth in global utilities as states seek to expand
applications and accessibility

The use of space-based global udilities, including navigation, weather, and search-and-rescue
systems, has grown dramatically over the last decade. For example, GPS unit consumption
grew by approximately 25 percent per year between 1996 and 1999; sales revenue increased
from $6.2-billion in 1999 to $21.8-billion in 2005."*' Key global utilities such as GPS
and weather satellites were initially developed by military actors. Today these systems have
grown into space applications that are almost indispensable to the civil and commercial
sectors as well.
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Satellite navigation systems

There are currently two global satellite navigation systems: the US GPS and the Russian
GLONASS system. Work on GPS began in 1978 and it was declared operational in
1993, with a minimum of 24 satellites that orbit in six different planes at an altitude of
approximately 20,000 kilometers in Medium Earth Orbit (MEO). A GPS receiver must
receive signals from four satellites to determine its location, with an accuracy within 20
meters, depending on the precision of available signals. GPS operates a Standard Positioning
Service for civilian use and a Precise Positioning Service that is intended for use by the US
Department of Defense and its military allies.

Begun as a military system, GPS diversified and grew to the point that, in 2001, military
uses of the GPS accounted for only about two percent of its total market. The commercial
air transportation industry, which carries over two billion passengers a year, relies heavily
on GPS."* US companies receive about half of GPS product revenues, but US customers
account for only about one-third of the revenue base. The growth rate of GPS units in use
continues to increase, particularly outside the US.'” Demonstrating the growing importance
of satellite navigation for civilian uses, former US President George W. Bush announced
in 2007 that next-generation GPS Block III satellites will not have the selective availability
capability to degrade the civilian signal. The “decision reflects the United States strong
commitment to users of GPS that this free global utility can be counted on to support

peaceful civil activities around the world.”'*

The Russian GLONASS system uses principles similar to those used in the GPS. It is
designed to comprise a minimum of 24 satellites in three orbital planes, with eight satellites
equally spaced in each plane, in a circular orbit with an altitude of 19,100 kilometers.'*
The first GLONASS satellite was orbited in 1982 and the system became operational in
1996. Satellites soon malfunctioned, however, and the system remains below operational
levels, retaining only some capability, although efforts are again under way to complete the
system.'? GLONASS operates a Standard Precision service available to all civilian users on
a continuous, worldwide basis and a High Precision service available to all commercial users
since 2007.'” However, the inadequacies of the GLONASS system, including inaccuracy
and instability, are becoming more apparent.'” Russia has extended cooperation on

GLONASS to China and India.'”

Two additional independent, global satellite navigation systems are being developed: the
EU/ESA Galileo Navigation System and China’s Beidou Navigation System. Galileo
is designed to operate 30 satellites in MEO in a constellation similar to that of the GPS
to provide Europe with independent capabilities. Significant effort on Galileo began in
2002, with the allocation of $577-million in development funds by the European Council
of Transport Ministers under a public-private partnership.®® After a delay of five years,
European governments agreed in 2007 to provide the necessary $5-billion to continue work
on what is now a public system not set to be deployed until 2013."%" Galileo will offer
open service; commercial service; safety-of-life service; search-and-rescue service; and an
encrypted, jam-resistant, publicly regulated service reserved for public authorities that are

responsible for civil protection, national security, and law enforcement.'*

The current Chinese Beidou system is experimental and limited to regional uses. It uses
a different principle than that of the GPS or GLONASS, operating four satellites in
geostationary orbit.'” In 2006 China announced that it will extend Beidou into a global
system called Compass or Beidou-2 for military, civilian, and commercial use.'? The global
system is planned to include five satellites in GEO and 30 in MEO. India has also proposed



an independent, regional system, the Indian Regional Navigation Satellite System (IRNSS),
intended to consist of a seven-satellite constellation.'® Similarly, Japan is developing the
Quazi-Zenith Satellite System (QZSS), which is to consist of a few satellites interoperable
with GPS in Highly Elliptical Orbit to enhance regional navigation over Japan, but will
operate separately from GPS, providing guaranteed service.'*® Launch of the first satellite is

expected for 2010, with initial services beginning in 2013.'¥

The development of competing independent satellite navigation systems, although
conceivably interoperable and able to extend the reliability of this global utility, is not being
coordinated internationally and has led to several conflicts, most notably over the use of signal
frequencies. Another concern, however, is orbital crowding, as states seek to duplicate global
services, particularly in MEO (see The Space Environment Trend 1.4). More troubling from
the perspective of global satellite utilities, however, is the underlying drive for independent
systems based on a concern that existing global satellite navigation signals such as GPS
are not assured, particularly during times of conflict. Nonetheless, almost all states remain
dependent on GPS service, and many of the proposed global and regional systems require
cooperation with the US system.

Remote sensing

Remote sensing satellites are used extensively for a variety of Earth observation functions,
including weather forecasting; surveillance of borders and coastal waters; monitoring crops,
fisheries, and forests; as well as monitoring natural disasters such as hurricanes, droughts,
floods, volcanic eruptions, earthquakes, tsunamis, and avalanches. Access to EO data is
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spreading worldwide, although not without difficulties.’*® To ensure truly broad access to

data, agencies across the globe must cooperate more in exchanging data; this is now being

realized by some participants.'

The European Organisation for the Exploitation of Meteorological Satellites (EUMETSAT)
provides meteorological data for Europeans. The US NOAA, founded in 1970, provides the
US with meteorological services.!® Satellite operators from China, Europe, India, Japan,
Russia, and the US, together with the World Meteorological Organization, make up the
Co-ordination Group for Meteorological Satellites, a forum for the exchange of technical

information on geostationary and polar-orbiting meteorological satellite systems.'?!

The Global Earth Observation System of Systems (GEOSS) has the goal of “establishing an
international, comprehensive, coordinated and sustained Earth Observation System.”'# It is
coordinated by the Group on Earth Observation, whose members currently include 77 states
and the European Commission.'#® Begun in 2005, GEOSS has a 10-year implementation
plan. Benefits will include reduction of the impact of disasters, resource monitoring and
management, sustainable land use and management, better development of energy resources,
and adaptation to climate variability and change.'* The European GMES initiative is
another example of a centralized database of Earth observation data made available to users
around the world.'®

Disaster relief

Space has also become critical for disaster relief. The International Charter “Space and Major
Disasters” was initiated by ESA and CNES in 1999 to provide “a unified system of space
data acquisition and delivery to those affected by natural or man-made disasters through
Authorized Users.”' Other member organizations include the CSA, NOAA, ISRO, the
Argentine Space Agency, the US Geological Survey, the British National Space Centre,
CNSA, and DMC International Imaging, which bring together resources from over 20
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spacecraft.'” DMC International Imaging operates satellites for the Disaster Monitoring
Constellation, which is a collaboration of Algeria, China, Nigeria, Spain, Thailand,
Turkey, the UK, and Vietnam. The constellation is intended to deploy 10 Earth imaging
microsatellites and seven are currently in operation.'®® Although it is used for international
disaster relief purposes, its main function is to provide daily imaging capabilities to partner

states.'®

Search and rescue

In 1979 COSPAS-SARSAT, the International Satellite System for Search and Rescue, was
founded by Canada, France, the USSR, and the US to coordinate satellite-based search-and-
rescue. Since 2001 COSPAS-SARSAT has provided emergency communications for people
in distress and has been credited with saving the lives of over 1,500 people per year, or more
than 24,000 (see Figure 3.8). Currently the system operates 10 satellites.'*

Recently states including Canada and Norway have begun to develop satellite systems to
better collect and track Automated Identification System signals for collision avoidance.
Satellite receivers for such signals could improve search-and-rescue efforts, as well as ship
surveillance for security purposes (see Space Support for Terrestrial Military Operations
Trend 5.2)."!

Figure 3.8: Lives saved annually by COSPAS-SARSAT™
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2008 Developments

Continued development of independent satellite navigation capabilities

Following restructuring of Europe’s Galileo satellite navigation system in 2007 from a
failed private-public partnership to a fully public system, the program made significant
progress in 2008. The procurement process was launched in 2008, with an invitation to
11 companies to compete; between €2-billion and €3-billion is to be spent on 26 satellites,
launches, and ground control stations.'>> Moreover, the second Galileo In-Orbit Validation
Element satellite built by SSTL was tested successfully in 2008."* Galileo is scheduled for
full deployment in 2013.

In an effort to get the GLONASS satellite navigation system back to full operational
capability, Russian Prime Minister Vladimir Putin boosted financing for the project by
$2.61-billion for 2008."° Russia launched six GLONASS-M satellites in 2008, bringing

the number of satellites in the constellation up to 20, “of which 16 are operational, two are



undergoing maintenance, and one is due to be withdrawn. The system requires 18 satellites
for continuous navigation services covering the entire territory of the Russian Federation,
and 24 satellites to provide services worldwide.”"”” Russia is also considering extending

participation in the program to Cuba and Venezuela.'®

China continues to develop its regional satellite navigation system Beidou (Compass),
which covers Asia and is intended to be operational by 2010'*° and to eventually develop
into a global system. Although Chinese officials have claimed that this system will be fully
compatible with the US GPS, European Galileo, and Russian GLONASS systems, China
has not yet completed frequency coordination with these states.'®® This is particularly a
challenge for Europe, because China has filed with the International Telecommunication
Union to use the same frequencies as those used by Galileo.

2008 Developments

Global access to remote sensing data improving

The GMES is an EU-led initiative in partnership with the ESA to combine ground- and space-
based remote sensing data to develop an integrated environmental and security monitoring
capability. It is one of the first examples of a service based on Earth imagery to be used for
climate change, sustainable development, environmental policies and agreement verification,
European civil protection, development aid, humanitarian aid, and implementation of the
European Common Foreign and Security Policy. In 2008 Thales Alenia Space signed a
€305-million contract to provide the system’s first Sentinel-3 satellite, which will be devoted
to oceanography and land-vegetation monitoring.'®" Phase two of the space component
of the program was approved at the ESA Ministerial meeting in November 2008, with
€830-million pledged by member states for the period 2009-2018.162

Under the auspices of the International Charter “Space and Major Disasters,” the UN Office
for the Coordination of Humanitarian Affairs asked for support to provide maps of affected
areas following the cyclone that hit Myanmar on 3 May 2008. More than 10 different
radar and optical sensors provided more than 60 satellite images, which were used by the
UN Institute for Training and Research Operational Satellite Applications Programme
(UNOSAT) to develop 29 maps showing the impact of the cyclone.'® Satellite data was also
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requested by China through the Charter'® and other channels'® following the earthquakes
in May 2008. In total, the Charter was activated 40 times in 2008 in response to floods,
hurricanes, volcanic eruptions, and earthquakes around the world.'® Two new satellites were
added to the Disaster Monitoring Constellation in 2008 — Deimos-1 of Spain and the UK’s
UK-DMC2. They will offer improved images with a resolution of 22 meters and will provide

free data for research to 10 selected projects.'”

To help provide remote sensing data more systematically, NASA is working with the US
Agency for International Development (USAID) and other international partners on a
program called SERVIR-Africa in Nairobi, Kenya, officially launched in November 2008.
The system integrates the satellite resources of the United States and other countries into
a Web-based Earth information system and makes relevant information accessible to local
scientists, government leaders, and communities to help address such concerns as natural
disasters, disease outbreaks, biodiversity, and climate change. Similarly, in July 2008 India
and France adopted a data policy that will enable the global scientific community to have free
access to data from the planned Megha Tropiques collaborative satellite that will monitor
tropical weather.'® Finally China launched its first two optical Huanjing disaster monitoring
satellites, which are intended to be reinforced by 2010 by eight additional satellites that
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combine radar and optical capabilities. It is not clear if they will contribute to the “Space
and Disasters” Charter.””® China is also cooperating with the ESA on a second phase of the
Dragon Program that should “encourage increased use of ESA and Chinese EO satellite data
within China.”'"!

2008 Space Security Impact

Ongoing development of space-based global utilities such as satellite navigation systems
could have a positive impact on space security by providing redundancy of capabilities and
increasing access to space through collaborative efforts, particularly if they are interoperable.
However, such a result requires considerable international coordination and cooperation,
which have not fully developed due to ongoing disputes over the use of frequency signals,
the development of independent capabilities to guarantee service, and a lack of planning
for the increased demand on orbits and radio frequencies created by duplicate systems. The
growing use of remote sensing data to manage a range of global challenges, including disaster
monitoring and response, is positive for space security insofar as it further links the security
of Earth to the security of space, expands space applications to include additional users, and
encourages international collaboration and cooperation on an important space capability.



Commercial Space

This chapter assesses trends and developments in the commercial space sector, which
includes the builders of space hardware such as rockets and satellite components, providers
of space information such as telecommunications and remote sensing, and service operators
for space launches, in the global market.

The commercial space sector has experienced dramatic growth over the past decade, largely
related to rapidly increasing revenues associated with satellite services. These services are
provided by companies that own and operate satellites, as well as the ground support centers
that control them. The bulk of the revenue in the satellite services sector is generated by
telecommunications.! The commercial sector has been instrumental in providing broader
access to services that were once the exclusive perview of governments, including remote

sensing and satellite-based navigation.

The second largest contribution to the growth of the commercial space sector has been made
by satellite and ground equipment manufacturing. This includes both direct contractors that
design and build large systems and vehicles, smaller subcontractors responsible for system
components, and software providers.

This chapter also assesses trends and developments associated with access to space via
commercial launch services. In the early 2000s, overcapacity in the launch market and
a reduction in commercial demand combined to depress the cost of commercial space
launches. More recently, an energized satellite communication market and launch industry
consolidation have resulted in stabilization and an increase in launch pricing.

Finally, this chapter examines the relationships between governments and the commercial
space sector, including the government as partner and the government as regulator, and
the growing dependency of militaries on commercial services. Governments play a central
role in commercial space activities by supporting research and development, subsidizing
certain space industries, and adopting enabling policies and regulations. Indeed the space
launch and manufacturing sectors rely heavily on government contracts. Conversely,
because space technology is often dual-use, governments have sometimes taken actions such
as the imposition of export controls, which have constrained the growth of the commercial
market. There is also evidence that commercial actors are engaging governments on space
governance issues, in particular space traffic management and best practices, and space
situational awareness.

Space Security Impact

The pervasive role that the commercial space sector plays in launch, communications,
imagery, and manufacturing, in addition to its role of supporting government civil and
military programs, means that the commercial space sector both affects and is affected by
changes in space security. A healthy space industry can lead to decreasing costs for space
access and use, and increase the accessibility of space technology. Of the 49 states that have
accessed space to date (see Civil Space Trend 3.1), almost all have been assisted in some way
by the commercial space industry. This has a positive impact on space security by increasing
the number of actors that can access and use space or space products, thereby increasing the
number of stakeholders in the maintenance of space security. Increased competition can also
lead to the further diversification of capabilities to access and use space. Conversely, an active
space industry is also evidence of the secure and sustainable access ro space needed to provide
a viable business to investors.
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Commercial space efforts have the potential to increase the level of transnational cooperation
and interdependence in the space sector, building transparency and trust through
international collaboration. Additionally, the development of the space industry could
influence international space governance. To thrive, sustainable commercial markets must
have the freedom to innovate, but they also require a framework of laws and regulations on
issues of property, standards, and liabilities.

Some commercial space actors also note that issues of ownership and property pose an
increasing challenge to the growth of the industry. For example, while the non-appropriation
clause of the Outer Space Treaty is generally understood to prohibit ownership claims in
space, this clause also raises questions about the allocation and use of space resources. There
is concern that the clause could stifle entrepreneurship and growth in the commercial space
industry. As well, future conflicts over the issue could decrease space security if not addressed
in a timely manner.

Growth in space commerce has already led to greater competition for scarce space resources
such as orbital slots and radio frequencies. To date, the International Telecommunication
Union (ITU) and national regulators have been able to manage inter- and intraindustry
tensions (see The Space Environment Trend 1.4). However, strong terrestrial demand for
additional frequency allocations and demands of emerging nations for new orbital slots will
provide new challenges for domestic and international regulators. The dependence of certain
segments of the commercial space industry on military clients or, conversely, the reliance of
militaries on commercial space assets could also have an adverse impact on space security by
making the industry overly dependent on one client, or by making commercial space assets
the potential target of military attacks.

Trend 4.1: Continued overall growth in the global commercial
space industry

Commercial space revenues have steadily increased since the mid-1990s, when the industry
first started to grow significantly. Global commercial space revenues, dominated by satellite
services, have been estimated as totaling between $144-billion and $175-billion in 2008.2
In the decade between 1996 and 2006 the satellite services sector more than tripled in
size, generating up to 60 percent of the commercial satellite sector’s total revenues (see
Figure 4.1).> Unlike the manufacturing and launch industry, satellite services such as
telecommunications have seen growth that has been largely driven by commercial rather
than government demand. However, this trend is rapidly being mirrored in other sectors.



Figure 4.1: World satellite industry revenues by sector (billion)*
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The telecommunications industry has long been a driver of commercial uses of space.
The first commercial satellite was the Telstar-1, launched by NASA in July 1962 for the
telecommunications giant AT&T.’ Satellite industry revenues were first reported in 1978,
when US Industrial Outlook reported 1976 Communication Satellite Corporation operating
revenues of almost $154-million.® By 1980 it is estimated that the worldwide commercial
space sector already accounted for $2.1-billion.” Individual consumers are becoming
important stakeholders in space through their demand for telecommunications services,
particularly Direct Broadcasting Services but also their use of global satellite positioning and
commercial remote sensing images.

Today’s space telecommunications sector emerged from what were previously government-
operated bodies that were deregulated and privatized in the 1990s. For example, the
International Maritime Satellite  Organisation (Inmarsat, 1999) and International
Telecommunications Satellite Organization (Intelsat, 2001) were privatized in 1999 and
2001 respectively.® PanAmSat, New Skies, GE Americom, Loral Skynet, Eutelsat, Iridium,
EchoStar, and Globalstar were some of the prominent companies to emerge during this time.
Hughes also entered the market with DirecTV, a new satellite television broadcast system.
Major companies today include SES Global, Intelsat, Eutelsat, Telesat, and Inmarsat.’

The 2000 downturn in the technology and communications sectors affected the commercial
space sector, reducing market take-up of satellite telephony and creating overcapacity in
the launch sector. The number of commercial satellite launches dropped from a peak of
38 in 1999 to 16 in 2001, but are beginning to recover.'” The trend in the commercial
launch market has shifted away from low demand and high capacity, causing prices to rise
recently.'’ In 2006 commercial launch revenues hit their highest point since 2002, with an
increase of 20 percent over 2005, reflecting the joint trends of higher demand for launches
to Geostationary Orbit (GEO) and higher launch costs. These figures are only beginning to
reflect the rising costs to access space, however, as most launches in 2006 were ordered prior
to price increases.'” As in the satellite services industry, commercial customers represent
a growing share of launch revenues and now match government payloads." This is also a
reflection of the growing demand for telecommunication services. Of the 21 commercial
launches in 2006, 16 — the highest number since 2002 — went to GEO.* However, 2007
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was a record year for non-geostationary launches, reflecting a strong replacement market,
but not necessarily overall industry growth.

Steady growth of consumer services is also driving the ground equipment market, which
holds the second largest share of market revenues after the satellite services sector.” End-
user products for individual consumers such as HD TV, satellite radio, and navigation are
key drivers.

More satellite launches and a growing satellite services sector have a direct impact on the
commercial manufacturing industry. Although satellite manufacturers continue to suffer
from pressure to lower prices, strong demand for broadcasting, broadband, and mobile
satellite services combined with a strong replacement market to drive an increase in orders

that is projected to continue.'®

Nonetheless, revenues decreased slightly in 2007, in part
due to the launching of a higher proportion of microsatellites."” Although revenue has been
unevenly divided between government and commercial payloads, the balance is changing,
with commercial payloads accounting for almost 50 percent of revenues in 2008, compared

with 25 percent in 2006."

The shape of the commercial space industry is beginning to shift as it becomes more global.
Once dominated by the US, Europe, and Russia, other countries, in particular India and
China, are getting involved. India is reportedly positioning itself to compete for a portion
of the commercial launch service market by offering lower-cost launches.” India also
intends to compete in the satellite manufacturing industry.?® It has a strong presence in the
commercial remote sensing industry, claiming to have captured 20 percent of data sales in
2007.%" For the first time in 2007, China both manufactured and launched a satellite for
another country, Nigeria’s Nigcomsat-1.? Developing countries are the prime focus of these
efforts.”> Moreover, because it uses no US components, China is marketing its manufactured
satellites as ITAR-free, reportedly at prices below industry standard.?

2008 Developments

Continued industry growth driven by consumer services and a strong satellite replacement market
There was a significant increase in commercial launches in 2008, with a rebound to numbers
not seen since before the downturn in the industry in 2001. Of 69 launches in 2008, 28
were commercially competed. Although Russia continued to lead the industry in number
of commercial launches, its market share decreased to 39 percent and Europe, with 19
percent of the market, earned an estimated $700-million in revenue compared to Russia’s
$581-million.” Revenues have increased steadily since 2004, doubling from approximately
$1-billion in 2004 to $2-billion per year in 2008.%



Figure 4.2: Commercial launches in 2008 by vehicle”
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The 28 commercial launches carried a total of 46 payloads, of which 35 provide commercial
services.”® Telecommunications continued to dominate the commercial satellite industry,
with 34 payloads launched in 2008. However, while numbers alone might indicate
expansion of the commercial space sector, many of the satellites launched were replacements
for ageing spacecraft, particularly in non-geostationary orbit, for which launches have risen
significantly.”’

Figure 4.3: Commercial satellites launched in 2008*°
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* Commercial satellites defined as those operated by commercial actors or providing commercial services as primary function

Nonetheless, the high number of commercial launches in 2008 is indicative of the overall
health of the industry, which is being driven by strong demand for consumer-oriented
products and services.’’ Revenues for satellite services and ground equipment increased
by 16 percent and 34 percent respectively, both of which were dominated by consumer
products, in particular satellite television and GPS equipment.*

The breakdown of manufacturers of spacecraft launched in 2008 reflects growing competition
in the industry, which is no longer dominated by the US — its share of satellites launched in
2008 dropped to 29 percent from 41 percent in 2007.%% However, private US firms continue
to earn up to 75 percent of corporate space revenue, in significant part due to the size of the
US military space sector.*
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Figure 4.4: Manufacturers of commercial spacecraft launched in 2008%
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2008 Developments

Growing international competition from China, India, and Japan

In January 2008 India launched Israel’s military Earth observation satellite Tecsar using its
Polar Satellite Launch Vehicle (PSLV).*¢ Although not commercially competed, this was
India’s second launch for a foreign client. India is reportedly positioning itself to compete
for a portion of the commercial launch service market by offering launches, which it claims

37 India also

cost “60 to 70 percent of what is charged by other international space agencies.
intends to compete in the satellite manufacturing industry.*® Marking another milestone for
the country’s commercial interests, the Indian Space Research Organisation (ISRO) built
Eutelsat’s W2M communications satellite as part of a joint venture with prime contractor
EADS Astrium. It was launched by Arianespace on 20 December 2008* but failed in orbit.
ISRO has another contract through EADS to build a satellite for Avanti Screen Media.®’ In
a 2008 study of space competitiveness by the Futron Corporation, India ranked fifth out of

10, just behind China.”!

China continues to expand its business of launching satellites for foreign countries,
including Venezuela’s Venesat-1 communications satellite, which China manufactured and
launched in October 2008.#? A similar satellite built and launched for Nigeria in 2007
(NigComSat-1) failed in orbit in October 2008 after a power failure.*> China also aims
to compete as a low-cost launcher in the global space industry, but has not yet been able
to break into the commercial market.* However, in April 2008 reports emerged that the
European commercial satellite operator Eutelsat had purchased insurance to enable it to use
Chinese launchers in the future. A Chinese launch of a communications satellite reportedly
costs roughly $50-million, or about half the cost of US or European launches.” Some of
China’s non-competed commercial launches are for so-called “ITAR-free” satellites, which
do not use US components to avoid US export controls. One such launch includes the
Thales Alenia Space-built Chinasat-9, launched on 9 June 2008.% China’s highest ranking
economic body has approved plans for a multi-billion-dollar commercial satellite research
city. This move is interpreted by Western analysts as a long-term commitment to commercial
satellite business.?’

Finally, Mitsubishi Heavy Industries, which makes and markets Japan’s H-2A heavy launcher,
is taking steps to compete in the commercial satellite launch market. Historically Japan’s
launchers have cost too much for the commercial market, but it reportedly slashed costs in



2008 in line with international rivals and is negotiating deals with US and South Korean
telecommunications firms for 2009 launches.*® South Koreas KOMPSat-3 remote sensing
satellite will be launched in 2009 along with the JAXA’a GCom satellite, reducing the cost.??

It should be noted, however, that the relative strengths of different currencies and Purchasing
Power Parities factor into the competitiveness of different national space sectors, including
satellite manufacturing and launch.

2008 Developments

Growth opportunities for small, low-cost satellites may expand access to space

While the satellite industry has traditionally been underpinned by large, high-capability
spacecraft, a second path being developed is the manufacture and launch of small satellites.*
Small satellites are being used more in space because they reduce both manufacturing and
launch costs and are capable of providing a growing number of functions. Several countries
are investing in this second market as a source of future growth. India intends to have a
significant presence in the small satellite market and to that end has established a special
team within ISRO.>' In 2008 India signed an agreement with France to conduct joint
research and development activities on small satellites.? ISRO will launch two such satellites,
YouthSat (with one payload by students of Moscow University) and SARAL (with a French
payload), in 2009 and 2010.> Similarly, the Russian Federal Space Agency is partnering
with the Russian technology company Rosnanotech to promote nanotechnology in its space
industry in order to enter other international markets and to remain competitive with both
India and China in this field.”* NASA also announced plans in 2008 to “develop a new
economy in space” by developing nanosatellites capable of powering telecommunications
and networks in space.

A 2008 report by the Futron Corporation identified the sectors in which the low-cost satellites
would be most useful for commercial operators, including a range of communications and
remote sensing functions. But it cautioned that ongoing obstacles include a lack of awareness
of small satellites, risk, and the current limited availability of low-cost launchers. ¢

2008 Space Security Impact

Although the strong commercial launch industry in 2008 was in part due to the ongoing
replacement of satellites, continued growth is also seen in satellite services and ground
equipment revenues, driven by consumer-oriented products. Ongoing growth of the
industry suggests that there is overall confidence in the security of space and the ability of
both companies and consumers to continue to rely on space resources. Further, individual
consumers continue to become more significant stakeholders in space. Growing competition
in the commercial launch market may contribute to space security by providing greater
access to outer space, although tensions may arise if future demand for space resources such
as orbital slots and radio frequencies exceeds supply. Currently, however, the positive gains
in the sector’s value and ubiquity outweigh the greater friction with respect to supply and
demand.
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Trend 4.2: Commercial sector supporting increased access
to space

Space launches

A commercial launch is defined as one in which at least one satellite payload’s launch was
contracted internationally, so that, in principle, a launch opportunity was available to any
capable launch services provider.”” Russian, European, and American companies remain
world leaders in the commercial launch sector, with Russia launching the most satellites
annually, both commercial and in total, but Europe garnering higher revenues.”® Generally,
launch revenues are attributed to the country in which the primary vehicle manufacturer is
based, except in the case of Sea Launch, which is designated as “multinational.”>

Commercial space access grew significantly in the 1980s. At that time, NASA viewed its
provision of commercial launches more as a means to offset operating expenses than as a
viable commercial venture. European and Russian companies chose to pursue commercial
launches via standard rocket technology, which allowed them to undercut US competitors
during the period when the US was only offering launches through its Space Shuttle

Increasing demand for launch services and the ban of commercial payloads on the Space
Shuttle following the 1986 Challenger Shuttle disaster encouraged further commercial
launch competition. The Ariane launcher, developed by the French in the 1980s, captured
over 50 percent of the commercial launch market during the period 1988-1997.% The
Chinese Long March and the Russian Proton rocket entered the market in the early and mid-
1990s. The Long March was later pressured out of the commercial market due to “reliability
and export control issues.”®! However, China has opened the possibility of reentering the
commercial spaceflight market.®> Today Ariane, Proton, and Zenit rockets dominate the
commercial launch market.

Figure 4.5: Worldwide commercial orbital launch trends®
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Japanese commercial efforts have suffered from technical difficulties and its H-2 launch
vehicle was shelved in 1999 after flight failures.* Although the H-2 was revived in 2005,
Japan lags behind Russia, Europe, the US, and China in global launches.®> In May 1999
India’s Augmented Polar Satellite Launch Vehicle performed the country’s first Low Earth

Orbit (LEO) commercial launch, placing German and South Korean satellites in orbit.*



Today’s top commercial launch providers include Boeing Launch Services and Lockheed
Martin Commercial Launch Services (vehicles procured through United Launch Alliance)
and Orbital Sciences Corporation in the US; Arianespace in Europe; ISC Kosmotras, Polyot
(with partners), and ZAO Puskovie Uslugi in Russia; Antrix in India; China Great Wall
Industry Corporation in China; and international consortia Sea Launch, International
Launch Service (ILS), Eurockot Launch Services GmbH, and Starsem. Sea Launch,
comprised of Boeing (US), Aker Kvaerner (Norway), RSC-Energiya (Russia), and SDO
Yuzhnoye/PO Yuzhmash (Ukraine), launches from a mobile sea-based platform located on
the equator in the Pacific Ocean. ILS was established as a partnership between Khrunichev
State Research and Production Space Center (Russia), Lockheed Martin Commercial
Launch Services (US), and RSC-Energiya (Russia). In 2006 Lockheed sold its share to US
Space Transport Inc. Eurockot is a joint venture between EADS Space Transportation and
Khrunichev, while Starsem is a joint venture between the Russian Federal Space Agency,
TsSKB-Progress, EADS Space Transportation, and Arianespace. New commercial launch
vehicle builders such as Space Exploration Technologies (SpaceX) are seeking to compete by
providing cheaper, reusable launch vehicle designs.

In addition to a proliferation of rocket designs, the launch sector has also seen innovations
in launch techniques. For example, since the early 1990s companies such as the UK’s Surrey
Satellite Technology Ltd. have used piggyback launches — a small satellite is attached to a
larger one to avoid costs for a dedicated launch. It is now also common to use dedicated
launches to deploy clusters of smaller satellites on small launchers such as the Cosmos rocket

and India’s PSLV.

Increased competition supported a decrease in space access costs in the 1990s. Specific
launch cost data indicates that the cost to launch commercial payloads into GEO declined
by approximately 35 percent in the 1990s, from an average of about $40,000 per kilogram
t0 $26,000 per kilogram in 2000. There was no clear pricing trend for commercial payloads
going to LEO during this decade, but launches between 1995 and 2000 clustered around
$5,000 per kilogram, with significant variances.”” It should be noted that it is difficult to
compare launch costs across payloads and launch vehicles due to the number of important
differences between them and the fact that launches are negotiated project-by-project.
Moreover, the price of a launch is often not made public, especially since the increase in
competition after 2000.° Nonetheless, based on current public data it would appear that

prices have consolidated and may be rising.®

See Annex 3 for a list of global launch vehicles.

Commercial Earth imagery

Until a few years ago only a government could gain access to remote sensing imagery; today
any individual or organization with access to the Internet can use these services through
Google Maps, Google Earth, and Yahoo Maps programs.”” Currently several companies
in Canada, France, Germany, Israel, Russia, and the US are providing commercial remote
sensing imagery. The resolution of the imagery has become progressively more refined
and affordable. In addition to optical photo images, synthetic aperture radar images up
to one meter in resolution are coming on the market. A growing consumer base is driving
up revenues. One report put global expenditures on remote sensing products as high as
$7-billion in 2006.”" Security concerns have been raised, however, due to the potentially
sensitive nature of the data (see Trend 4.3).
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Commercial satellite navigation

Initially intended for military use, satellite navigation has emerged as a key civilian and
commercial service. The US government first promised international civilian use of its
planned Global Positioning System (GPS) in 1983, following the downing of Korean
Airlines Flight 007 that strayed over Soviet territory, and in 1991 pledged that it would be
freely available to the international community beginning in 1993.72 US GPS civilian signals
have dominated the commercial market, but new competition may emerge from the EU’s
Galileo system, which is specifically designed for civilian and commercial use, and Russia’s

GLONASS.” China’s regional Beidou system is also be available for commercial use.”

The commercial satellite positioning industry initially focused on niche markets such
as surveying and civil aviation, but has since grown to include automotive navigation,
agricultural guidance, and construction.” The core of revenues to the commercial satellite
positioning industry is sales of ground-based equipment. Sales to commercial users first
outpaced those to military buyers in the mid-1990s.”® The commercial GPS market
continues to grow with the introduction of new receivers that integrate the GPS function
into other devices such as cell phones.”” Global revenue from the sale of GPS equipment is
estimated at $56.19-billion for 2007.7

Commercial space transportation

An embryonic private spaceflight industry continues to emerge, seeking to capitalize on new
concepts for advanced, reliable, reusable, and relatively affordable technologies for launch
to near-space and low Earth orbit. In early December 2004 the US Congress passed into
law the “Commercial Space Launch Amendments Act of 2004.” Intended to “promote the
development of the emerging commercial human space flight industry,” the Act establishes
the authority of the Federal Aviation Administration (FAA) over suborbital space tourism
in the US, allowing it to issue permits to private spacecraft operators to send customers into
space.”” In 2006 the ESA announced the “Survey of European Privately-funded Vehicles
for Commercial Human Spaceflight” to support the emergence of a European commercial
space transportation industry.®

The market for commercial space transportation remains small but has attracted a great
deal of interest. By the end of 2008 six private citizens had purchased and flown on orbital
spaceflights through Space Adventures, which sells seats on the Russian Soyuz.®' Prices for
this opportunity are increasing, with Charles Simonyi paying $25-million for his trip in
2007 and $35-million for a second trip scheduled for 2009.%* In June 2004 SpaceShipOne,
developed by US Scaled Composites, became the first private manned spacecraft, but only
conducts suborbital flights.*® This market is also generating commercial investment in space
infrastructure. For example, Bigelow Aerospace is building a privately owned, inflatable in-
space platform that could be capable of supporting a three-person crew by 2010. Bigelow
projects that user crews would primarily consist of industry workers, although some tourist
use could occur.® While the industry continues to face challenges — including a lack of
international legal safety standards, high launch costs, and export regulations®® — important
liability standards are beginning to emerge. In 2006 the FAA released final rules governing
private human spaceflight requirements for crew and participants.®® Final rules were also
issued for FAA launch vehicle safety approvals.?”

Insurance
Insurance affects both the cost and risk of access to space. Insurance rates also influence the

ease with which start-up companies and new technologies can enter the market:*® Although



governments play an important role in the insurance sector insofar as they generally maintain
a certain level of indemnification for commercial launchers, the commercial sector assumes
most of the insurance burden. There are two types of coverage: launch insurance, which
typically includes the first year in orbit, and on-orbit insurance for subsequent years. Most
risk is associated with launch and the first year in orbit. When covering launches, insurance
underwriters and brokers discriminate among launch vehicles and satellite design so that the
most reliable designs subsidize the insurance costs of the less reliable hardware.®” Following
a decade of tumultuous rates due to tight supply of insurance and a series of industry losses,
many companies abandoned insurance altogether, but recently there has been a softening of
the launch insurance market.” The approximate premium for each of the vehicles in early
2008 was: Ariane-5, 6.5 percent (of the launch cost); Atlas-5, 6.6 percent; Sea Launch, 7.5
percent; Chinese Long March, 7.9 percent; and Proton, 10.3 percent.” Terms have become
more restricted though. Insurers do not generally quote premiums more than 12 months
prior to a scheduled launch and in-orbit rates are usually limited to one-year terms and often
do not cover events such as terrorism or “Acts of God.”** It is possible that insurance costs
may go higher in the future, owing to the risk caused by the significant increase in space

debris in recent years.”

The market for in-orbit insurance has also been tumultuous, but operators have had more
flexibility in dealing with it. Like launch insurance, rates skyrocketed in the early 2000s and
terms tightened, leading many companies to discontinue insurance and instead self-insure
through the production of satellite backups.”*

With the advent of space tourism, the space insurance industry may expand to cover human
spaceflight. In the US, the FAA requires commercial human spacecraft operators to purchase
third-party liability insurance, although additional coverage is optional. Each of the first

two space tourists purchased policies for training, transportation, and time spent in space.”

2008 Developments

New launchers entering the market increase capacity, but no indication of significant cost reductions

In addition to the growing competition in the launch market offered by India, China,
and Japan (see Trend 4.2), the development of new launch vehicles is increasing options
for accessing space. The long-anticipated Falcon-1 small launcher by SpaceX had its first
successful launch on 28 September 2008, following three failures. The Falcon-1 is the first
privately developed liquid fuel rocket to place an object in Earth orbit.” The next mission
will carry Malaysia’s RazakSat remote sensing satellite in 2009. Three other launches in 2009
and as many as five launches in 2010 are planned for Falcon-1. Starting in 2010, a new
version, le, will be available, with a heavier lift capability of 1010 kilograms.”” SpaceX’s heavy
launcher, the Falcon-9, underwent preparations in 2008, following a delay of its first test
launch to 2009.”® The company claims that Falcon-1 provides the lowest cost/flight of any
launcher, and Falcon-9 will provide the lowest cost/weight access to space,” but reliability
is likely to remain a concern of prospective clients. Reflecting growing competition in the
market, United Launch Alliance announced in 2008 that it would restructure the Delta-2

program to increase cost competitiveness.'*

Commercial operator Sea Launch returned to flight in 2008 following the 30 January
2007 explosion of its Zenit-3SL rocket.'”" On 15 January 2008 Sea Launch placed the
commercial communications Thuraya-3 satellite into orbit,'”® and on 28 April 2008 its
affiliated company Land Launch conducted its first successful launch of the Israeli Amos-3
telecommunications satellite.'® Like Sea Launch, Land Launch uses the Ukrainian rocket
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Zenit-3SL, but operates from Russia’s Baikonur Cosmodrome in Kazakhstan and can only
launch satellites that weigh no more than 3,600 kilograms. Europe’s Vega small launch
vehicle may also begin preparations as early as 2010.'%

Other new launchers are being developed, but entry into the market remains in the distant
future. Brazil signed an agreement with Russia in 2008 to develop a family of launch vehicles
based on Russia’s new Angara rocket, which will be part of Brazil’s Cruzeiro do sul (Southern
Cross) program. Brazil has allocated $1-billion for the program over the next six years and
$650-million for the construction of five launch pads.'® But untested technologies face

significant challenges, including high insurance costs and a wary clientele.'®

2008 Developments

Private human access to space slowly progressing

The role of the private sector in providing access to space for humans and cargo is governed
in the US by NASAs Commercial Orbital Transportation Services (COTS) program.
COTS is designed to spur private development of commercial spacecraft that can service the
International Space Station when the Space Shuttle is retired in 2010. After eatlier setbacks
caused when Rocketplane Kistler was dropped from the program in 2007 for failing to

197 in a second round NASA awarded contracts to Orbital Science

meet financial milestones,
Corporation for its Cygnus spacecraft design and SpaceX for its Dragon vehicle launched
from Falcon-9. Announced in 23 December 2008, the contracts include “eight flights valued
at about $1.9 billion from Orbital and 12 flights valued at about $1.6 billion from SpaceX,”
for the period 1 January 2009-31 December 2016.'%® However, these contracts are being
protested by PlanetSpace, a losing bidder; NASA might have to restart the procurement

process.'®”

Efforts to construct a private space station also moved forward in 2008. Bigelow Acrospace’s
second inflatable module, Genesis-2, continued to orbit in 2008 while the company arranged
a deal with Lockheed Martin to use a modified Atlas-5 launcher to provide both human and
cargo transportation to the follow-on habitable module."'® The deal may signal the intent of
Lockheed Martin to enter the still nascent orbital space tourism market.

2008 Developments

Commercial operators continue to expand availability of Earth imagery

Two commercial operators provided additional remote sensing resources for the global
market in 2008. GeoEye-1 is the world’s highest-resolution commercial remote sensing
satellite (41 centimeters) and is licensed to sell its imagery commercially at a resolution

as high as 50 centimeters;'"! 12

they are also available via the Google online mapping site.
Germany’s RapidEye launched a constellation of five satellites on 29 August 2008 and
can provide daily images of any point on Earth at 6.5-meters in resolution (see Trend 4.3
below for additional details).'”® Global revenues for commercial Earth imaging data was
estimated at $735-million in 2007, having grown 15 percent over the last five years.!"*
Both civil and military branches of governments are the primary market for commercial
remote sensing data, representing over 80 percent of the total market. However, use by
individual consumers is increasing, with GoogleEarth reporting over 300 million registered
users. In 2008, organizations such as Human Rights Watch and Amnesty International
were able to monitor activities in regions such as Darfur and Georgia, and images revealed
potential weapons buildups in parts of Sri Lanka controlled by the Liberation Tigers of



Tamil Eelam, and in Iran and China.'”® On the other hand, sites such as Google Earth have
been accused of aiding terrorism, most recently the November 2008 attacks on Mumbai,
India."¢ Consequently, government efforts to restrict access to data are ongoing (see Trend

4.3).

Figure 4.6: Commercially operated remote sensing satellites*

Operator System Current Satellites Type Highest Resolution
(meters)
ImageSat International EROS EROS A Optical 15
EROS B 0.7
GeoEye IKONOS IKONOS-2 Optical 0.8
OrbView OrbView-2 Optical 1,000
GeoEye GeoEye-1 Optical 0.4
DigitalGlobe Quickbird QuickBird-2 Optical 0.6
WorldView WorldView-1 Optical 0.5
MDA Radarsat Radarsat-1 Radar 8
Radarsat-2 Radar 3
Spot Image Spot SPOT 2 Optical 10
SPOT 4 Optical 10
SPOT S Optical 25
DMC International Imaing | Disaster Monitoring AISAT-1 (Algeria) Optical 32
Constellation NigeriaSAT-1 (Nigeria) Optical 32
UK-DMC (United Kingdom) Optical 32
Beijing-1 (China) Optical 4
Infoterra GmbH TerraSar TerraSar-X Radar 1
RapidEye RapidEye RapidEye-1 Optical 6
RapidEye-2 Optical 6
RapidEye-3 Optical 6
RapidEye-4 Optical 6
RapidEye-5 Optical 6

*Note that some government-operated spacecraft also provide imagery data for the global market

2008 Space Security Impact

Sustained competition in commercial space launch may slightly reduce the cost of access
to space in the near future, but in the absence of revolutionized technologies, there is not
likely to be a significant impact on space access. Moreover, while efforts are being made to
support private human access to space, such access may cause challenges to space security,
both in terms of the sustainability of the space environment as well as the applicability
of international laws, such as the Astronaut Rescue Agreement (see Laws, Policies, and
Doctrines Trend 2.1). Finally, while the space industry is facilitating greater use of space
applications, in particular remote sensing data, there are legitimate fears about the security
implications on Earth of widely available imaging data.
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Trend 4.3: Government’s dependency on the commercial
space sector means that subsidies and national
security concerns continue to play an important role

Government support

Governments have played an integral role in the development of the commercial space
sector. Many spacefaring states consider their space systems an extension of national critical
infrastructure, and a growing number view their space systems as critical to national security.
Full state ownership of space systems has now given way to a mixed system in which many
commercial space actors receive significant government and military contracts and a variety
of subsidies. Certain sectors, such as remote sensing or commercial launch industries,
rely more heavily on government clients, while the satellite communications industry is
commercially sustainable without government contracts. On the other hand, due to the
security concerns associated with commercial space technologies, governments also play
an active role in the sector through regulation, including export controls and controls on
certain applications, such as Earth imaging.

A report commissioned by the FAA indicates that the success of the US commercial
launch industry is viewed as “beneficial to national interests.”''” Indeed, the US Space
Launch Cost Reduction Act of 1998 established a low-interest loan program to support
the development of reusable vehicles.!® In 2002 the US Air Force requested $1-billion in
subsidies for development of Lockheed Martin’s Atlas-5 and Boeing’s Delta-4 vehicles as part
of the Evolved Expendable Launch Vehicle (EELV) program.'® To maintain the financial
feasibility of the program, the 2005 Space Transportation Policy requires the Department
of Defense (DOD) to pay the fixed costs to support both companies (since merged into
the United Launch Alliance) until the end of the decade rather than forcing price-driven
competition.'” Similarly, the 2003 US Commercial Remote Sensing Space Policy directs
the US government to “rely to the maximum practical extent on U.S. commercial remote
sensing space capabilities for filling imagery and geospatial needs for military, intelligence,
foreign policy, homeland security, and civil users” to “advance and protect U.S. national
security and foreign policy interests by maintaining the nation’s leadership in remote sensing

space activities, and by sustaining and enhancing the US remote sensing industry.”'*!

The European Guaranteed Access to Space Program adopted in 2003 requires that ESA
underwrite the development costs of the Ariane-5, ensuring its competitiveness in the
international launch market.' The program explicitly recognizes a competitive European
launch industry as a strategic asset and is designed to ensure sustained government funding
for launcher design and development, infrastructure maintenance, and upkeep.’?® The
2007 European Space Policy “emphasises the vital importance for Europe to maintain an
independent, reliable and cost-effective access to space at affordable conditions...bearing
in mind that a critical mass of launcher activities is a precondition for the viability of this

sector.” 1%

Russia’s commercial space sector maintains a close relationship with its government,
receiving contracts and subsidies for the development of the Angara launcher and launch

site maintenance.'?

China’s space industry is indistinguishable from its government,
with public and private institutions closely intertwined.'* The industries responsible for
supporting China’s space program fall under the auspices of the China Aerospace Science

and Technology Corporation (CASC), which is directly linked to the government.

In many instances, governments are partnering with the private sector to subsidize the
commercial development of systems also intended to meet national needs. For example,



the US National Geospatial-Intelligence Agency’s (NGA) NextView program subsidizes
commercial remote sensing to meet military needs for high-resolution images, which are then
for sale commercially at a lower resolution.'”” Similarly, the commercial Radarsat-2 satellite
was largely paid for by the Canadian Space Agency, which pre-purchased $445-million in

data, which is also sold commercially'?®

in an arrangement similar to that for Germany’s
TerrSar-X remote sensing satellite.”” Remote sensing is not the only instance of such
partnering. The UK’s Skynet-5 secure military communications satellite is operated by a

130 However, partnering with the commercial

private company, which sells its excess capacity.
sector involves risks to the government. In 2007, after a five-year delay due largely to
bureaucratic obstacles and the failure of a public-private consortium to develop the Galileo
satellite navigation system, the European Commission abandoned its partnership with the
public sector on the project.”®' And in 2008, the Canadian government intervened to block
the sale of MacDonald, Detwiler and Associates, maker of the Radarsat-2 satellite, to a US

firm to protect national interests.'*

Export controls

National security concerns continue to play an important role in the commercial space
industry, particularly through export controls. Trade restrictions aim to strike a balance
between commercial development and the proliferation of sensitive technologies that could
pose security threats, but achieving that balance is not easy, particularly in an industry
characterized by dual-use technology. Space launchers and intercontinental ballistic missiles
use almost identical technology, and many civil and commercial satellites contain advanced
capabilities with potential military applications. Dual-use concerns have led states to develop
national and international export control regimes aimed at preventing proliferation. The
regime most pertinent to commercial space security considerations is the Missile Technology
Control Regime (MTCR).

The MTCR, formed in 1987, is composed of 34 member states secking to prevent the
further proliferation of capabilities to deliver weapons of mass destruction by collaborating
on a voluntary basis to coordinate the development and implementation of common export
policy guidelines.’® However, export practices differ among members. Although the US
“Iran Nonproliferation Act” of 2000 limited the transfer of ballistic missile technology
to Iran, for example, Russia is still willing to provide such technology under its Federal
Law on Export Control.'* Most states control the export of space-related goods through
military and weapons of mass destruction export control laws, such as the Export Control
List in Canada, the Council Regulations (EC) 2432/2001 in the EU, Regulations of the
People’s Republic of China on Export Control of Missiles and Missile-related Items and
Technologies, and the WMD Act in India.’®

From the late 1980s to late 1990s, the US had agreements with China, Russia, and Ukraine
to enable the launch from foreign sites of US satellites and satellites carrying American
components. However, in 1998 a US investigation into several successive Chinese launch
failures led to allegations about the transfer of sensitive US technology to China by aerospace
companies Hughes and Loral. Concerns sparked the transfer of jurisdiction over satellite
export licensing from the Commerce Department’s Commerce Control List to the State
Department’s US Munitions List (USML) in 1999.% In effect the new legislation treated
satellite sales the same as weapons sales, making international collaborations more heavily

regulated, expensive, and time consuming.

Exports of USML items are licensed under the International Traffic in Arms Regulations
(ITAR) regime, which adds several additional reporting and licensing requirements for US

97



Space Security

98

satellite manufacturers. A recent US Government report noted that, in total, it now takes
“nine to 20 months on average to gain approval for a satellite export and notify Congress.”*%
A subsequent study of the market conditions for US satellite manufacturers argued that
“nearly every potential international buyer of satellites in 2002... indicated that the US

”138 Tndustries

export control system is a competitive disadvantage for US manufacturers.
are maneuvering around ITAR restrictions by purchasing ITAR-free satellites and launch
services. China was able to launch the Chinasat 6B telecommunications satellite, built by
Thales Alenia Space, in its Long March launcher because the satellite was built without US
components. Thales Alenia Space is the only western company that has developed a product

line deliberately designed to avoid US trade restrictions on its satellite components.'

Finally, because certain commercial satellite imagery can serve military purposes, a number
of states have implemented regulations on the sector. The 2003 US Commercial Remote
Sensing Policy sets up a two-tiered licensing regime that limits the sale of sensitive imagery.'*’
In 2001 the French Ministry of Defense prohibited open sales of commercial Spot Image
satellite imagery of Afghanistan.'*! Indian laws require the ‘scrubbing’ of commercial satellite
images of sensitive Indian sites.!> Canada has recently passed a regulatory regime that will
give the Canadian government “shutter control” over the collection and dissemination of
commercial satellite imagery due to national security or foreign policy concerns, and priority
access in response to possible future major security crises.'”® Analysts note, however, that
competition among increasing numbers of commercial satellite imagery providers may
eventually make shutter control prohibitively expensive.'%

Commercial space systems as critical infrastructure

Space systems, including commercial systems, are viewed by some states as critical national
infrastructure and strategic assets. During the overcapacity of the 1990s, the US military
began employing commercial satellite systems for non-sensitive communications and
imagery applications. During Operation Enduring Freedom in Afghanistan in 2001 the
US military used 700 megabytes per second of bandwidth, 75 percent of which was from

commercial systems.!®

The US DOD is the single largest customer for the satellite industry, although it accounts
for less than 10 percent of most large satellite operators revenues.'* By November 2003
it was estimated that the US military was spending more than $400-million each year
on commercial satellite services.'” This figure jumped to more than $1-billion a year for

8 “DoD estimates that commercial

commercial broadband satellite services alone by 2006.'
satellite systems are providing over 80 percent of the satellite bandwidth supporting
Operation Iraqi Freedom.”'# In recognition of this new reality, DOD is studying different
acquisition methods to facilitate satellite service procurement.”® The aim is to provide a

more strategic, long-term partnership between DOD and its commercial providers.

This growing dependence upon commercial services prompted a December 2003 US
General Accounting Office report to recommend that the US military be more strategic in
planning for and acquiring bandwidth by, among other things, consolidating bandwidth
needs among military actors to capitalize on bulk purchases.””' A 2004 study of the US
National Security Telecommunications Advisory Committee Satellite Task Force noted
the great dependence of the national security and homeland security communities on
commercial space services. '

European states also view the space sector as a strategic asset “contributing to the
independence, security, and prosperity of Europe.”*®> And China’s 2006 White Paper on



Space Activities identifies the development of an independent space industry as a key

component to its goals for outer space.'

Governance

While governments and industry have long worked together to develop and control the
commercial space sector, there is evidence that they may also start working together to
provide better governance in outer space. Few rules govern security and safety in outer space,
but following the Chinese intercept of one of its own satellites in 2007, Dave McGlade, CEO
of Intelsat, added his voice to those of several governments in calling for a code of conduct
or rules of the road to provide norms and guidelines on space activities.'>> The importance of
the private sector in space safety and governance issues has also been highlighted by the US
government. Under a program called the Commercial and Foreign Entitites (CFE) program,
the US DOD is attempting to align government and industry resources to address growing
space security challenges and to increase space situational awareness.'””® The program is

intended to enhance safety, reduce risk, and contribute to the sustainable use of key orbits.'”

2008 Developments

Military dependence on commercial satellite services continues to expand, deepen

Military users, particularly in the US, continue to depend on commercial space services, and
in many respects subsidize the industry. Joseph Rouge, Director of the National Security
Space Office, specified in June 2008 that 80 percent of US defense satellite communications

138 this is 2.3 percent of

with fixed ground stations are provided by commercial operators;
global commercial capacity.” Rouge stated, “We now expect to use commercial satellite
capacity indefinitely. This is very different from the past.... Last year, we invited the industry
in and asked them to outline the services they could provide. Now that we realize everything
they can do, we have incorporated their capabilities into our strategy.”'® Moreover, strong
demand is likely to continue as key capability replacements face delays (see Space Support

for Terrestrial Military Operations).'!

Demand from other countries is also growing, particularly those in Europe. Currently
only five percent of European military communications are provided commercially, but it
is anticipated that this figure could grow to 20 percent in the near future. The European
Defence Agency has created a special group to bring together satellite communications
requirements of the various European defense forces to coordinate purchases of commercial
capacity.'®?

Militaries are also one of the most significant purchasers of commercial satellite remote
sensing imagery. In 2008 the US Department of Defense bought $5-million worth of
commercial synthetic aperture radar imagery from the Canadian Radarsat system; similar
purchases from Italy, Israel, and Germany are being considered.'®® The US DOD also
committed to purchase $197-million worth of imagery over the first 18 months of operation
of GeoFEye-1 (see Trend 4.3 above).!

2008 Developments

Relationship between governments and commercial sector continues to evolve toward more

substantial partnerships

In some respects the relationship between governments and the commercial sector is shifting
away from one that is client-based toward partnership. One indication of this shift in 2008
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is the growing interest in commercially hosted payloads for military sensors. In June 2008
Americom received a three-year contract to host an experimental sensor for the US Air
Force Space and Missile Systems Center on a satellite to be launched in 2010, eliminating
the need to launch a dedicated military satellite to launch the sensor.'® This followed a
2007 contract with Intelsat General to oversee the Internet Routing In Space project and
host a payload to demonstrate the viability of the concept. Such hosting reduces costs for
the government and also provides an anchor tenant to the commercial provider.'® In this
sense, it is similar to another growing trend whereby governments directly subsidize, or pre-
purchase, the services of commercial spacecraft. Two examples in 2008 are the GeoEye-1
satellite launched on 6 September 2008 and the RapidEye constellation of five satellites
launched on 29 August 2008 (see Trend 4.2 aboe). The US National Geospatial-Intelligence
Agency provided half of the developmental costs of the GeoEye spacecraft ($502-million)
as part of its NextView program and has agreed to purchase $197-million worth of imagery
over the first 18 months and the Geman Aerospace Center (DLR) has provided RapidEye
with €15-million to support the program.'®’

2008 Developments

Ongoing dehate over how to apply trade restrictions for security purposes

The US ITAR export control process was the focus of ongoing policy debate in the US
in 2008. A report put out by the Center for Strategic and International Studies said
that the gap between the United States and its competitors on technology in the global
communication satellite market has significantly closed in the last decade due to ITAR.
The export control regime is designed to enhance US national security, but reportedly “did
not do what it intended... [and] In some cases, it had the opposite effect.” The study did
indicate that the overall financial health of the top manufacturers in the US space industry

168 In part, however, this is due to heavy dependence

was good despite foreign market losses.
on the US military.'® The report recommends that commercial satellites, weather satellites,
and satellite subsystems be removed from the US Munitions List. Similarly, April 2008
testimony by the US Government Accountability Office stated that export controls have
not been properly coordinated or updated to ensure adequate protection of US interests,
creating vulnerabilities.”® There are indications that newly elected President Barack Obama
will take steps to modify the implementation of the regime.'”! An effort to initiate changes in
ITAR has been undertaken by Bigelow Aerospace, which has petitioned the US government
for a change in the export licensing jurisdiction for the inflatable module technology that is

the basis of its commercial space habitat.'”

Implementation of trade restrictions remained an issue in 2008. A former Boeing engineer
was charged with providing trade secrets to China, including technologies for a phased array
communication antenna for the Space Shuttle and a cryogenic fueling system used on the
Delta-4 launcher.'”? China denied the allegations.!”* Although the concern is that China will
use the information for military technologies, some argue that none of the data is critical or
sensitive.””” China is a major spacefaring nation, however, and many companies are eager
to do business there. Thales Alenia Space has built satellites without US components so
that they can be exported to and launched by China, and has also used this arrangement to
compete for international satellite deals, winning one from Indonesia. In response, Space
Sytems/Loral petitioned the US government in 2008 to block Thales Alenia Space from
offering China’s Long March rocket as a launcher in commercial competitions. At a price
“two-thirds” that of competing launch vehicles, it is argued that this arrangement gives
Thales Alenia a competitive advantage.””® Other companies that are making efforts to do



business with China include Eutelsat, which may launch a satellite via China; this satellite
was built without any US components at an additional cost of $32-million."””

2008 Developments

Commercial operators engage in space governance

Space is becoming more crowded and the number of independent operators is increasing,
making safe operations more difficult without access to shared orbital data. Several efforts
involving the commercial space sector in 2008 seck to address this challenge. One effort,
led by the US DOD, which currently operates the Commercial and Foreign Entities (CFE)
program to share specific orbital data with others, is a “Neighborhood Watch” network that
would create a new plan to share data among the US government, companies, and allies.
In another instance, some of the major satellite companies have joined together to examine
a new concept for data sharing known as the “data center,” which would create a shared
repository of orbital data from both operators and the CFE. A group headed by Gerard
Brachet, formerly the Chairman of the UN Committee on the Peaceful Uses of Outer Space,
is considering a global database that would include data from countries in addition to the
US and industry, as part of an effort to define future cooperative measures for the long-term
sustainability of space (see Laws, Policies, and Doctrines Trend 2.2).'78

2008 Space Security Impact

The strong relationship between military and commercial uses of space and the security
dimensions of many commercial services have complex impacts on space security. On the
one hand, multiple-use spacecraft could become military targets in the future, resulting in
an overall decrease in security. Alternatively, the proliferation of dual-use assets in space
could make a military attack less useful and, therefore, less likely. This could increase overall
space security. The focus of the year has been a constant discussion on changes that ought
to be brought about in ITAR to increase the commercial competitiveness of the US satellite
and launch industries, specifically in the light of the ITAR-free satellites manufactured by
Europe for the Chinese market.
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Space Support for Terrestrial Military Operations

This chapter assesses trends and developments in the research, development, testing, and
deployment of space systems that are used to support terrestrial military operations. This
includes early warning; communications; intelligence, surveillance, and reconnaissance;
meteorology; as well as navigation and weapons guidance applications. Estimated at
$29-billion, almost half of all global spending on space is for defense-related programs.
Although the US spends 95 percent of this amount, spending on military space programs is
increasing around the world.’

Extensive military space systems were developed by the US and the USSR during the Cold
War. Satellites offered an ideal vantage point from which to monitor the Earth to provide
strategic warning of signs of nuclear attack, such as the launch plume of a ballistic missile
or the light signature of a nuclear detonation. Satellites also offered the first credible means
for arms control verification, leading US President John E Kennedy to realize that fears of
a missile gap between the US and the Soviet Union were greatly overstated. The space age
opened new chapters in the development of reconnaissance, surveillance, and intelligence
collection capabilities through the use of satellite imagery and space-based electronic
intelligence collection. In addition, satellite communications provided extraordinary new
capabilities for real-time command and control of military forces deployed throughout the
world.

By the end of the Cold War the US and USSR had begun to develop satellite navigation
systems that provided increasingly accurate geographical positioning information. Building
upon the capabilities of its Global Positioning System (GPS), the US began to expand the role
of military space systems, integrating them into virtually all aspects of military operations,
from providing indirect strategic support to military forces to enabling the application of
military force in near-real-time tactical operations through precision weapons guidance.
The development of radar satellites offered the potential to detect opposition forces on the

ground in all weather at all times.

At present the US leads in the deployment of dedicated space systems to support military
operations, accounting for over half of all military satellites. Russia maintains the second
largest number of dedicated military satellites. Together, these two actors dwarf the military
space capabilities of all other states, although this situation is changing. The US and USSR/
Russia have launched more than 3,000 military satellites, while the rest of the world has
launched under 100. At the end of 2008 there were over 150 operational dedicated military

satellites worldwide, with the US operating approximately 76, and Russia approximately
36.

This chapter identifies the development of the military space capabilities of the US and
Russia as a distinct space security trend. It also examines the efforts of a growing number of
other states that have begun to develop national space systems to support military operations
and their rapidly expanding capabilities, primarily in the areas of imagery intelligence and
communications. Many of these systems are dual-use, meaning that they also support
civilian applications. This section does not examine military programs pertaining to space
systems protection or negation, or space-based strike capabilities, which are described in
their respective chapters.

Space Security Impact
Over half of all space systems to date have been developed to support terrestrial military
operations, making the military space sector an important driver behind the advancement



of capabilities to access and use space. In addition to encouraging an increasing number of
actors to access space, the military sector has played a key role in bringing down the cost of
space access, and many of today’s common space applications such as remote sensing and
navigation were first developed for military use. The increased use of space has also led to
greater competition for scarce space resources such as orbital slots and, in particular, radio
frequency spectrum allocations. While disputes over these scarce resources also affect the
civil and commercial space sectors, they become more acute in the military sector, where
they are associated with national security.

Space assets play an important strategic and, increasingly, tactical role in the terrestrial
military operations of certain states. In most cases, space systems have augmented the
military capabilities of advanced states by enhancing battlefield awareness, including, as
mentioned above, precise navigation and targeting support, early warning of missile launch,
and real-time communications. Furthermore, remote sensing satellites have served as a
national technical means of verification of international nonproliferation, arms control,
and disarmament regimes. These uses have driven an increasing dependence on space,
particularly by the major spacefaring states.

An increasing number of state actors are integrating space capabilities and space-derived
information into their day-to-day military planning. This can have a positive effect on
space security by increasing the collective vested interest in space security through mutual
vulnerability. The use of space to support terrestrial military operations can also have a
negative impact on space security if potential adversaries, viewing space as a new source
of military threat or as critical military infrastructure, develop space system negation
capabilities to neutralize the advantages of those systems.

Because the space systems that support military operations are seen as vulnerable, actors
acquire greater incentives to protect them by developing space system protection and
negation capabilities, which may lead to an arms escalation dynamic. Moreover, many of the
space systems used for military purposes today are integrated with civilian and commercial
uses, thus raising the potential of extensive collateral damage if they are targeted during
warfare.

Concern has been expressed that extensive use of space in support of terrestrial military
operations blurs the notion of “peaceful purposes” as enshrined in the Outer Space Treaty,
but state practice over the past 40 years has generally accepted these applications as peaceful
insofar as they are not aggressive in space (see Space Laws, Policies, and Doctrines Trend
2.1). Space has been militarized since the first satellite, Sputnik, was placed into orbit. Of
concern here is not whether militaries should use space, but rather how the use of space by
militaries improves or degrades the security of space.

Figure 5.1: Dedicated military spacecraft launched in 2008 by application®
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Trend 5.1: US and Russia continue to lead in deploying military
space systems

During the Cold War, the US and USSR developed military space capabilities at a relatively
equal pace. The collapse of the USSR, however, saw a massive drop in Russian military
space spending while the US expanded its military space capabilities. There has been a
general decrease in the number of military launches by both states in recent years. However,
American and Russian dependence on military space systems appears to be increasing. While
new systems are being orbited at a slower rate, they have greater capabilities and longevity
and are more integrated with the military. Commercial systems are also playing a rapidly
growing military support role. Figures 5.3 and 5.4 provide an overview of US and Russian
military satellites launches since 1957.

United States

The US has dominated the military space arena since the end of the Cold War, and continues
to give priority to its military and intelligence programs, which account for more than twice
the amount of spending as that allotted to civil programs.* The US currently outspends
all other states combined on military space applications. Although tracking is difficult,
it is estimated that in FY2007° the US Department of Defense allocated $25-billion to
space expenditures, which does not include money for the National Reconnaissance Office,
National Geo-Spatial Agency, or Missile Defense Agency. US military and intelligence space-
based capabilities continue to dwarf those of the rest of the world, and by all indications the
US is the actor most dependent on its space systems. While the US is currently faced with
challenges in upgrading almost all of its major military space systems, they remain robust.®

Satellite Communications

Satellite communications have been described by one expert as “the single most important
military space capability.”” The Military Satellite' Communication System (Milstar) is
currently one of the most important of these systems, providing protected communications
for the US Army, Navy, and Air Force through five satellites in Geostationary Orbit (GEO).
Replacement of Milstar satellites with Advanced Extremely High Frequency (AEHF)
satellites is underway in cooperation with Canada, the UK, and the Netherlands. The US
hopes to deploy the next-generation Transformational Satellite Communications System
(TSAT) to provide protected, high-speed, internet-like information availability to the
military, including laser communications in a second stage.® Development of TSAT has
been disrupted by repeated delays and the first launch has been postponed seven times,
from 2009 to 2019.° The entire program’s procurement has been estimated to cost between

$14-billion and $25-billion by 2016.'°

The Defense Satellite Communications System (DSCS) — the workhorse of the US military’s
super-high frequency communications — is a hardened and jam-resistant constellation that
transmits high-priority command—and—control messages to battlefield commanders using
nine satellites in GEO. A planned follow-on to this system, the Advanced Wideband System,
is expected to significantly increase available bandwidth."" The Global Broadcast System
and Ultra High Frequency (UHF) follow-on satellites provide wideband and secure, anti-
jam communications, respectively. The Wideband Global SATCOM (WGS) is intended to
bridge the transition between retirement of the DSCS and full deployment of the Advanced
Wideband System constellation — the first of four satellites was launched in 2007. It is
the US military’s highest capacity communications satellite, providing more bandwidth
than the entire DSCS system, but with fewer protection capabilities.'* The US military also



maintains a polar military satellite communications system to ensure communications in

those regions.

In addition to these dedicated systems, space-based military communications use
commercial operators such as Globalstar, Iridium, Intelsat, Inmarsat, and Telstar." Increased
use of unmanned aerial vehicles (UAV) is straining both military and commercial capacity
in places such as the Middle East and secure, high-speed, high-volume data transmission is
critical to meet current and future demand.'* The cost of commercial broadband satellite
service is estimated at $1-billion a year. The US DOD will likely remain dependent on these

services in the future, even with the deployment of new systems.

Early Warning

Space-based early warning systems provide the US with critical missile warning and
tracking capabilities. The first such system, the US Missile Defense Alarm System, was first
deployed in a polar orbit in 1960. The current US Defense Support Program (DSP) early
warning satellites were first launched in the early 1970s and the final one in 2007, providing
enhanced coverage of Russia while reducing the number of necessary satellites to four.”
The US plans to replace the DSP system with the Space Based Infrared System (SBIRS) to
provide advanced surveillance capabilities for missile warning and missile defense.'® While
SBIRS is behind schedule and significantly over budget, with an estimated cost of up to
$10-billion, it appears to be on track again. The Alternative Infrared Space System, intended
to act as insurance in case of further difficulties with the SBIRS program, was redesigned in
2007 as a follow-on program, the Third Generation Infrared Surveillance (3GIRS).” The
anticipated US Space Tracking and Surveillance System (STSS) is intended to work with
SBIRS to support missile defense responses (see Space Systems Protection Trend 6.1 and
Space Systems Negation Trend 7.2).

Intelligence

The first US optical Corona satellites for imagery intelligence were launched as early as 1959,
with the Soviets following suit by 1962. These early remote sensing satellites had lifetimes
of only days and were equipped with film-based cameras. At the end of their operational
lifetimes, capsules with the exposed film were ejected from the satellite and collected, usually
from the ocean. Gradually, resolution of these cameras was improved from about 10 meters
to less than one meter. As early as 1976 the US began to fit its remote sensing satellites
with charge-coupled devices that took digital images, which could be transmitted back to
Earth via radio signal, providing near-real-time satellite imagery.’* Open source information
suggests that the US currently operates between eight and 10 imagery intelligence satellites
through two optical systems known as Crystal and Misty, and one synthetic aperture radar
system known as Lacrosse. While the exact resolution of today’s remote sensing satellites
remains classified, the Improved Crystal satellites are believed to have a resolution of up to
6 inches.” The US operates between 18 and 27 signals intelligence satellites in four separate
systems — the Naval Ocean Surveillance System, Trumpet, Mentor, and Vortex. 2°

The US is currently struggling with its next-generation capabilities for imagery intelligence.
The Future Imagery Architecture, intended to provide next-generation reconnaisance
capabilities through electro-optical and radar remote sensing, was cancelled in 2005 at a loss
of at least $4-billion in what has been called “the most spectacular and expensive failure in
the 50-year history of American spy satellite projects.””' The Misty Stealth Reconnaissance
Imaging program was also cancelled due to costs, schedule delays, and poor performance.?
The National Reconnaissance Office is now reportedly working on a new multibillion-dollar
spy satellite program called BASIC, which is also under review.”® An additional setback
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was caused by the failure of USA-193 in orbit in 2006. These events leave US military
reconnaissance capabilities largely based on outdated systems. While there is not a gap in
coverage, “the constellation is fragile.”**

The US military also uses commercial imagery services from DigitalGlobe and GeoEye (see
Commercial Space). For example, Landsat is a dual-use remote sensing imaging satellite
used by the US military for tactical planning. The Defense Meteorological Satellite Program
provides environmental data in support of military operations. There are several dual-
use civilian-military meteorology spacecraft, including the Geostationary Operational
Environmental Satellite and the Polar-orbiting Operational Environmental Satellite.”

Figure 5.2: Characteristics of key US dedicated military space systems®

Current programs ‘ Function ‘ Orbit ‘ Constellation ‘ Notes on potential follow-on systems
Defense Satellite Communications | GEO 9 Wideband Global SATCOM (2007);
Communications System Ill Advanced Wideband System (2009)
Military Satellite Communications | GEO 5 Advanced Extremely High Frequency (2008);
Communication System Transformational Satellite Communications
(Milstar) System (TSAT) (2016)
Interim Polar Satellite Communications | GEO 2 Enhanced Polar System (2014)
Program
UHF Follow-on Satellite Communications | GEO 9 Mobile User Objective System (MUOS) (2010)
Satellite Data System Communications | GEO 4
Defense Meteorological Weather LEO 5
Satellite Program
Global Positioning System | Navigation MEO 3
Defense Support Program | Early Warning GEO I Space Based Infrared System (2009);
Space Tracking and Surveillance System (2007)
N/A Tactical Warning Space Radar (2016)
(rystal Remote sensing | LEO 4
Lacrosse Remote sensing | LEO 4
Misty Remote sensing | LEO 1 Program cancelled (2007)
Naval Ocean Surveillance SIGINT LEO 17
System (NOSS)
Mentor (Advanced Orion) SIGINT GEO 4
Vortex (Mercury) SIGINT | GEO 2
Trumpet (SB-WASS) SIGINT HEO 3
Navigation

In 1964 the first navigation system was deployed for military applications by the US Navy,
and its position resolution was accurate to 100 meters. This system and others that followed
were ultimately replaced by the GPS, which was declared operational in 1993 and uses a
minimum constellation of 24 satellites orbiting at an altitude of about 20,000 kilometers.
On the battlefield GPS is used at all levels, from navigation of terrestrial equipment and
individual soldiers to target identification and precision weapons guidance. The most
recent phase of system modernization is near completion.”” GPS is also an important civil
and commercial service (see Civil Space Programs and Global Utilities Trend 3.4). The
US systems is accurate within 3-15 meters for commercial grade receivers, and better for
military users.



Launch

In 2007 the US DOD Operationally Responsive Space (ORS) Office was opened at the
Kirtland Air Force Base in New Mexico to coordinate the development of hardware and
doctrine in support of ORS across the various agencies.”® New launch capabilities such as
SpaceX’s Falcon form the cornerstone of this program (see Space Systems Protection Trend
6.4). ORS would also allow deployments of space systems designed to meet the needs of
specific military operations. For example, the US TacSat microsatellite series is intended
for ORS demonstration, combining existing military and commercial technologies such as
remote sensing and communications with new commercial launch systems to provide “more
rapid and less expensive access to space.”? The satellites are controlled directly by deployed
US commanders.*

The Evolved Expendable Launch Vehicle (EELV) program is a $31.8-billion USAF effort
that began in 1994, with the objective of reducing launch costs by at least 25 percent by
partnering with industry to develop capabilities that could be used for both commercial and
government purposes.®’’ To meet future government requirements, both Lockheed Martin
and the Boeing Company are pursuing a Heavy Lift launch capability in a joint venture, the
United Launch Alliance, which markets both the Delta-4 and the Atal-5 launch vehicles (see
Commercial Space Trend 4.2).

The growing dependence of the US upon space systems to support military operations has
raised concerns about the vulnerability of these assets. As early as 2001 the Report of the
Commission to Assess United States National Security Space Management and Organization
warned that US dependence on space systems made it uniquely vulnerable to a “space Pearl
Harbor” and recommended that the US develop enhanced space control capabilities (see
Space Systems Protection and Space Systems Negation).*?

Figure 5.3: US military spacecraft launched by application: 1957-2008%
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Russia

Russia maintains the second largest fleet of military satellites, but its capabilities remain
focused primarily on providing strategic rather than tactical support. Its current early
warning, imaging intelligence, communications, navigation, and signals intelligence systems
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were developed during the Cold War, and between 70 and 80 percent of spacecraft have
exceeded their designed lifespan, making the current operational status of these programs
uncertain.*® Forced to prioritize upgrades, Russia focused first on its early warning systems,
and more recently has moved to complete the GLONASS navigation system.* In 2004
Russia stated that it would focus on “maintaining and protecting” its fleet of satellites
and developing satellites with post-Soviet era technology.® In 2000, the first year of a 10-
year federal space program, Russia increased its military space budget by as much as one-
third, following a decade of severe budget cutbacks.’” Despite the recent growth in Russia’s
spending, capabilities will only gradually increase because there are significant investments
required to upgrade virtually all parts of its military space systems.

Satellite Communications

Russia maintains several communications systems, most of which are dual-use. The Raduga
constellation of three satellites, promoted as a general purpose system, is reported to
have secure military communications channels. The Geizer system is designed to deploy
four GEO satellites as a communications relay system for Russian remote sensing and
communications satellites in Low Earth Orbit (LEO), but currently has only one operational
satellite in orbit. The Strela-3 military communications system was deployed in the late
1980s and more recently has been paired with commercial Gonets satellites in the same
LEO orbits, potentially augmenting the military satellite system.?® There are indications that
maintenance of the Strela and Raduga systems will remain a priority for Russia.*® Molniya-1
and -3 satellites are in Highly Elliptical Orbits (HEO) and serve as relay satellites for both
military and civilian use. They will be replaced by the Meridian satellite system over the next
few years.®

Early Warning

The USSR launched its first early warning Oko satellite in 1972 and by 1982 had deployed
a full system of four satellites in HEO to warn of the launch of US land-based ballistic
missiles. Over 80 Oko satellite launches allowed the USSR/Russia to maintain this
capability until the mid-1990s. By the end of 1999 the Oko system was operating at the
minimum possible level of four HEO satellites needed to maintain a continuous capability
to detect the launch of US land-based ballistic missiles. As of January 2009 there are only
three satellites in the Oko system, which provides coverage of US intercontinental ballistic
missile fields about 18 hours a day, but with reduced reliability — capable of detecting
massive attacks but not individual missile launches.*’ The Oko system is complemented by
an additional early-warning satellite in Geosynchronous Orbit (GEO), which is believed to
be a next-generation US-KMO or Prognoz satellite capable of detecting missiles against the
background of the Earth.** Russia began launching Prognoz satellites in 1991. There have
been up to six launches, but the program has been plagued by satellite malfunctions. A new
Integrated Space System is being planned for 2009-10.% Plans have also been announced to
restore the space-based component of its missile attack warning system, for which funding
has been increased.*

The importance of adequate early warning capabilities was highlighted in 1995 when
Russian early warning radars mistakenly warned of a potential incoming Trident nuclear
missile. Russian President Boris Yeltsin made a decision not to retaliate with its own nuclear
launch, averting disaster.®

Intelligence
The USSR began using film-based optical imagery satellites in 1962 and by the 1980s it was
able to electronically transmit images while still maintaining a film-based system.“ Russia’s



optical imaging capabilities have declined since the Cold War. The three Russian film-based
and opto-electronic reconnaissance systems used today are the Kobalt, Arkon, and Orlets/
Don systems, which in 2008, 2002, and 2006 respectively received new satellites, but
with lifespans of only 60-120 days. In 2005 Russia announced plans for a constellation of
high-resolution space radars in the next few years, using Arkon-2 and Kondor-E satellites.
The Arkon-2 satellite will provide photos with a resolution of up to one meter while the
Kondor-E satellite will have multirole radar that provides high-resolution images along two
500-kilometer sectors to the left and right of its orbit.#” The current status of the program
is unclear. Russia maintains two signals intelligence satellite systems, neither of which is
fully operational. US-PU/EORSAT is dedicated to detecting electronic signals from surface
ships, while Tselina is used for more general signals intelligence purposes.

Navigation

The first Soviet navigational system is thought to have been the Tsyklon system deployed in
1968. Tsyklon was followed by the Parus military navigation system, deployed in 1974 and
still operating, with an accuracy of about 100 meters.* Currently, however, this constellation
provides more services to the civilian than the military sector. In 1982 the USSR began
development of its second major navigation system, GLONASS, which became operational
in 1996. Unlike Tsyklon and Parus, GLONASS can provide altitude as well as longitude and
latitude information by using a minimum constellation of 24 satellites at a 19,100-kilometer
orbit.¥ However, the constellation remains incomplete. To complete the project, the budget
for GLONASS has been increased significantly.”® Nonetheless, ongoing problems with the
ground segment may hamper its success.”’ The inadequacies of the GLONASS system are
also becoming more apparent. Not only is it inaccurate, providing at best positional accuracy
of 10-17 meters, but it is also unstable, sometimes providing no reading at all.”> GLONASS
also has important civilian applications (see Civil Space and Global Utilities Trend 3.4).

Launch

As noted in 5.4, Russia has tended to maintain an average annual satellite launch rate slightly
higher than that of the US, demonstrating robust launching capabilities. To maintain its high
rate of military launches in the future, Russia plans to build a launch facility for military
and civilian satellites in the eastern Amur region, near the border with China. The station is

expected to begin operations is 2015.%

2008 Developments

US faces increased demands in military satellite capabilities as it continues to upgrade its systems

The US continued to give priority to the development of its military space program in
2008 — $11.9-billion was requested for Air Force space projects alone, an annual increase
of 5.3 percent.” Although some major replacement projects progressed, others continued to
struggle, while demand for services continued to increase.” In response, the US Department
of Defense (DOD) launched a major overhaul of its acquisition policies in December 2008.%¢

Intelligence

The US National Reconnaissance Office (NRO) lost its authority over the procurement
of imaging satellites in 2008 following previous cancellations of the Future Imagery
Architecture program and the Misty Stealth Reconnaissance Imaging program.” In October
2008 the intended replacement program, the Broad Area Satellite Imagery Collection
(BASIC) program, was also cancelled.”® At $1.7-billion, BASIC was intended to “collect
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black-and-white and color imagery through a camera aperture 1.1 m across”™ and have
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a capability to provide 16-inch resolution images exclusively for use by the intelligence
community.®’ Some critics pointed out that commercial operators DigitalGlobe and GeoEye
are already providing similar capabilities.®’ Some of BASICS’s budget has been directed to
a study to determine whether the US needs more satellite imagery, and more of it will be
used to fund new projects if needed.® The long-anticipated Space Radar program, designed
to detect ground movement and provide mapping information and high-resolution radar
imagery to the US Air Force and NRO was also cancelled in 2008, following pressure from
Congress about cost overruns, schedule delays, and technical difficulties.® Nonetheless,
neither the Air Force nor the NRO has given up on the concept. A decision has been made
by the DOD to spend $40-million investigating alternatives to the discontinued program,
which would use small and less costly satellites that could be delivered much sooner while
still maintaining Space Radar capabilities.® In the meantime, the US continues to recruit
allies as well as commercial vendors to fill the gaps in its imagery intelligence programs.
In addition to DigitalGlobe and GeoEye, the DOD has purchased data from Canada’s
Radarsat-2, Germany’s SAR-Lupe, and Israel’s TecSar satellites.® The US still maintains the
most advanced intelligence imagery capability, outlined in Figure 5.2.

Satellite Communications

Upgrades to the aging military communications infrastructure was a significant focus in
2008. An additional $400-$500-million was added to the Advanced Extremely High
Frequency (AEHF) program intended to replace the Milstar system and purchase of a
fourth satellite was approved, bringing the total program cost to $9.9-billion.®® According
to the latest indications, the launch of AEHF-1 has been moved back to November 2009.”
The system is supposed to fill in the gap before the next-generation TSAT system becomes
operational, which faced a complete overhaul in 2008.%® Following an authorized budget
of $786-million for 2009 and persistent claims that the technology is mature,” the Air
Force announced on 23 December 2008 that the TSAT program had been terminated
due to delays and unsustainable cost overruns. Requests for proposals will be released for
a new restructured program that will be “a slimmed-down” version of the original project,
to be called TSAT digital core (Block 10).7 It will be comprised of five satellites to begin
launching in 2019 and “will lose the planned satellite-to-satellite laser links and Ka-band
intelligence, surveillance and reconnaissance support.””!

Early Warning

The last Defense Support Program (DSP) eatly-warning satellite, launched in November
2007, failed in orbit in mid-September 2008 when the spacecraft stopped responding to
commands. Efforts to resume contact have failed. The current system will remain fragile
until it is replaced by the next-generation Space Based Infrared System (SBIRS).”> On 13
March 2008 the second SBIRS sensor was put into HEO onboard a classified reconnaissance
satellite; it provides early-warning coverage of the northern hemisphere for about 12 hours
a day.”® Nonetheless, launch of the first dedicated satellite in GEO has slipped from 2004
to 2010, with other launches scheduled for 2011, 2014, and 2016 if the program stays on
course.”* The DOD approved purchase of a fourth satellite in 2008, which is needed for
global coverage.” But with the capabilities of DPS potentially degrading before SBIRS is fully
operational, the US Air Force is considering procurement of a single Infrared Augmentation
Satellite to be launched as a gap filler in 2014. Congressional support continued to falter
for the Third Generation Infrared Surveillance (3GIRS) program, which was deemed to be
“premature” and received only $75-million of the $149.1-million requested.”®



Launch

The US military and intelligence communities confirmed their commitment to faster’” asset
deployment, use of commercial space infrastructure,”® and design of smaller spacecraft in
2008 in an effort to get more responsive space capabilities.” The US Army indicated that
it will launch its own constellation of eight small satellites, called ‘cubesats’. The $5-million
project will provide the Army with communications below brigade level in the parts of the
world where the army does not posses SATCOMS, such as Africa.® The TacSar satellite
program also continued, but the $80-million TacSat-3 scheduled to be launched in October
2008 was delayed until 2009.#! TacSat-5 is scheduled for a 2011 launch. So far only one
TacSat mission, TacSat-2, has been put into orbit.®> Most of this procurement is done
through the newly created Operationally Responsive Space Office (ORS), which is designed
to quickly accommodate the space needs of the US military.

2008 Developments

Russia increases investment in GLONASS again, pursues other high priority upgrades

Russia continues to struggle to replace its aging Soviet-era military assets, particularly satellite
navigation and imaging. The operational status of its current systems remains uncertain.®
Ministry of Defence officials maintain that additional defense expenditure on satellite assets

will enable the Russian forces to better monitor borders and areas of interest. %

Navigation

In 2008 the Russian president reportedly signed a directive allocating up to $2.6-billion for
the completion of the GLONASS satellite navigation system.* Despite multiple satellite
launches over the past few years, the short lifespan of GLONASS satellites has contributed
to continued weakness of the system, which has not been able to meet the demands of the
armed forces. However, the new GLONASS -M satellites have a lifespan of more than seven
years, and the next-generation GLONASS -K promises to have a lifespan of more than ten
years.’® GLONASS requires 18 satellites to cover the entire Russian landmass and 24 to
provide global coverage.®” Russia launched six GLONASS -M satellites in 2008, bringing
the number of the satellites in the constellation up to 20 “of which 16 are operational,
two are undergoing maintenance, and one is due to be withdrawn.”® However, reports
maintain that the “GLONASS system’s quality and capabilities. . .leave a lot to be desired.””
According to the head of the Russian Space Agency positioning accuracy of the GLONASS
will approach that of GPS only after 2010.”"

Communications and Intelligence

Russia is also taking steps to improve its intelligence and communications capabilities. For
the first time in seven years, Russia has digital access to satellite imagery. Cosmos-2441,
the first Persona optical imaging satellite, was launched on 26 July 2008.” In recent years
Russia has been relying on film-based imaging systems, namely the Kobalt, Arkon, and
Otlets/Don systems. A Kobalt M4 film-reentry satellite (Cosmos-2445) was launched on
14 November 2008. Images distributed by Google Earth in 2008 indicated that Russia
has built a satellite station near Pskov, which is suspected of collecting signals intelligence
(SIGINT). The station is located “within the footprint of one of the most important
Inmarsat satellites, Inmarsat 4-F2,” carrying private, government, and secret voice data in
the Atlantic Ocean Region-West.”® To improve communications capabilities, three Gonets-
class military communications satellites (Cosmos-2437, 2438, and 2439) were launched
on 23 May 2008.” They are most likely Rodnik series satellites, the military counterpart of
the civilian Gonets-DM communication system, which is replacing the previous Strela-3

system.”
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Early Warning

Russia has been struggling to maintain its early warning capabilities since the end of the Cold
War. In June 2008, Russia launched in circular geosynchronous orbit Cosmos-2440, a US-
KMO early-warning satellite that may replace the aging US-KMO satellite Cosoms-2379,
that has been working since 2001 and is approaching the end of its lifespan.”® On 2 December
2008 Russia launched Cosmos-2446, a first-generation US-KS early-warning satellite (also
known as Oko) in HEO.”” Russia’s space-based early-warning satellite system now has five
satellites: three US-KS located in HEO and two US-KMO in GEO. Russia also continued
to upgrade the ground portion of its early warning system in 2008 with the construction of
a new radar station. Russia terminated an early warning agreement with Ukraine in January
2008, and the Ukrainian radars will be replaced with the Russian Voronezh-type radar
Armavir station, which is not yet in service but is expected to provide coverage of the entire
Russian landmass.”®

Launch

Russia has historically launched more satellites than any other country, and to maintain its
competitive advantage it has started construction of a new launch facility at the military
Plesetsk Cosmodrome to launch the new Angara rocket intended for heavy payloads. The
facility is scheduled to be finished in 2011. The equipment to furnish the new station
will begin to arrive in 2009.” It will reduce Russia’s reliance on Kazakhstan’s Baikanur
Cosmodrome.

Figure 5.4: Russian military spacecraft launched by application: 1957 - 2008
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2008 Space Security Impact

Despite ongoing acquisition challenges in providing next-generation space capabilities for
its military and intelligence communities, the US maintains the most capable and robust
systems, which are one indication of secure and sustainable access to and use of space. While



ongoing dependence on space systems for security makes the US particularly vulnerable in
space, efforts are being made to mitigate this risk through the use of commercial capabilities
and smaller satellites that can be launched quickly. Russian space efforts and funding are
focused on finishing the GLONASS program and upgrading early warning capabilities,
both of which could be positive for security in space by providing redundancy for US GPS
and greater stability through more reliable early-warning data.

Trend 5.2: More states developing military and dual-use
space capabilities

During the Cold War, states allied with either the US or the USSR benefited from their
capabilities. Today, declining costs for space access and the proliferation of space technology
enable more states to develop and deploy military satellites. The UK, NATO, and China
were the only other actors to launch dedicated military satellites until 1988, when Israel
launched its first. In 1995 France and Chile both launched dedicated military satellites (see
Figure 5.6). Traditionally, military satellites outside the US and Russia have been almost
exclusively intended for communications and imagery intelligence. Recently, however, states
such as China, France, Germany, Japan, Italy, and Spain have been developing satellites with
a wider range of functions. According to a recent report, security has become a key driver
of established government space programs, pushing spending higher, and encouraging dual-
use applications.'®! Indeed, in the absence of dedicated military satellites, many actors use
their civilian satellites for military purposes or purchase data and services from satellite
operators.'® This is contributing to the blurring of the divide between military and civilian
and commercial space assets and applications.

Figure 5.5: Minimum resolutions for remote sensing target identification'®

Target on the Ground Detection General Identification | Precise Identification | Technical Analysis
Vehicles 15 0.6 03 0.045

Aircraft 45 15 1.0 0.045

Nuclear weapons components | 2.5 15 03 0.015

Rockets and artillery 1.0 0.6 0.15 0.045

Command and control 3.0 15 1.0 0.09
headquarters

Ports and harbors 30.0 15.0 6.0 03

Europe

European states have developed a range of space systems to support military operations, with
France having the most advanced and diversified independent military space capabilities.
European military space spending has recently been estimated at $1.35-billion annually.!¢
While European states have pursued independent space capabilities for military support,
many of these capabilities are also shared among several European states, in particular
communications and imagery intelligence. Greater harmonization of the EU through the
Lisbon Treaty, development of the European Security and Defence Policy, and budget

restrictions in members states are driving states to cooperate.

The classified Besoin Operationnel Commun (BOC) provides the framework for space
systems cooperation among the ministries of defense of France, Germany, Italy, Spain,
Belgium, and Greece.!® France’s Helios-1 and -2 military observation satellites in LEO
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are included under this agreement.'® They are joined by Germany’s first dedicated military
satellite system, Sar-Lupe, which uses synthetic aperture radar for high-resolution remote
sensing, and Italy’s COSMO-SkyMed radar satellites, which are to be integrated with France’s
Pleiades dual-use optical remote sensing satellites in 2010.'” Several states also cooperate
on the dual-use ORFEOQ satellite network involving Austria, Belgium, France, Italy, Spain,
and Sweden. France is also working on the optical and radar MUSIS (Multinational Space-
based Imaging System) project with seven other European countries: Belgium, Germany,
Greece, Italy, Netherlands, Spain, and Poland.'® The new optical component of the MUSIS
is designed to replace the French Helios-2 optical satellite by 2015.' In 2005 the UK
launched an optical imagery microsatellite TopSat, built by Surrey Satellite Technology Ltd.

There are also several dedicated and dual-use satellite communications systems in Europe. In
2006 France completed the Syracuse-3 next-generation communication system, described as
“the cornerstone in a European military Satcom system.”''® France also maintains the dual-
use Telecomm-2 communications satellite and the military Syracuse-2 system."! The UK
operates a constellation of three dual-use Skynet-4 UHF and Super High Frequency (SHF)
communications satellites and a next-generation Skynet-5 system.''? In 2006 Spain launched
the dedicated military communications satellite Spainsat to provide X-band and Ka-band
services to the Ministry of Defense. Spain also owns the dual-use communications satellite
XTAR-EUR and the dual-use Hispasat system, which provides X-band communications to
the Spanish military. In 2006 Germany signed a procurement contract with MilSat Services
GmbH to provide the German Armed Forces with a secure information network to assist its
units on deployed missions.'"? Italy’s Sicral military satellite provides secure UHF, SHE, and
EHF communications.'"* Syracuse, Skynet, and Sicral all provide SHF capacity for NATO.

Other military space capabilities in Europe include France’s constellation of four signals
intelligence satellites know as Essaim, launched in 2004. France plans to launch two
Spirale early warning microsatellites for a probative research and technology demonstration
and has commissioned four Elisa microsatellites from EADS Astrium at $142.3-million
each, which.are expected to be launched together in 2009. The satellite system will gather
signals intelligence data and identify civil and military radars for the French intelligence
community.'"> Other European states have thus far refused to participate or invest in a pan-
European missile-warning system.''¢

The EU has called for a more coherent approach to the development of space systems capable
of supporting military operations and has begun to actively develop dual-use systems. The
2007 European Space Policy makes specific reference to defense and security applications,
indicating a shifting focus to support increasing synergies between military and civil space
programs.'” The joint EU/European Space Agency (ESA) Global Monitoring for the
Environment and Security (GMES) project will collate and disseminate data from satellite
systems and is anticipated to be operational by 2012 at a cost exceeding $2.7-billion."** It will
support activities given priority in the European Security and Defense Policy, such as natural
disaster early warning, rapid damage assessment, and surveillance and support to combat
forces.'”? Similarly, the Galileo satellite navigation program initiated in 1999 and jointly
funded by the EU and the ESA will provide location, navigation, and timing capabilities for
both civilian and military users.'® ESA, which has traditionally been restricted to working
on projects designed exclusively for peaceful purposes, has begun to invest in dual-use,
security-related research. Future projects, including a European space-surveillance system,
will have “multiple” end-users, but the ESA itself will not be designing or operating military

spacecraft.'”!



China

China’s governmental space program does not maintain a strong separation between civil and
military applications. Officially its space program is dedicated to science and exploration,'?
but as with the programs of many other actors, it is believed to provide data to the military.
China’s space program is led by the Space Leading Group, whose members include three
senior officials of government bodies that oversee the defense industry in China.'”® Most of
China’s satellites are civilian or commercial, but many have capabilities that could also be
used for military purposes. Although China has never published a military space doctrine,
its national defense strategy is based on “active defense” that “aims at winning local wars
in conditions of informationization” that include maintaining “space and electromagnetic
space security.” 14

China has advanced remote sensing capabilities that could support imagery intelligence. It
began working on space imagery in the mid-1960s, launching its first satellite in 1975.' It
successfully launched 15 recoverable film-based satellites, the last of which was reportedly
decommissioned in 1996."° Today China maintains two ZY-2 series transmitting-
type optical imagery satellites in LEO that could support tactical reconnaissance and
surveillance.'” In 2005 China launched the Beijing-1 (Tsingshua-1) microsatellite, which
is a civil Earth observation spacecraft that combines a multispectral camera with a high-
resolution panchromatic imager and could also support the military.'*® More recently,
China has launched a series of six Yaogan satellites for “scientific experiment, survey of
land resources, appraisal of crops and disaster prevention and alleviation.”'® Two of these
satellites are believed to use synthetic aperture radar, which would provide the Chinese
government with all-weather/night-day imagery advantageous for military use.'®

Western experts believe that Chinese military satellite communications are provided
by a DFH-series satellite, ChinaSat-22. Officially a civilian communications satellite,
ChinaSat-22 is thought to enable “theater commanders to communicate with and share data
with all forces under joint command” through C-band and UHF systems.'?! A replacement
satellite was launched in 2006.'%

China also operates the Beidou regional navigation system that is comprised of four satellites
in GEO designed to augment the data received from the US GPS system and to enable
China to maintain navigational capability if the US were to deny GPS services in times
of conflict.'"® Beidou may also improve the accuracy of China’s intercontinental ballistic
missiles (ICBMs) and cruise missiles.'* In 2006 China committed to building a global
satellite navigation system, the Beidou-2 or “Compass” system, expanding on the regional
system to include five satellites in GEO and 30 in MEO. Responsibility for Compass falls to
China’s defense ministry, but it is intended to provide both an Open Service with position
accuracy of 20 meters and an Authorized Service that will be “highly reliable even in complex
situations.”'® China launched the first Compass-M1 test satellite into MEO in 2007.'%
Concerns have been expressed that Compass will use the same radio frequencies as Galileo
and possibly GPS (see Space Environment Trend 1.4); however, China maintains that this is
still under negotiation. Some analysts have suggested that using the same radio frequencies
would make it more difficult for the Compass system to be jammed.'?”

China experimented with electronic intelligence satellites, called “technical experimental
satellites,” in the mid-1970s, but these programs were discontinued. It relies on modern air,
sea, and land platforms, not satellites, to perform signals intelligence missions. However, in
2006 China launched two Shi Jian experimental satellites (SJ-6/2A and SJ-6/2B) that some
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Western experts believe are providing signals intelligence, although their official purpose is

to measure the space environment.'?®

South Asia

India does not operate any dedicated military satellites, but it is undergoing a process
of greater military use of outer space and, like Chinds, its space program is certainly
governmental. It has one of the oldest and largest space programs in the world, which has
developed a range of indigenous dual-use capabilities. Space launch has been the driving
force behind the Indian Space Research Organisation (ISRO). It successfully launched
its Satellite Launch Vehicleto LEO in 1980, followed by the Augmented Satellite Launch
Vehicle in 1994, the Polar Satellite Launch Vehicle in 1994, and the Geostationary Satellite
Launch Vehicle in 2004.

During this time ISRO developed a series of civilian Indian Remote Sensing satellites and
currently maintains a constellation of six satellites that provide imagery for the Indian
military. Two in particular are suitable for intelligence with resolutions up to one meter:
Cartosat-2 and the Technology Experiment Satellite, which provides tactical and strategic
intelligence to the armed forces.'” Referring to Cartosat-2, Secretary of the Department
of Space and Chairman of ISRO, G Madhavan Nair has explained that “we don’t put a
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restriction on anybody using it,”'"*® confirming beliefs that India’s civil space program is

available for military use.

India’s Military Surveillance and Reconnaissance System was to be launched in 2007.14! It
is intended to provide India with dedicated military satellite intelligence, including military
shutter control over key satellites, through the use of the Defence Imagery Processing and
Analysis Centre in New Delhi and a satellite control facility in Bhopal. It would incorporate
Cartosat-1 and -2, TES, as well as GLONASS. ISRO is also developing the Radar Imaging
Satellite using synthetic aperture radar that will be able to take three-meter resolution images
in all-terrain, all-weather, day/night conditions, which is a significant dual-use capability.
The launch is scheduled for 2009.1%? India’s military also uses images from Russian and

Israeli satellite feeds.'*

4 is one of the most extensive domestic satellite

The Indian National Satellite System!
communications networks in Asia. India uses its Metsat-1 satellite for meteorology. To use
enhance its use of US GPS it is developing GAGAN, the Indian Satellite-Based Augmentation
System, which will be followed by the Indian Regional Navigation Satellite System (IRNSS)
to provide an independent satellite navigation capability (see Civil Space and Global Utilities
Trend 3.4)." In 2007 India signed an agreement with Russia to jointly use its GLONASS
navigation system.'% Although these are civilian-developed and -controlled technologies,
they are used by the Indian military for dual-purpose applications.'”” Moreover, in 2007
a space cell was established under the Air Vice Marshal,'*® with dialogue on the shape of
the eventual aerospace command expected to take place between the three branches of the
Indian armed forces. In 2008 the US-India civilian nuclear cooperation agreement was
approved, ending longstanding sanctions that could allow for greater cooperation between
ISRO and the military (see Commercial Space Trend 4.3).'%

Pakistan’s space-based capabilities are significantly less advanced than India’s. China
launched Pakistan’s Badar-1 multipurpose satellite in 1990; in 2001 Russia launched the
Badar-2 Earth observation satellite.”® Pakistan plans to construct the Remote Sensing

Satellite System to provide high-resolution satellite images to its military, but its status is



unclear.’” While India and Pakistan seem intent on developing space systems to support
military operations, significant progress remains a longer-term objective.

East Asia

The commercial Superbird satellite system provides military communications for Japan,
which also has four “information gathering” remote sensing satellites — two optical and
two radar — that were launched in 2003 and 2007 following growing concerns over North
Korean missile launches.”? Officially called the Information Gathering Satellite series and
under the control of the Prime Minister’s Cabinet Office, IGS 3A and 3B provide images
of up to one-meter resolution to the Japanese military." Japan is primarily interested in
monitoring the Korean Peninsula, but the IGS system provides a scan of the entire planet
at least once a day."*

In December 2003 South Korea announced its intentions to increasingly use space for
military purposes.'® South Korea operates the civilian Kompsat-1 satellite with 6.6-meters
resolution, which is “sufficient for [military] mapping although not for military intelligence
collection.”® It also bought 10 Hawker 800 series satellites from the US, and has operated
them for signals intelligence since 1999."” On 22 August 2006 Sea Launch launched South
Korea’s dual military/commercial Koreasat-5 (Mugunghwa 5) communications satellite to
replace Koreasat-2 by providing Ku band, C band, and military SHF band communications.
Jointly owned by the French Agency for Defense Development (DGA) and South Korea’s
KT Corp, it will provide secure communications for South Korea’s defense forces.””® South
Korea also launched the Kompsat-2 high-resolution Remote Sensing Satellite for Farth
mapping in 2006." Although a civilian spacecraft, its one-meter resolution could allow it

to serve as a reconnaissance asset.'®

In July 2004 Thailand signed a deal with the European Aeronautic Defence and Space
Company (EADS) Astrium to provide its first remote sensing satellite, which is expected to
be used for intelligence and defense.'®!

Taiwan, which has its own space program, operates the civilian Formosa-2 optical imaging
satellite with a resolution of 1.8 meters, which is also used by its military forces.'®

Middle East

Israel operates the dedicated military Ofeq optical imaging system, which provides both
panchromatic and color imagery for intelligence purposes.'® The newest satellite in the
system, the Ofeq-7, was launched in 2007 and can identify objects as small as approximately
0.5-meter.'* Ofeq’s capabilities are augmented by the dual-use Eros-A and -B imagery
satellites, the latter able to capture black-and-white images at 70-centimeter resolution.'®
Israel plans to launch a dedicated military satellite for secure communications by 2010.
In the meantime it uses commercial services provided by Israel’s Amos-1 and -2, Tadiran
Communications Wi-Max wireless broadband, and Motorola-Israel.'® In 2005 Israel
successfully tested the latest Shavit Space Launch Vehicle, intended to give Israel independent
launch capabilities.'"” However, due to its geographic location, Isracl must launch satellites
westward, using more fuel and necessitating a smaller payload. A recent agreement to have
India launch one of Israel’s military satellites is thought to demonstrate a new era of military

space cooperation between the two states.'*®

Iran launched its first satellite, the Sina-1, in 2005 with the support of a Russian launcher.
It has a resolution precision of approximately 50 meters.'® Although the satellite is intended
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to collect data on ground and water resources and meteorological conditions, the head of
Iran’s space program said that it is capable of spying on Israel.!”® However, its poor resolution
means that it is not very useful for military purposes. Iran also has a space launch vehicle
program, which some speculate is linked to its development of intercontinental-range

ballistic missiles and the Shahab-4 and Shahab-5 missiles.!”!

Egypt’s civilian Egyptsat-1 remote sensing microsatellite was launched in 2007. Weighing just
100 kilograms, it has an infrared imaging sensor and a high-resolution multispectral imager
to transmit black-and-white, color, and infrared images intended to support construction
and cultivation and fight desertification.””” Egypt has not released public details about the
resolution or clarity of the images it provides, but an Israeli source has made an unconfirmed
claim that it can detect objects as small as four meters.'”

Turkey has awarded a $250-million contract for its first military optical imaging satellite, the
GOKTURK. It is intended to have an 80-centimeter resolution, and the launch is planned
for 2011.174

Australia

Until recently the Australian defense forces used X-band facilities on satellites owned
by the US and other allies.””® In 2003, however, Australia launched the Defence C1
communications satellite. The satellite will be part of a new Australian Defence Satellite
Communications Capability system, which will provide the country’s defense forces with
communications across Australia and throughout the Asia Pacific region in the X, Ka, and
UHEF radio frequency bands.'”® Australia is also participating in the US Wideband Global
SATCOM program.'”

Canada

Canada currently relies on commercial satellite communications and imaging services
to meet its military needs.”® In June 2005, however, Canada’s Department of National
Defence announced the creation of Project Polar Epsilon, a $52.1-million joint space-
based wide area surveillance and support capability, which will provide all-weather, day/
night observation of Canada’s Arctic region and ocean approaches.'” The project will build
two dedicated military ground stations to receive data from the Radarsat satellites, as well
as other sources to produce high quality imagery for military and other applications.'®
Radarsat-2, a commercial satellite developed with the Canadian Space Agency, uses synthetic

181 Tt also has an

aperture radar to produce images with a resolution of up to three meters.
experimental Ground Moving Target Indicator capability to detect and track the movement
of vehicles and ships."®* A low-cost ($27-million) Joint Space Support Project is intended to
provide surveillance information for commanders in the field via direct in-theatre download
of imagery provided by commercial satellites such as Radarsat-2, and also provide space
situational awareness data gathered by the US Space Surveillance Network.'® Canada will
have its first access to dedicated military satellite communications capability when the US

AEHEF satellite system becomes operational.!¢

Canada is also investigating the use of microsatellites to respond to needs of the Canadian
forces deployed on missions.'®> Two examples are the dual-use Near Earth Object Surveillance
Satellite (NEOSSat) and the Maritime Monitoring and Messaging Microsatellite (M3MSat).



Figure 5.6: States’ first dedicated military satellites and their function®

-

~
| Military satellite-owning state Satellite-owning state

Year State/Actor Satellite Description

1958 us Project SCORE Communications and experimental satellite

1962 USSR Cosmos-4 Remote sensing (optical)

1969 UK Skynet-1A Communications

1970 NATO NATO-1 (ommunications

1975 China FSW-0 No. 1 Remote sensing (optical)

1988 Israel Ofeq-1 Remote sensing (optical)

1995 France®™ Helios-1A Remote sensing (optical)

1995 Chile Fasat-Alfa Communications and remote sensing (optical)

1998 Thailand TMSAT Communications

2001 Italy Sicral (ommunications

2003 Australia Optus and Defence-1 (ommunications

2003 Japan 1GS-1A and 1GS-1B Remote sensing (optical)

2006 Spain Spainsat (ommunications

2006 Germany SARLupe-1 Remote sensing (radar)

* Note that other states have civil or commercial satellites that may be used for military purposes, as described in this chapter.

2008 Developments

European states continue to cooperate on military space projects

In 2008 European states continued to develop new national military space systems and
cooperate on projects including communications, early-warning, and remote sensing for
intelligence.

Intelligence
The development of shared space intelligence assets is unique to Europe. These assets were
a major focus in 2008. Germany launched its fourth dedicated military SAR-Lupe satellite
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on 27 March 2008 and a fifth on 22 July 2008, completing the constellation.'®® On 25
October 2008 Italy launched its third COSMO-SkyMed dual-use, synthetic aperture radar
imaging satellite, which is part of the military Besoin Operationnel Commun arrangement
and the dual-use ORFEO satellite network.' The Italian government wants to remain a
leader in radar imaging satellites and plans at least two more Cosmos spacecraft at a cost
of $750-million."® French President Nicolas Sarkozy announced a massive investment in
“space-based intelligence” in 2008, calling for a doubling of the current annual French
military space budget of $585-million."!

Spain took a step toward having its own dedicated military space program with an agreement
to purchase an optical imaging satellite from EADS-CASA in 2008. The Spanish satellite is to
be called Ingenio; it is priced at $177-million and will provide up to 2.5-meter resolution.'”
Spain also intends to build a small military radar imaging satellite (Seosar, also known as
Paz) by 2015." Britain is considering a new optical imaging satellite project called SkySight
for 2010. The first two microsatellites will provide full-color images at 1.2-meters resolution,
and the second two are intended for submetric resolution (less than 0.5 meters). The cost of
the SkySight proposal currently stands at approximately $184-million, which includes three

years of operational support.'

Norway approved funding for AlSsat-1, an experimental satellite that will monitor ship
traffic, assist with ship navigation, and monitor Arctic waters from space by receiving
Automatic Identification System signals transmitted by ships. The satellite will have dual
civil and military uses, with most of the funding coming from the Norwegian Space Centre,
while the Norwegian Defence Research Establishment is responsible for planning.'

Communications

The UK launched the third and final Skynet-5 secure communication satellite on 12 June
2008. The €3.6-billion project is the largest UK space program.’”® As a public—private
partnership it is owned and operated by Paradigm, a subsidiary of Astrium, and is the first

example of a privately owned secure communications system.'?’

The French and Italian governments evaluated bids in 2008 to jointly procure a
communications satellite for both civil and military use, called Athena/Fidus, for launch
by 2012. The satellite is to be financed by the space agencies and defense ministries of
both governments. Belgium has been granted access to the satellite’s services, while France
will have command and control of its operations. Similarly, France and Italy are jointly
procuring Sicral-2 (Sistema Italiano per Comunicazioni Riservate ed Allarmi), a dedicated
military communication satellite that will carry a French and an Italian payload, with Italy
in charge of operations. A contract for Sicral-2 is expected to be awarded to Thales Alenia
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Space in 2009, with launch of the spacecraft planned for 2012.!

2008 Developments

The Council of the European Space Agency endorses military use of its dual-use space projects

The European Space Agency (ESA) assumed a growing role in European space-based security
and defense in 2008 when it approved its planned Galileo satellite navigation system for use
by European military and defense organizations." Following restructuring of the program
in 2007 from a failed private—public partnership to a fully public system, a new procurement
process was launched in 2008 involving $4.6-billion for 26 satellites, launches, and ground
control stations.” The second Galileo In-Orbit Validation Element satellite built by
Surrey Satellite Technology Limited underwent successful testing in 2008.%°' The system



is scheduled for full deployment in 2013.22 Half of the Galileo users are expected to be
military and law enforcement agencies using the encrypted Public Regulated Service (PRS).
The PRS remains a sensitive issue within the EU and ESA, however, with some concerns that
military use will undermine the civil-only reputation of the project. EU governments have
promised that PRS will be accessible to EU-based clients only.*”® There is also a concern that
the shift in ESA policy to dual-use and military applications has not been matched by a shift
in funding, which continues to come largely from civilian budgets.?** Other military-related
projects approved by the ESA in 2008 include $302-million for the European Data Relay
Satellite System, and $62.8-million for the European Space Situational Awareness program
(see Space Systems Protection Trend 6.1). The ESA Global Monitoring for Environment
and Security (GMES), initially a civilian project, was also approved for dual civilian and
military use in 2008 and is also financed by the EU. The program is intended to provide
users with remote sensing data using both terrestrial and space-based sensors (see Civil Space
and Global Utilities Trend 3.4).2% For military users, GMES will provide data on military-
theatre management, training tools for military forces, and crisis monitoring.?

Despite acknowledging the applicability of many ESA projects for military users, ESA
members stressed that military use of projects including GMES and Galileo “must be
consistent with the principle that these are civilian systems under civilian control.”*"

In December 2008, following years of negotiations, France, Germany, and Italy agreed to
provide the European Union Satellite Centre with both free and paid access to their military

imaging satellites. The move is intended to contribute to EU security and defense policy.*®

2008 Developments

China continues to launch potential dual-use spacecraft

In 2008 China launched a range of satellites that may be used to support capabilities for
terrestrial military operations, but this use is ambiguous. In particular, two additional
satellites were added to China’s constellation of Yaogan remote sensing satellites, including
a second one with synthetic aperture radar capabilities. Yaogan-4 and -5 launched on 1 and
15 December 2008 respectively. This series of satellites is described as supporting disaster
prevention and relief, but high-resolution imagery, especially radar, is also conducive to
military uses due to its ability for all-day/all-weather imaging. Moreover, theses satellites
have often been launched secretly, and the lack of information about them prompts some
analysts to suspect that they support the collection of intelligence for military uses.”” In
addition, two satellites described as supporting physics experiments in space are believed by
some analysts to be also providing signals intelligence data, but this use is not confirmed.*°
Finally, the China Meteorological Administration added two additional Fengyun satellites
(2E and 3A) to its constellation, which provides “high-quality data for weather forecasting,
climate change prediction and natural disaster supervision.” Statistics show that “more than
2,500 users, both at home and abroad, have accessed data processed by the Fengyun-2
satellite series.”?'! Although there is no evidence that the Fengyun satellites are actively used
by China’s military, meteorology is a service generally used by civilian, commercial, and
military actors alike.

2008 Developments

India and Israel cooperating on space
Evidence of military cooperation between Israel and India is beginning to emerge as the two
countries face similar regional security concerns.?’> On 21 January 2008 India launched
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the Israeli military TecSar (Polaris) satellite into polar orbit. The satellite is equipped with
synthetic aperture radar all-day/all-weather imaging capabilities. It is one of the most
powerful radar imaging satellites in the world, with 10-centimeter resolution.”"> According
to some sources, Israel has promised to share some of the satellite’s data with India. Israel
also plans to lease to India some of the capacity of its optical Ofeq-5 imaging satellite, which
has been upgraded with new software that enables it to collect more imagery.?'* Israel is
planning to launch two more imagery intelligence satellites, Ofeq-8 and TecSar-2, in the
next two years.?”

India’s use of space for military purposes took another step forward with the formation of the
long anticipated Integrated Space Cell. Under the Integrated Defence Services Headquarters
of the Ministry of Defence, it is intended to permit “more effective utilization of the nation’s
space-based assets for military purposes and to counter offensive counter-space systems,”*'¢
acting “as a single window for integration among the armed forces, department of space, and
the Indian Space Research Organization.”” One such area of integration involves satellite
imaging capabilities. On 20 April 2008 the civilian Indian Space Research Organisation
(ISRO) launched its Cartosat-2A remote sensing satellite into sun-synchronous orbit. It has
a panchromatic camera capable of producing black-and-white pictures with a one-meter
resolution. ISRO has reported that data from the satellite will be made available to interested
space agencies and other civilian users, which some speculate will include the military.*'®

2008 Developments

Japan plans new military uses of space

On 21 May 2008 Japan passed a new Basic Space Law, removing a longstanding ban on
military use of space in response to what Japan calls “changing global security situations.”*"
The law also created a new cabinet-level Strategic Headquarters for Space Policy (SHSP)
“in order to comprehensively and systematically promote measures with regard to space
development and use.””?® The SHSP will draw up a five-year Basic Space Plan for civil and
military space projects in 2009, but the Ministry of Defence will make the final decision
on defense-related space programs, with both early warning satellites and dedicated military

communications satellites possibilities.?!

In 2009 the Japanese Ministry of Defence requested $674-million for space-related projects
that will include the establishment of a Space Maritime Security Policy Office and a Space
Technology Planning Section. However, most of the funds will be spent on the development
of a Missile Defense System, with only $1-million allocated to studies for military space use
and administrative costs. Plans are in place to enhance the existing Information Gathering
Satellite (IGS) remote sensing system that is under the civilian Office of Cabinet Secretariat,
including the launch of an optical imaging satellite with a resolution of up to 61 centimeters.
This resolution, currently the highest commercially available, is a key restriction of the IGS
system and its follow-on, which was approved prior to adoption of the Basic Space Law.?*
Despite the new law, internal tensions about the use of space remain. For example, although
Japan is participating in US ballistic missile defense and may be expected to intercept a
missile that it detects from space, Japan’s constitution still prevents the country “from

exercising the right to collective self-defense.”*



2008 Developments

Canada continues to develop dual-use space capabilities

Canada continued to expand its plans for dual-use space capabilities in 2008.7** Canada
initiated work with MacDonald Detwiler and Associates on three small satellites to form
the Radarsat Constellation. At a cost of $580-million, these new satellites are intended to
complement and expand Radarsat’s existing capabilities. Satellite launches are planned for
2014, 2015, and 2016.%% The Department of National Defence, in Project Polar Epsilon, is
building two dedicated military ground stations to make use of data from Radarsat-2.2% The
Canadian Space Agency (CSA) is also considering a Polar Communications and Weather

satellite program, which could support dual military functions.””

The CSA and Defence Research Development Canada continued to invest in dual-use
microsatellite projects that can respond to the operational needs of users, including the
Canadian Forces. ComDev was awarded $8.6-million in 2008 to develop the Maritime
Monitoring and Messaging Micro-satellite (M3MSat), intended to “support Canadian
sovereignty, security, safety and communications needs within the territorial and maritime
regions of Canada and beyond.”?*® The project is expected to be completed by 2010.

2008 Space Security Impact

The drive for more states to develop and deploy both dedicated military and dual-use space
systems demonstrates the continued accessibility of the space environment and greater
access to space technologies. In general, these systems are being developed independently of
one another and, while in theory some, such as satellite navigation, could be interoperable
to enhance security, such cooperation is not the rule. However, Europe is emerging as the
one region where space-based capabilities are being developed cooperatively, thus providing
access to more states and redundancy of capabilities. As more states become dependent
on space systems for military operations and national security, greater vulnerability may
provide incentives to enhance the security of outer space or to develop capabilities to quickly
negate space systems. At the same time, increasing reliance on dual-use spacecraft will make
intentions difficult to determine.
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Space Systems Protection

This chapter is focused on one aspect of technology related to space security, namely the
research, development, testing, and deployment of physical and technical capabilities to
better protect space systems from potential negation efforts, which involve human actions
intended to interfere with a satellite system (see Space Systems Negation). Physical protection
capabilities are designed to mitigate the vulnerabilities of the ground-based components of
space systems, launch systems, communications links to and from satellites, and satellites
themselves, to ensure sustainable access to and use of outer space. Capabilities to protect
against environmental hazards such as space debris are examined in The Space Environment

chapter.

While physical and technical capabilities can provide a certain degree of protection from
potential negation efforts, they cannot make satellite systems invulnerable. Consequently,
initiatives to provide non-physical protection by managing the proliferation and use of
negation capabilities are covered in the chapter on Laws, Policies, and Doctrines.

Both active and passive means can be used to provide three main types of space systems
protection: capabilities to detect space negation attacks; physical and electronic means to
withstand attacks on ground stations, communications links, and satellites; and reconstitution
and repair mechanisms to recover from space negation attacks." While countermeasures
to the space negation capabilities of others are considered protection measures by some,
they are indistinguishable from other negation systems and are thus addressed in the Space
Systems Negation chapter.

The ability to detect, identify, and locate the source of space negation attacks through early
warning and surveillance capabilities is critical to space protection efforts. It is important to
know whether the failure of a space system is being caused by technical or environmental
factors or by the deliberate actions of another actor. Detection is often a precondition for
effective protection measures such as electronic countermeasures or maneuvering a satellite
out of possible harm. The ability to detect a potential negation effort is also a prerequisite
for deterrence.

Becauseitis currently difficult to distinguish between satellite failures caused by environmental
factors and deliberate attacks, greater space situational awareness (SSA) can improve security
in space.” However, SSA can be used for many purposes, including monitoring the natural
environment in space and tracking and targeting foreign satellites, as examined in chapters
on The Space Environment and Space Systems Negation.

Protecting satellites, satellite ground stations, and communications links depends on the
nature of the space negation threat that such systems face, but in general terms threats can
include cybernetic attacks against space system computers, electronic attacks on satellite
communications links, conventional or nuclear attacks on the ground- or space-based
elements of a space system, and directed energy attacks such as dazzling or blinding satellite
sensors with lasers.

A more advanced space systems protection capability is the ability to recover from a space
negation attack in a timely manner by reconstituting damaged or destroyed components
of the space system. While capabilities to repair or replace ground stations and reestablish
satellite communications links are generally available, capabilities to quickly rebuild space-

based systems are much more difficult to develop.



Space Security Impact

Most space systems remain unprotected from a range of threats, assessed by experts to include
(in order of decreasing likelihood): (1) electronic warfare such as jamming communications
links, (2) physical attacks on satellite ground stations, (3) dazzling or blinding of satellite
sensors, (4) hit-to-kill anti-satellite weapons, (5) pellet cloud attacks on low-orbit satellites,
(6) attacks in space by microsatellites, and (7) high-altitude nuclear detonations (HAND).?
Other potential threats include radio frequency weapons, high-powered microwaves, and
“heat-to-kill” ground-based lasers. Growing awareness of the vulnerabilities of space systems
has led actors to develop space systems protection capabilities to better detect, withstand,
and/or recover from an attack. Nonetheless, there are no effective physical protections
against the most direct and destructive types of negation such as the use of kinetic or high-
powered energy force against satellites.

These protection capabilities can have a positive impact on space security by increasing the
ability of a space system to survive negation efforts, thus helping to assure secure access
to and use of space, and potentially to deter negation attempts. Actors may refrain from
interfering with well protected space systems if such attacks would seem both futile and
costly. Moreover, the use of protective measures to address system vulnerabilities could offer
aviable alternative to offensive means to defend space assets. Given the concerns surrounding
space debris, passive defensive measures may also offer more sustainable approaches to
physical security in space.

However, the security dynamics of protection and negation are closely related, and under
some conditions, protection systems can have a negative impact on space security. Like many
defensive systems, they can stimulate an arms escalation dynamic by motivating adversaries
to develop weapons to overcome protection systems. Conceivably, robust protection
capabilities could also reduce an actor’s fear of retaliation, thus lowering the threshold for
using space negation capabilities. Finally, protection, which often increases the mass of the
space system, can have cost implications that affect space access and use, and can thereby
reduce the number of actors with secure use of space.

Trend 6.1: US and Russia lead in ability to detect rocket
launches, while US leads in development of
technologies to detect direct attacks on satellites

The ability to distinguish space negation attacks from technical failures or environmental
disruptions is critical to maintaining international stability in space. Early warning also
enables the mounting of physical protection efforts, although the type of protection
available may be limited. Detecting attacks on satellite ground stations is not addressed in
any detail in this trend assessment since this capability is available to almost all actors with
a conventional military capability.

Detecting rocket launches

During the Cold War the US and USSR developed significant space-based early warning
systems to detect ballistic missile and space rocket launches. These systems also provided
some ability to detect the ground-based launch of an anti-satellite missile by monitoring
the trajectory of the launch to see if it could place its payload into the same area as that of
an existing satellite. Only the US and Russia currently have a space-based early-warning
capability, although France is developing two early warning demonstrator satellites called
Spirale.*
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The USSR launched its first space-based early warning Oko satellite in 1972 and had fully
deployed the system by 1982. As of January 2009 there were only three satellites in the
Oko system, which provides coverage of US intercontinental ballistic missile fields about
18 hours a day, but with reduced reliability; it can detect massive attacks but not individual
missile launches.’> The Oko system is complemented by two additional early-warning
satellite in Geostationary Orbit (GEO), which is believed to be a next-generation US-KMO
or Prognoz satellite capable of detecting missiles against the background of the Earth.® The
complete US-KMO system would consist of up to seven GEO satellites to provide global
coverage. A new Integrated Space System is being planned for 2009-10.7 Plans have also
been announced to restore the space-based component of its missile attack warning system,
for which funding has been increased.® See Space Support for Terrestrial Military Operations
for additional details.

Russia’s space-based early warning capabilities are complimented by nine land-based radar
stations, including a new Voronezh meter-band early warning radar near Lekhtusi in the
Leningrad Region, which was put online in 20006, closing a seven-year coverage gap in its
northwestern region.” However, Russia intends to stop using five of these stations, which
are located outside of Russian territory in Azerbaijan, Belarus, Kazakhstan, and Ukraine.'

The US military has always emphasized space protection as one of the key pillars of its
space doctrine." First launched in 1970 US Defense Support Program (DSP) early warning
satellites have provided the US with the capability to detect missile/rocket launches
worldwide. By 2002 the DSP system had increased from four to seven GEO satellites,
enhancing reliability by allowing certain areas to have additional satellite coverage.? The
intended replacement for DSP is the US Air Force’s (USAF) next-generation Space Based
Infrared System (SBIRS), which will require four satellites in GEO to provide global
coverage.'? The SBIRS program is estimated to cost $11-billion and is seven years behind
schedule." Due to its numerous delays and cost overruns the USAF initiated the Alternative
Infrared Satellite System, now renamed Third Generation Infrared Surveillance Program
(3GIRS)"™ in 2006 as a less complex alternative using existing technologies, but it is now
considered a follow-on program.'®

The second layer of US next-generation space-based ballistic missile detection and tracking
is the Space Tracking and Surveillance System (STSS) under development by the US Missile
Defense Agency (MDA). STSS is intended to track missiles through space, differentiate
missile warheads from decoys and debris, and provide targeting data for a missile defense
interceptor using a system of 20 to 30 sensor satellites in Low Earth Orbit (LEO). The
program has been restructured and renamed several times since 2001 and has experienced
significant cost growth.”” STSS could also be used to support space systems negation efforts
and space-based strike capabilities.

Sea-based and terrestrial assets perform ballistic missile launch detection and tracking for
China, France, and the UK. China’s four Yuan Wang tracking ships are used for satellite
tracking as well as missile detection and tracking. China is also believed to have one Large
Phased-Array Radar for missile launch detection near Xuanhua in the west."® France
employs the Monge tracking ship with ARMOR radars to track ballistic missiles, primarily
for its missile testing program. On the Monge ship there are two C-band ARMOR radars
with 10-meter receiver dishes capable of viewing objects up to 4,000 kilometers away."”
Royal Air Force Fylingdales in North Yorkshire, UK is a major space surveillance site with
a Large Phased-Array Radar operating in the UHF frequency range. Fylingdales is one of
three radars in the Ballistic Missile Early Warning System, which performs missile launch



detection for Europe and the US. The radar also acts as a collaborative sensor for the US
Space Surveillance Network (SSN) and is currently being updated to play a role in the US
ballistic missile defense program.*® Another early warning system has been proposed for the

Czech Republic.

Detecting Anti-Satellite Weapon (ASAT) attacks

Most actors have a basic capability to detect a ground-based electronic attack on their space
systems, such as jamming, by sensing the interference signal of the attacker or detecting the
loss of communications with the system under attack. Many actors also have the capability
to use multiple sensors to geo-locate the source of jamming signals, which helps to determine
if the interference is intentional. It is also reasonable to assume that all actors operating a
satellite have some capability to detect spoofing (feeding a false signal), since basic electronic
error code checking routines are relatively simple to implement. However, early warning for
such attacks remains a challenge.

Directed energy attacks such as laser dazzling or blinding and microwave attacks move at the
speed of light, so advance warning is very difficult to obtain. These attacks can be detected
cither by the loss of a data stream from optical or microwave instrumentation or by thermal
sensors. Onboard satellite-specific laser sensors can detect cither the key laser frequencies
or radiant power. Such capabilities could trigger a variety of reactive passive protection
measures, such as automated mechanical shutters or the release of smoke to block the laser,
which might prevent damage, depending on the sophistication of the attacker.?! Only US
satellites are known to have such capabilities, but Russia, France, Germany, China, Japan,
and others have critical remote sensing satellites that might employ such capabilities (see
Space Support for Terrestrial Military Operations).

Conventional weapons based in space could be detected through the tracking of satellite
maneuvers to monitor whether a satellite is in an orbit that could allow it to intercept or
attack another satellite. Both the US and Russia have a limited ability to do this through
their space surveillance capabilities. The US has the most capabilities in this regard through
the SSN. It has been slowly augmenting this capability with the development of the Space
Surveillance Telescope, the Deep View radar, and the Space Based Space Surveillance
(SBSS) system; however, these programs are not fully developed. A greater capability to
monitor satellites in GEO is expected from Canada’s space-based space surveillance satellite
Sapphire, which will contribute data to the US Space Surveillance Network. 2 The US
refers to this capability as Space Situational Awareness, which the US government viewed
as having greater importance after the 2007 Chinese satellite intercept.” European Union
(EU) member states have also discussed the feasibility of developing an independent space
surveillance system, based on the existing national capabilities of a few members. See The
Space Environment Trend 1.3.

No space actor currently has the ability to constantly monitor all satellites to detect hostile
maneuvers. Butspace surveillance capabilities can also contribute more passively to protection
in space by improving transparency in space activities, which is necessary to confidently
operate safely in outer space. However, there is currently no process in place to create a
global system for space surveillance and transparency, in part because such data can also be
used to support negation efforts. This is why the US moderates access to information from
its SSN.* Technical and policy challenges also put constraints on data sharing, although

some efforts among select actors are under way to overcome these challenges.
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Space surveillance capabilities are discussed at length in The Space Environment Trend 1.3
and Space Systems Negation Trend 7.2.

Another approach to detection would be to place sensors on every satellite to allow the
detection of local satellites and potential negation efforts. While no actor has fully developed
these capabilities, the US is pursuing tactical, on-orbit space-based situational awareness
via a $30-million project called Self-Awareness Space Situational Awareness (SASSA) (see
development below). The US is also developing capabilities to detect electromagnetic
interference on satellites through its Rapid Attack Identification Detection and Reporting
System (RAIDRS) program. This largely classified program is defined by the US as a
defensive counterspace system designed to identify, locate, and report attacks on US space
systems, thus enabling timely deployment of defensive responses.”” The system has been
operating since 2005 with six fixed ground stations and three deployable ground segments.?

Finally, the USAF is developing the Autonomous Nanosatellite Guardian for Evaluating
Local Space (ANGELS) to shadow a space asset and provide local, on-orbit space situational
awareness and anomaly characterization.” The first ANGELS launch is currently expected
in 2009. ANGELS is intended to develop tools for “high value satellite defense.””® While
there are concerns about its potential use for space systems negation, information in open
literature does not indicate that it will have the capacity to significantly change orbit to
target foreign satellites.

A high altitude nuclear detonation (HAND) can be detected by using gamma ray/X-ray/
neutron flux detectors in orbit. Only the US and Russia are known to have such capabilities,
and no other actors are known to be developing them. The US developed and launched 12
Vela series satellites, which would detect nuclear tests, to monitor compliance with the 1963
Limited Test Ban Treaty. Subsequently such instruments were integrated with DSP early
warning satellites and Global Positioning System (GPS) satellites.” Russia integrates nuclear
detonation warning sensors onto its GLONASS satellites. Actors in direct line of sight could
also detect a HAND.

2008 Developments

US and Russia continue to upgrade early warning systems, and Japan considers developing a national
early warning capability

In mid-September 2008 the 23 US DSP missile-warning satellite launched in November
2007 failed in orbit.® The loss of US DSP-23, the newest satellite in an ageing system, may
reduce the lifespan of the system or its capabilities, so that there will be a gap in capability
until the next-generation Space-Based Infrared System (SBIRS) can fully take over; that
projected date is 2016, if the program stays on course (see Space Support for Terrestrial
Military Operations Trend 5.1).%' In 2008 the US Department of Defense (DOD) opted
to increase the planned constellation to four, which is necessary for global coverage.®* A
second SBIRS sensor was launched onboard a classified satellite in HEO on 13 March 2008
and both were to be operational by January 2009.> To ensure that there are no capability
gaps, however, the US Air Force is proposing an interim capability satellite, the Infrared
Augmentation Satellite, which would be launched in 2014 if approved by the US Congress.
Congressional support continued to falter for the Third Generation Infrared Surveillance
(3GIRS) program, which was deemed “premature” and received only $75-million of the
$149.1-million requested.*

The failure of DSP-23 also meant the loss of a sensor onboard designed to detect even small
nuclear tests from space to monitor global compliance with nuclear weapons treaties.”



In June 2008, Russia launched the early warning satellite Cosmos-2440 to enhance its
fragile early warning system.*® The new Cosmos-2440 may replace the aging US-KMO
satellite, Cosmos-2379, which was commissioned in 2001 and is approaching the end of
its lifespan.’” On 2 December 2008 Russia launched Cosmos-2446, a US-KS early warning
satellite placed in HEO, bringing the total constellation to five satellites — two in GEO
and three in HEO. The satellites in HEO are able to detect launches from US territory only,
while the system in GEO is intended for global coverage, but is not yet fully operational. %

The upgrades to Russia’s early warning system also include the construction of a new radar
station. Russia terminated an early warning agreement with Ukraine in January 2008 and
the Ukrainian radars will be replaced with the new Russian Voronezh-type radar station in
Armavir.” The station was supposed to be operational by the end of 2008, but was not.*

Experiencing tensions with China and North Korea, Japan is developing a plan to promote
the defensive use of rockets and early warning satellites. Following a change in legislation
in May 2008 to allow Japan to deploy military satellites for self-defense (see Laws, Policies,
and Doctrines Trend 2.4), Japan’s Ministry of Defense is now considering plans for its own

ballistic missile early warning satellite.*!

2008 Developments

US pursues on-orbit warning and attack detection capabilities to enable defensive responses

The US Air Force is pursuing tactical, on-orbit space-based situational awareness via a
$30-million project called Self-Awareness Space Situational Awareness (SASSA) that
is intended to provide data on possible anti-satellite attacks, including lasers and radio
frequency jamming, and to evaluate potential threats in the local operating environment via
a sensor on a host satellite.*’ The sensory payload will be designed to: 1) provide indications
of an attack; 2) identify the source of such an attack; 3) assess any damage to the host satellite;
and 4) identify environmental and potential anti-satellite anomalies in space. There are no
plans to include countermeasures or other active defenses in the program,® but negation
enabling capabilities are conceivable (see Trend 7.2). The biggest challenge for responsive
measures will be pinpointing the origin of possible interference. While the program is only
in the development stage, capabilities are expected to be integrated into such future satellites
as the Operationally Responsive Space Office’s TacSat-5, anticipated in 2011.%

Similarly, in 2008 the US Air Force received $6.3-million in the FY2009 Defense
Authorization budget for an “active and/or passive threat warning sensor for detection of a
direct ascent or co-orbital vehicle,” which some analysts suspect is part of ANGELS.% The
2009 request includes selection of “two technology options that provide defensive capability”

for “incorporation” in GEO and LEO satellites.*

The ANGELS program is to provide some

degree of awareness to their host satellite, enabling the satellite to deploy countermeasures
or maneuver in the event of a threat.”

The US demonstrated a provisional capability to inspect and characterize satellites and
potential abnormalities on-orbit in 2008 by using the Microsatellite Technology Experiments
(MiTEx) satellites following the failure of the US DSP-23 early-warning satellite in GEO
in September 2008. However, there are concerns about potential use of on-orbit defensive
systems to also engage in activities that target other spacecraft (see Space Systems Negation

Trend 7.4).

Early warning data is only useful for space protection if it can be used to respond defensively
to a potential threat. The US Air Force intends to improve this ability through an upgraded
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version of the RAIDRS Block 20. Although currently conceptual, it is intended specifically
to detect possible attacks on satellites. The new systems would be able to monitor all US
military satellites for signs of potential interference and would collect data from open and
classified sources on “space weather; missile-warning alerts. . .; satellite position and telemetry
from space; and intelligence from various sources.” *® The intent is to predict when a threat
is coming and use the data to make decisions about how to maneuver around a threat. As
the system progresses, data from new threats, including those in orbit, will be added. Initial
deployment is planned for 2011.

2008 Developments

Improvements in access to independent space surveillance data, and ongoing discussions about options
to share such data

The ability to use space surveillance capabilities for protection measures in space remains
predominantly limited to passive abilities to detect, monitor, and track satellites in orbit that
may be potentially hostile. Even these functions cannot be constantly carried out for every
satellite. Space surveillance can also improve transparency in space activities, particularly
if such data is widely shared. Developments in national capabilities and the potential for

sharing data are covered under The Space Environment Trend 1.3.

2008 Space Security Impact

Efforts to improve missile early warning capabilities in the US and Russia contribute to
space security by maintaining the foundation of capabilities to monitor compliance with
international controls on missile and nuclear technology developments that could be used
to threaten objects in space (see Space Systems Negation), and to warn of impending threats.
Thus the loss of the US sensor to detect nuclear blasts weakens an important protection
measure, while the potential for early warning capabilities to be developed by additional
actors is a positive measure that could increase the robustness of these efforts. US interest in
developing local, on-orbit capabilities to warn of possible attacks or detect interference with a
satellite can enhance protection of specific space systems by enabling defensive responses and
possibly deterring attempts to interfere with those satellites. More broadly these capabilities
could contribute to increased stability if they were able to identify the source of interference
and if it were intentional, accidental, or environmental. It is noted, however, that on-orbit
surveillance and warning can potentially facilitate aggressive counteractions in space, which

could be destabilizing and spiral into conflict.

Trend 6.2: Efforts to protect satellite communications links
but ground stations remain vulnerable

Protection of satellite ground stations

Satellite ground stations and communications links are the likeliest targets for space
negation efforts since they are vulnerable to a range of widely available conventional and
electronic weapons. While military satellite ground stations and communications links are
generally well protected, civil and commercial assets tend to have fewer protection features.
A study published by the US President’s National Security Telecommunications Advisory
Committee emphasized that the key threats to the commercial satellite fleet are those faced
by ground facilities from computer hacking or possibly, but less likely, jamming.*’ Satellite
communications can usually be restored, however, and ground stations rebuilt for a fraction

of what it costs to replace a satellite.



The vulnerability of civil and commercial space systems raises concerns, since a number of
military space actors are becoming increasingly dependent on commercial space assets for
a variety of applications. Many commercial space systems have a single operations center
and ground station,* leaving them potentially vulnerable to some of the most basic attacks.
Responding to such concerns, in 2002 the US General Accounting Office recommended
that “commercial satellites be identified as critical infrastructure” (see Commercial Space
Trend 4.3).%" In the event of an attack the use of standardized protocols and communications

equipment could allow alternative commercial ground stations to be brought online.

Most, if not all, space actors are capable of providing effective physical protection for their
satellite ground stations within the general boundaries of their relative military capabilities,
although they may not elect to do so. Thus this trend focuses on the increasingly critical area
of the protection of satellite communications links.

Electronic protection

Satellite communications links require specific electronic protection measures to safeguard
their utility. Although unclassified information on these capabilities is difficult to obtain,
one can assume that most space actors, by virtue of their technological capabilities to
develop and operate space systems, are also able to take advantage of simple but reasonably
robust electronic protection measures. These basic protection capabilities include: 1) data
encryption; 2) error protection coding to increase the amount of interference that can
be tolerated before communications are disrupted; 3) directional antennas that reduce
interception or jamming vulnerabilities, or antennas that utilize natural or manmade barriers
as protection from line-of-sight electronic attacks; 4) shielding and radio emission control
measures that reduce the radio energy that can be intercepted for surveillance or jamming

purposes; and 5) robust encryption onboard satellites.”

Sophisticated electronic protection measures were traditionally unique to the military
communications systems of technologically advanced states, but they are slowly being
expanded to commercial satellites. These advanced protection capabilities include: 1)
narrow band excision techniques that mitigate jamming by using smaller bandwidth; 2)
burst transmissions and frequency-hopping (spread-spectrum modulation) methods that
communicate data in a short series of signals or across a range of radio frequencies to keep
adversaries from “locking-on” to signals to jam or intercept them; 3) antenna side-lobe
reduction designs that mitigate jamming or interception vulnerabilities by providing more
focused main communication beams and reducing interference from jamming in the side-
lobe regions; and 4) nulling antenna systems (adaptive interference cancellation), which
monitor interference and combine antenna elements designed to nullify or cancel the
interference.”® This last technique is considered the most comprehensive anti-jamming

technique in existence.”®

During the Cold War the US and the USSR led in the development of protection
systems to protect satellite communications links. The US currently appears to be leading
in the development of more advanced capabilities. For example, US/NATO Milstar
communications satellites use multiple anti-jamming technologies, employing both spread-
spectrum modulation and antenna side-lobe reduction. Adaptive interference cancellation is
being developed for next-generation satellites.”® Through its Global Positioning Experiments
project, the US has also demonstrated the ability of GPS airborne pseudo-satellites to relay
and amplify GPS signals to counter signal jamming.
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The US and several other countries, including Germany and France, are currently developing
laser-based communications systems, which could provide a degree of immunity from
conventional jamming techniques in addition to more rapid communications; however,
they continue to face technological challenges.”” The US has also initiated a Cyberspace
Command responsible for the military’s Internet and other computer networks, as well as
the electromagnetic spectrum, which could cover satellite protection from directed energy
weapons and communications jamming.”® Commercial technologies to protect against
electronic jamming are increasingly available.

In response to several jamming incidents in past years allegedly attributed to the Falun
Gong, in 2005 China launched its first anti-jamming satellite, the Apstar-4 communications
satellite.”” China is also reportedly upgrading its Xi’an Satellite Monitoring Center to
monitor and diagnose satellite malfunctions, eliminate harmful interference, and prevent
purposeful damage to satellite communications links.®

2008 Developments

Plans for US Cyber Command evolve; NATO opens Co-operative Cyber Defense Center

Announced in 2006 and set to become operational on 1 October 2008, the USAF Cyber
Command would have been a USAF ‘major command’ and was to ‘dominate’ cyberspace.
Plans were put on hold in August 2008, however, when the Air Force announced that it
would not activate a major command. ® Plans to create a numbered air force subordinate
to Air Force Space Command were announced in mid-October; its responsibilities include
both defense of DOD networks and capabilities to launch attacks (see Space Systems
Negation Trend 7.1).* On the defensive side, the Air Force is struggling to stay ahead of
online attackers by ‘re-writing the rules’ of cyberspace with the newly announced Integrated
Cyber Defense program of the Air Force Research Laboratory. Its aims include “making
hostile traffic inoperable on Air Force networks, locating and identifying once-anonymous
hackers, [and] enabling Air Force servers to evade or dodge electronic attacks.”® In the
meantime, significant activities in cyberspace are the responsibility of the Navy’s Network
Warfare Command and the Space and Naval Warfare Systems Center.*

On 14 May 2008 seven NATO members (Estonia, Latvia, Lithuania, Germany, Italy, Spain,
and Slovakia) formally established a Co-operative Cyber Defense Center of Excellence based
in Tallinn, Estonia.® The Center is intended to improve the defense of key information
systems against cyber attacks and to share best practices. Its establishment followed the
adoption of a common NATO policy on cyber defense at the NATO summit meeting held
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in April 2008 to develop a coordinated approach to cyber attacks.

2008 Developments

US focuses on improved security of existing communications links while efforts to develop laser links
continue, but face both technical and budgetary challenges

The US continued to improve the security of its existing radio-based satellite communications
systems in 2008. A second Eagle Sentry system, first deployed in 2007 to track interference
with commercial communications systems used by the US government, was deployed in
Europe in 2008 to monitor communications in Afghanistan and Iraq. The system localizes
and characterizes interference as a weather event or an enemy attack.”” The US military has
a similar capability with RAIDRS Block 10, which is currently operating in the Middle East
with a prototype system and will begin full operations in 2011.% The DOD also approved



a $9.2-million contract with General Dynamics for the development of improved satellite
encryption methods, which should be completed and ready for production by late 2009.%

Laser satellite communications links remain an ongoing interest for both increasing data
transfer rates and improving security. A private German company, Tesat-Spacecom, tested
laser communications technology between two satellites over several months beginning in
February 2008 using the German TerraSAR-X radar satellite and US Near Field Infrared
Experiment (NFIRE) satellite. The two exchanged data at speeds of 5.5 gigabits per second,
nearly one hundred times faster than conventional radio communication links.” The link
was maintained for twenty-minute increments, at straight-line distances between 2,000
and 8,000 kilometers.”" Future tests are planned between satellites and ground stations
in Germany and Spain. These tests will produce a different set of challenges, since laser
communications suffer losses due to physical obstacles such as atmospheric particles and
clouds.” Development of the technology has taken more than ten years. Similar efforts by
the US military continued to face ongoing technical and budgetary challenges in 2008 (see
“TSAT” under Space Support for Terrestrial Military Operations Trend 5.1).

2008 Space Security Impact

Efforts to secure the network safety of critical infrastructure, which includes satellite command
and control stations, reflects the interdependence of security in space with other terrestrial
security issues and the complexity of defending against potential threats. These efforts
are positive insofar as they reduce the number and severity of network attacks; encourage
international cooperation, currently limited to NATO members; and enable governments
to keep pace with innovations in cyber attacks. Laser communication technologies continue
to offer the promise of better protection for ground-to-satellite communications, which is
one of the most prevalent sources of attacks on space system. But progress remains slow and
is currently focused on satellite-to-satellite transmissions. Efforts to improve the security
of both computer networks and communications links demonstrate the spiral effect of
protection-negation dynamics in space, where capabilities to improve one lead actors to
improve the other.

Trend 6.3: Protection of satellites against some direct threats
is improving but remains limited

Although a less likely occurrence than interference with satellite ground stations or
communications links, direct interference of satellites by conventional, nuclear, or directed
energy weapons is much more difficult to defend against. In this case, the primary source
of protection for satellites stems from the difficulties associated with launching an attack of

conventional weapons into and through the space environment to specific locations.

There are inherent protection elements associated with the space environment. For example,
energy weapons must overcome atmospheric challenges and be effectively targeted at
satellites, which orbit at great distances and move at very high speeds. Also, the distances and
speeds involved in satellite engagements can be exploited to enhance protection. Satellites in
lower altitude orbits are more difficult to detect with space-based infrared sensors because of
their proximity to the Earth’s atmosphere. Lower orbits are also less predictable because of
greater atmospheric effects, such as fluctuations in density in the upper atmosphere, which
alter satellite drag. For example, at an altitude of about 800 kilometers the predictability
of orbits is limited to an error of approximately one kilometer one day in advance of the
calculation, using readily available models. Higher operational orbits also raise the power
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demands for terrestrial radars, leaving only optical systems capable of tracking satellites
in altitudes beyond 5,000 kilometers. The fact that LEO can be reached in a matter of
minutes, while GEO takes about a half-day to reach by completing a Hohmann transfer
orbit, illustrates the unique protection dynamics associated with different orbits.”® Some
military systems are being placed into higher orbits such as Medium Earth Orbit (MEO)
or GEO, but orbits are largely dictated by function. Surface finishes and designs optimized
for heat dissipation and radar absorption can also reduce the signatures of a satellite and the
ability to observe it, further complicating negation targeting efforts, such as the US stealth
satellite program Misty (cancelled in 2007).”* But if an actor has the ability to overcome
these natural defenses, there are few ways to physically protect a satellite against a direct
attack.

Protection against conventional weapons

Efforts to protect satellites from conventional weapons, such as kinetic hit-to-kill, explosive,
or pellet cloud methods of attack, assume that it is almost impossible to provide physical
hardening against such attacks because of the high relative velocities of objects in orbit. As
previously discussed, however, the difficulty of attacking into and maneuvering through
space facilitates the protection of satellites from conventional weapons threats. For example,
tests of the Soviet co-orbital ASAT system in the 1960s and 1970s were limited to two
opportunities a day, when the longitude of the interceptor launch site matched that of the
target satellite. This introduced an average delay of six hours between a decision to attack a
satellite in LEO and the launch of an interceptor.

Once an interceptor has been launched toward a satellite, it has committed a significant
amount of its limited fuel to a specific attack strategy. Evasive maneuvers by the targeted
satellite can force an interceptor to expend valuable fuel and time in reorienting its line of
attack. While such defensive maneuvers require valuable fuel mass and few satellites carry
extra fuel specifically for this purpose, all operational satellites have some fuel allocated
to maintain their orbital positions, known as “station keeping,” in case of natural orbital
disturbances. These evasive maneuvers must only be large enough to avoid the weapons
effects or target acquisition range of the interceptor,”® but the extra fuel required might

represent more than 10-20 percent of the satellite cost.”

An interceptor is also vulnerable to deception by decoys deployed from a target. For example,
an interceptor’s radars could be deceived by the release of a cloud of metal foil known as
chaff, its thermal sensors could be spoofed by devices imitating the thermal signature of the
satellite, or its sensors could be jammed.””

Dispersing capabilities is a well established practice in terrestrial conflict that can be applied
to satellite operations.”® Dispersion both increases the number of targets that must be
negated to affect a satellite system, and increases system survivability through the use of a
constellation. The US Defense Advanced Research Projects Agency (DARPA) is developing
a project called System F6, which seeks to research, develop, and test a satellite architecture
where the functionality of a single satellite is replaced by a cluster of free-fly subsatellites
that wirelessly communicate with each other.” Each subsatellite of the system can perform
a separate function or duplicate the function of another module, making the constellation
less vulnerable to electronic or physical interference.

Redundancy in satellite design and operations offers a number of protection advantages.
Since onsite repairs in space are not cost-effective, satellites tend to employ redundant
electronic systems to avoid single point failures. Many GEO communications satellites are



also bought in pairs and launched separately into orbit to provide system-level redundancy.
In general, however, there is currently little redundancy of commercial, military, or civilian
space systems, particularly of the space-based components, because of the large per-kilogram
cost of launch, but operators are starting to address this weakness.

Greater dependence on space systems is motivating system redundancy. China, the European
Space Agency (ESA) and the EU, Japan, and India are developing satellite navigation systems
that will decrease dependency on US GPS. Constellations of satellites such as the US GPS
are inherently protected by redundancy, since the loss of one satellite might reduce service
reliability but not destroy the entire system. But additional systems can provide additional
reliability, particularly if they are interoperable. Thus far, however, only the US GPS and
ESA/EU Galileo systems are designed to be interoperable (see Civil Space Programs and
Global Utilities Trend 3.4).%°

Opver the longer term, more active measures such as automated on-orbit repair and servicing
capabilities may be able to further improve the survivability of space systems. Technology
developments currently taking place include the DARPA/NASA Orbital Express program,
which launched two spacecraft in 2007 to test automated approach and docking, fuel
transfer, and component exchange.®! If successful, future on-orbit servicing could enable
greater maneuverability for defensive purposes and extend the life of satellites.

The US is also exploring other options for more active, direct protection of satellites,
including the DARPA Tiny, Independent, Coordinating Spacecraft (TICS) program, in
which 10-pound satellites could be quickly air launched by fighter jets to form protective
formations, shielding larger satellites from direct attacks.® This program was cancelled in
the FY2009 budget.®® Both on-orbit servicing and formation shields such as TICS, however,
would also have notable capabilities for negation if used against an uncooperative foreign
satellite® (see Space Systems Negation). Further, as space-based protection capabilities
become more active, they may become indistinguishable from negation capabilities,
particularly because many space-based kinetic threats cannot be countered except with a
preemptive attack.® Such measures could also create large amounts of space debris.

Protection against nuclear attack

Electronics are the foundation of satellite communications networks, and the threat of
an Electromagnetic Pulse (EMP) attack, which would involve an “instantaneous, intense
energy field that can overload or disrupt at a distance numerous electrical systems and
high technology microcircuits,” through a nuclear explosion or focused microwaves is a
growing concern. Currently, the best protection from a High Altitude EMP (HEMP) event
is hardening those electronics that provide essential services, in conjunction with surge
protectors, which may provide an ability to withstand a HEMP blast.* When combined
with redundancy of critical components, however, this type of protection is expensive and
not practical for any but the most sensitive of military satellites.

Early space protection efforts undertaken by the US and the USSR during the Cold
War were aimed at increasing the survivability of strategically important satellites in
the face of nuclear attack. US systems such as the DSP early warning, Defense Satellite
Communications System communications, and GPS navigation satellites were all hardened
against the radiation and EMP effects of nuclear weapon detonations, as are all current
generation military satellites of advanced space actors. Robust production lines, the use
of satellite constellations, and responsive launch readiness contributed to the survivability
of the USSR’s space capabilities from nuclear attack. Both the US and Russia maintain
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hardening to protect against a HAND on their military assets, as do the UK and France. It
is not clear from open sources whether other states employ such measures.

Radiation hardening enables satellites to withstand the effects of nuclear weapons through
the use of radiation-tolerant components and automatic sensors designed to switch off non-
essential circuits during a nuclear detonation. Photovoltaic or solar cells, employed as power
sources in many satellites and particularly vulnerable to radiation effects, can be replaced by
nuclear reactors, thermal-isotopic generators, or fused silica-covered radiation-resistant solar
cell models built with gallium arsenide.

Alternatively, EMP shielding protects sensitive satellite components from the voltage surges
generated by the reactions of nuclear detonations with the environment and the internal
voltages and currents generated when X-rays from a nuclear detonation penetrate a satellite.*”
Technical measures to protect satellites from external EMP effects include: 1) metal shields
and conductive coatings to prevent EMP radiation from entering satellite cavities, 2) linking
and grounding of the exterior components of a satellite to create a Faraday cage that will
prevent transmission of EMP radiation to interior components, 3) grounding straps and
surge arresters to maintain surfaces at the same electrical potential, and 4) microwave filters
that isolate internal satellite electronics from external electromagnetic radiation. The use
of graphite composites instead of aluminum construction panels can further reduce the
number of liberated electrons capable of disrupting components. Electro-optic isolators,
specialized diodes, and filters can also be used to shield internal satellite circuits.

Scintillation and blackout measures can be used to avoid the disruption and denial
of communications between satellites and their ground stations caused by nuclear
detonations that generate an enhanced number of charged particles in the Earth’s radiation
belts. Protection against these communications failures can be provided by crosslink
communications to bypass satellites in a contaminated area and enable communications
via other satellites. Higher frequencies that are less susceptible to scintillation and blackout
effects, such as EHF/SHF (40/20 gigahertz), can also be used.

As well as focusing on protective measures, the US is examining options to reduce the
duration of atmospheric ionization in the case of a HAND. The High Frequency Active
Auroral Research Program (HAARP) facility in Alaska has one of the few ionospheric
heaters in the world. It can protect satellites by emitting radio waves to mitigate the effects
of a HAND.%8

Most commercial spacecraft must install radiation hardening to guarantee lifespan (typically
15 years) and include automated switch-off and recovery modes that protect systems
from natural radiation events, such as solar flares. Generally, commercial satellites are not
specifically protected from the EMP effects that would result from a HAND. However,
some commercial spacecraft components may have some limited protection from radiation
because they were made with materials developed to military specifications. Any physical
protection normally creates an increased cost and it seems unlikely that the space industry
will harden its satellites without significant prompting and subsidies from governments.
Protection measures vary in cost; for example, hardening against the radiation effects of
a nuclear detonation is estimated to be about two to five percent of satellite costs, while
hardening against the EMP effects of a nuclear detonation can be up to 10 percent of
satellite costs.”

The US is pursuing technologies other than hardening to reduce the damaging long-term
radiation belts caused by a HAND. HAARP includes research on active measures to reduce



the concentration of ionic particles in the upper atmosphere following a HAND.” Such
measures would reduce the probability of satellite malfunction in the aftermath of a HAND.

Protection against a directed energy attack

The simplest form of directed energy weapon makes use of a ground-based laser directed
at a satellite to temporarily dazzle or disrupt sensitive optics. Optical imaging systems on a
remote sensing satellite or other sensors, such as the infrared Earth sensors that are part of
the attitude control system of most satellites, would be most susceptible to laser interference.
Because the attacker must be in the line of sight of the instrument, opportunities for attack
are limited to the available territory below the satellite. A more advanced directed energy
attack designed to degrade or damage sensitive optical or thermal imaging sensors requires
higher laser powers (see Space Systems Negation). Protection measures that address these
threats include: 1) laser sensors, mechanical shutters, or spectral or amplitude filters to protect
from intense laser illumination; 2) the use of multiple imaging frequencies, including those
attenuated by atmospheric absorption, to reduce the effectiveness of the laser weapon itself;
and 3) the use of indirect imaging angles to avoid direct ground-based laser illumination.
While such measures can help to prevent permanent damage, they may require a temporary
disruption of the satellite’s functions.

Highly advanced lasers capable of damaging other satellite subsystems through heating or
shock continue to require higher power. Vulnerable subsystems include solar panels and
some electronics. Protection can be provided by ablative coatings and isolated shields on
the exterior of spacecraft; the use of spin stabilization to dissipate heat; and the selection
of power generation technology other than photovoltaic cells, which can be damaged by
lasers.” The US Air Force is developing a coating for critical system components that would
offer some kind of protection from directed energy weapons such as lasers.”” While the
technology is being developed primarily for ground-based assets and missiles, the coating
could offer an inexpensive way to protect satellites from energy attacks. The use of higher
orbits also provides significant protection from this type of attack because of the distances
involved; modest shields in GEO can prevent the destruction of a non-imaging satellite by
laser heating.” Protection against microwave weapons, which use high-powered short pulse
beams to degrade or destroy unprotected electronics, can be provided by over-voltage and
over-current protection circuits within a satellite’s receivers.

The US currently leads in developing technology to protect from directed energy attack. But
commercial satellites typically lack protection from laser or microwave actack. Besides the
US, only France and Russia are known to employ means such as higher orbits or spectral
filtering on remote sensing satellites to provide protection from directed energy attacks.

2008 Developments

US, Canada, and Sweden experiment with formation flying, which could support dispersion techniques to
reduce the vulnerability of satellite systems

DARPA’s Future, Fast, Flexible, Fractionated, Free-Flying Spacecraft United by Information
Exchange (System FG6) program, which seeks to replace the functionality of a single
satellite with a cluster of satellites, awarded an initial $38.5-million in contracts to Boeing,
Lockheed Martin, Northrop Grumman, and Orbital Sciences in 2008.”* The initial stage
involves testing the technologies needed for a fractionated spacecraft, including wireless
communication, distributed computing, wireless power transfer, autonomous cluster
navigation, and an econometric analysis to determine value.
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The Canadian Advanced Nanospace Experiment 4 and 5 are a pair of nanosatellites
designed to demonstrate formation flying. The two satellites are intended to adjust their
relative position and orientation via a communication link to maintain several different
configurations.”” Similarly, the Swedish Prisma project is expected to be launched in
2009 into low, sun-synchronous orbit to test new technologies for formation flying and
rendezvous.”

The use of smaller satellites to provide operational requirements in outer space, as well as
the use of defensive clusters of satellites or the inclusion of space-based backup systems,
could provide passive defensive measures to direct attacks in space by making systems less
vulnerable and even deterring potential aggressors. These programs could also contribute to
protection measures such as the rapid repair of space systems described in Trend 6.4.

2008 Developments

US pursues technology enablers for on-orhit repair

In 2008 Alliance Spacesystems, the prime contractor for the DARPA/National Research
Laboratory’s Front-End Robotics Enabling Near-Term Demonstration (FREND) program,
completed development, testing, and delivery of the robotic arm to be used for spacecraft
servicing.” The next phase in the development of the arm will see it used in integrated
mission rehearsals, such as an autonomous grappling of objects representative of satellite
hardware. The program offers the ability to salvage inoperable space assets via an autonomous
rendezvous satellite and to reposition operating satellites that do not have the ability to
maneuver on their own. However, on-orbit servicing technology such as the FREND
program also raises potential anti-satellite concerns should approaching an enemy satellite
and tampering with its hardware become possible. FREND was allocated $10.7-million in
the FY2009 budget.”®

A slightly different repair-enabling capability is being explored by the Fast Access Spacecraft
Testbed (FAST) under DARPA’s Tactical Technology Office. The goal of the program is
to demonstrate a High Power Generation Subsystem that can be combined with electric
propulsion systems for “light weight, high-power, highly mobile spacecraft.””® According to
DARPA such a system could enable satellites to be affordably launched to LEO and to self-
transfer to GEO, with enough fuel remaining to perform a range of missions, including on-
orbit servicing and space situational awareness. In 2008 Boeing won a contract to develop
the first phase of the program, which was allocated $12-million in the defense budget.'®
However, an ability to easily maneuver through large distances in space, particularly by small
satellites that are difficult to detect, can also provide the basis for negation activities against
other satellites.

2008 Space Security Impact

Capabilities that would enable actors to disperse the function of a single large satellite into
a cluster of smaller satellites are progressing and would contribute to security in space by
reducing the vulnerability of space-based components, which would no longer rely on a single
spacecraft. However, other security challenges, such as the ability to safely manage traffic in
space, could increase. While enabling technologies to repair damaged spacecraft on-orbit
through new propulsion, maneuvering, docking, and grappling capabilities is progressing,
it remains a longer-term potential. As capabilities to protect satellites on-orbit become more
active, however, there is a potential for them to be used against non-cooperative spacecraft.
The long-term impact on space security will depend greatly on how technologies are used



and how transparent usage is. Moreover, space-based protection capabilities could still be
defeated by a determined actor, raising the potential for a spiral of protection and negation
capabilities in space.

Trend 6.4: Efforts to develop capacity to rapidly rebuild space
systems following direct attacks, but no operational
capabilities

The capability to rapidly rebuild space systems in the wake of a space negation attack could
reduce vulnerabilities in space. It is assumed that actors capable of operating a satellite are
also able to recover from an electronic attack since such attacks do not, in most cases, cause
permanent damage. It is also assumed that space actors have the capability to rebuild satellite
ground stations. This assessment examines capabilities to rebuild space systems by launching
new satellites into orbit in a timely manner to replace satellites damaged or destroyed by a
potential attack. Although efforts are under way to enable rapid recovery, no actor currently

has this capability.

During the Cold War the USSR and the US led in the development of economical launch
vehicles capable of launching new satellites to repair space systems following an attack. The
USSR/Russia has launched less expensive, less sophisticated, and shorter-lived satellites than
those of the US, but has also launched them more often. Soviet-era pressure vessel spacecraft
designs, still in use today, have an advantage over Western vented satellite designs that
require a period of out-gassing before the satellite can enter service.!” In principle Russia has
the capacity to deploy redundancy in its space systems at a lower cost and to allow quicker
space access to facilitate the reconstitution of its systems. Indeed in 2004 Russia conducted a
large military exercise that included plans for the rapid launch of military satellites to replace
space assets lost in action.'®” A significant number of Russia’s current launches, however, are
of other nations’ satellites; Russia continues to struggle to maintain existing military systems
in operational condition. Thus little redundancy is actually leveraged through this launch
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capability.

The US leads in formal efforts to develop responsive space capabilities. In 2007 the DOD’s
Operationally Responsive Space (ORS) Office was opened at the Kirtland Air Force Base in
New Mexico to coordinate the development of hardware and doctrine in support of ORS
across the various agencies.'”* ORS has three main objectives: 1) Rapid Design, Build, Test
with a launch-ready spacecraft within 15 months from authority to proceed; 2) Responsive
Launch, Checkout, Operations to include launch within one week of a call-up from a stored
state; and 3) Militarily Significant Capability to include obtaining images with tactically
significant resolution provided directly to the theater. New launch capabilities form the
cornerstone of this program. Indeed the USAF Space Command’s Strategic Master Plan
FY06 and Beyond notes, “An operationally responsive spacelift capability is critical to place
timely missions on orbit assuring our access to space.”'® Several programs, including Falcon,
address this concern.!% Initial steps include a Small Launch Vehicle subprogram for a rocket
capable of placing 100 to 1,000 kg into LEO on 24-hours notice for under $5-million;
however, the program is ultimately linked to a long-term prompt global strike capability.'””
Under this program AirLaunch LLC was asked to develop the QuickReach air-launch rocket
and SpaceX to develop the Falcon-1 to fulfill the SLV requirements.'”® The USAF TacSat
microsatellite series is also intended for ORS demonstration, combining existing military
and commercial technologies such as imaging and communications with new commercial
launch systems to provide “more rapid and less expensive access to space.”'” A full ORS
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capability could allow the US to replace satellites on short notice,''® enabling rapid recover
from space negation attacks and reducing general space system vulnerabilities.

The concept for a US Space Maneuver Vehicle or military space plane first emerged in
the 1990s as a small, powered, reusable space vehicle, operating as an upper stage of a
reusable launch vehicle.""! Two technology demonstrators have been built: the X-40 (USAF)
and the X-37A (NASA/DARPA)."? India is working on a similar design, the Reusable
Launch Vehicle, which is not anticipated before 2015."% The commercial space industry
is contributing to responsive launch technology development through advancements with
small launch vehicles, such as the Falcon-1, developed by Space Exploration Technologies
(see Commercial Space Trend 4.2).

Interest is increasing in the development of air-launched microsatellites, which could reduce
costs and allow rapid launches as they do not require dedicated launch facilities. The Russian
MiG-launched kinetic energy anti-satellite weapon program was suspended in the early
1990s, but commercial applications of similar launch methods continue to be explored.
As early as 1997 the Mikoyan-Gurevich Design Bureau was carrying out research, using
a MiG-31 to launch small commercial satellites into LEO.!" The Mikron rocket of the
Moscow Aviation Institute’s Astra Centre, introduced in 2002, was designed for launch
from a MiG-31 and is capable of placing payloads of up to 150 kg into LEO.'” The US has
been using the Pegasus launcher, first developed by Orbital Sciences Corporation in 1990,
to launch military small payloads up to 450 kg from a B-52 aircraft.!'® Other efforts include
the China Aerospace Science and Technology Corporation (CASC) plan to launch small
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payloads released from a modified H-6 bomber.

2008 Developments

US, China, and France developing more capable microsatellites and rapid launch technologies

The US ORS Office lost its first satellite on 3 August 2008, when the Falcon-1 launch
vehicle developed by the private company SpaceX failed for the third time. The launch,
called “Jumpstart,” was intended to “demonstrate that a spacecraft bus can be built, tested

”118 __ in this case, seven months from the time

and integrated in a short period of time
that the ORS Office received funding and less than four months after the office chose a
contractor for the satellite and the launch vehicle. Launch of Tactical Satellite 3 (TacSat-3), a
satellite developed by the Air Force Research Laboratory to demonstrate the functionality of
small satellites controlled directly by military officers in the field, was also delayed following
technical difficulties.'”® Nonetheless, the Office is moving forward with additional plans
to develop a rapid launch capability, which include experiments toward launches with as

little as six days’ notice, and experiments on TacSat-5, which will feature SASSA (see Trend
6.2).120

In other developments, Air Launch, which is under contract from DARPA and NASA,
has claimed that its QuickReach rocket is capable of placing a 454-kg satellite into orbit
from a C-17 airplane, in less than 24 hours’ notice. The cost of such a launch would be
approximately $5-million, compared to between $30-million and $100-million for a typical
launch. However, the last portion of the DARPA/AIr Force SLV program concluded in 2008
when AirLaunch conducted a series of test firings,'*! and the company is now grounded by
a lack of funding. Research on new launch technologies is also under way. LaunchPoint is
working with the US military to research a magnetic ring launcher that would be capable
of launching smaller satellites into orbit for approximately $75,000 per launch and be
able to launch satellites at a rate of one per day. The Electromagnetic Systems Division at



the University of Texas at Austin is researching a combination of air launch and magnetic

technologies called a railgun for nanosatellites.'??

China is also working to develop more capable microsatellites for military and other space
missions, and a classified “Shenlong air-launched booster designed for drop from a Chinese
H-6 badger bomber for smallsat launch operations.”'* Similarly, in 2008 Dassault Systems,
which manufactures France’s Rafale fighter jet, revealed new details of its concept to use
the fighter jet as a responsive space capability to launch small, 150-kilogram payloads up
to 800 kilometers in orbit. Dassault has been working with the French civil space agency
CNES on the concept for four years, and some interest has reportedly been shown by the
French military.'* As with US air-launch capabilities, including the Pegasus and the planned
QuickReach, there is a possibility that these could be used to support the covert deployment
of space-based anti-satellite capabilities.

2008 Space Security Impact

The ability to quickly launch new satellite systems, reconstitute damaged or failed
components, or upgrade existing capabilities contributes to space security by reducing the
vulnerability of space systems to environmental threats and natural degradation of capabilities
and deterring potential attacks on space components. When combined with microsatellite
constellations that can replace a single satellite (Trend 6.3), the longevity of the constellation
is increased immeasurably. Relatively inexpensive systems are being developed to launch
smaller satellites. As with most space technology, however, they could be used for other
purposes, including the covert launch of space-based anti-satellite systems.
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Space Systems Negation

This chapter assesses trends and developments related to the research, development, testing,
and deployment of physical capabilities to negate the use of space systems, which includes
Earth-to-space and space-to-space interference, as well as electromagnetic and cyber attacks.
The focus here is on technical capabilities and 7oz the intent of actors to use them. This
chapter also assesses the development of space surveillance capabilities, which is a key

enabling technology for space systems negation.

Space systems negation efforts can involve taking action from the ground or from space
against the ground-based components of space systems, the communications links to and
from satellites, space launchers, or satellites themselves. Negation can be achieved through
the application of cybernetic or electronic interference, conventional weapons, directed
energy (lasers), or nuclear capabilities used to carry out what are often referred to in the US
as the five Ds: deception, disruption, denial, degradation, and destruction.

Many space negation capabilities apply to widely proliferated military equipment, technology,
and practices. These include conventional attacks on ground stations, hacking into computer
systems, jamming satellite communications links, using false radio transmissions (spoofing),

or simple camouflage techniques to conceal the location of military space assets.

Space negation capabilities that involve attacks on satellites themselves are more sophisticated.
With the exception of ground-based laser dazzling or blinding, a basic launch capability
is required to directly attack a satellite. Space surveillance capabilities are also required to
effectively target satellites in orbit. Some space-based negation techniques require highly
specialized capabilities, such as precision maneuverability or autonomous tracking.

Degradation and destruction can be provided by conventional, directed energy, or nuclear
anti-satellite (ASAT) weapons.! Conventional anti-satellite weapons include precision-
guided kinetic-intercept vehicles, conventional explosives, and specialized systems designed
to spread lethal clouds of metal pellets in the orbital path of a targeted satellite. A space
launch vehicle with a nuclear weapon would be capable of producing a High Altitude
Nuclear Detonation (HAND), causing widespread immediate electronic damage to
satellites, combined with the long-term effects of false radiation belts, which would have an
adverse impact on many satellites in low Earth orbit (LEO).2

Space Security Impact

Space systems negation capabilities are directly related to space security since they enable
an actor to restrict the secure access to and use of space by other actors. The dynamics of space
negation and space protection are closely related. For example, robust space negation efforts
will likely succeed in the face of weak protection measures. Like other offense — defense
relationships in military affairs, this space negation—protection dynamic raises concerns
about an arms race and instability as actors compete for the strategic advantages that space
negation capabilities appear to offer. Different negation activities are likely to stimulate
different responses.” While interruption of communications links would probably not be
viewed as very provocative, physical destruction of satellites would be more likely to trigger

an arms race.

Soviet and US concerns that early warning satellites be protected from direct attack as
a measure to enhance crisis management were enshrined in bilateral treaties such as the
Strategic Arms Limitation Talks and the Anti-Ballistic Missile treaties (see Laws, Policies,
and Doctrines). Recent space war games have also underscored the challenges generated



by space negation efforts focused on “blinding” the strategic communications and attack
warning capabilities of an adversary.*

These security concerns are compounded by the fact that many key space capabilities are
inherently dual-use. For example, space launchers are required for many anti-satellite
systems; microsatellites offer great advantages as space-based kinetic-intercept vehicles; and
space surveillance capabilities can support both space debris collision avoidance strategies
and targeting for weapons.

It is noteworthy that the application of some destructive space negation capabilities, such
as kinetic-intercept vehicles, would generate space debris that could potentially inflict
widespread damage on other space systems and undermine the sustainability of space
security (see The Space Environment 1.1). Similarly, a HAND is indiscriminate in its effects
and would generate long-term negative impacts on space security. These concerns have led
some experts to argue that carefully targeted space negation efforts may have a positive
impact on space security if such efforts prevent the targeted actor from using space systems
to inflict widespread, long-term damage to the space environment or otherwise prevent

access to space.

Trend 7.1: Capabilities to attack ground stations and
communications links are widely spread

The most vulnerable components of space systems are the ground stations and
communications links, which are susceptible to attack from widely accessible weapons and
technologies. An attack on the ground segments of space systems with conventional military
force is one of the most likely space negation scenarios. Only modest military means would
be required for system sabotage; physical attack on the ground facility by armed invaders,
vehicles, or missiles; and interference with power sources.

The US leads in developing advanced technologies to temporarily negate space systems
by disrupting or denying access to satellite communications. The Department of Defense
(DOD) “Counterspace Systems” budget line item has had steady funding for early-stage
research and technology development of offensive programs “to disrupt, deny, degrade or
destroy an adversary’s space systems, or the information they provide, which may be used
for purposes hostile to US national security interests.” In 2004 the mobile, ground-based
CounterCom system, designed to provide temporary and reversible disruption of a targeted
satellite communications signals, was declared operational.® An upgrade to this system
was initiated in 2007 to fully equip two squadrons with seven jamming systems, up from
the original two.” Next-generation jammers also under development will have “enhanced
capabilities for SATCOM denial” using largely commercially available components.®

The US “Space Control Technology” program secks to “continue development and
demonstration of advanced counter-communications technologies and techniques. . .leading
to future generation counter-communications systems and advanced target characteristics.”
The mission description for this program notes that, “consistent with DoD policy, the
negation efforts of this program focus only on negation technologies which have temporary,
localized, and reversible effects.”'® The 2004 Presidential Directive on Space-Based Positioning,
Navigation and Timing Systems calls for development of capabilities to selectively deny, as

necessary, GPS and other navigation services."
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Although the US has the most advanced capabilities, abilities for electronic and information
warfare, including hacking into computer networks and electronic jamming of satellite
communications links, are widely available. Cited as “one of the most persistent jamming
events ever recorded in the commercial satellite sector,” jamming by Libyan nationals of
Thuraya Satellite Telecommunications mobile satellite communications, in an effort to
disrupt the activities of smugglers of contraband into Libya, lasted more than six months.'
Reports emerged in November 2007 that China had deployed advanced GPS jamming
systems on vans throughout the country." Incidents of jamming the relatively weak signals
of GPS are not new. Irag’s acquisition of GPS-jamming equipment during Operation Iraqi
Freedom in 2003 suggests that jamming capabilities are proliferating through commercial
means; the equipment was reportedly acquired from a Russian company, Aviaconversiya
Ltd." The US CounterCom system is largely based on commercially available components.'

Reported incidents of electronically jammed media broadcasts include interruptions to
US broadcasts to Iran,'® Kurdish news broadcasts,'” and Chinese television.'® Computer
networks linked to communications systems have also been the targets of attack.”
Commercial proliferation of these capabilities means that non-state actors are increasingly
able to launch attacks on communications links. For example, in 2007 a group of hackers
based in Indonesia collected data being transmitted by an older, unidentified commercial
satellite.?” It is often difficult to determine if satellite interference conducted by individual
attackers is state-sponsored.

2008 Developments

US and China pursuing cyber attack capabilities

As with electronic jamming, cyber attacks that target information networks can interrupt
or gain access to the data that space systems provide, or interfere with communications,
command, and control systems. While the major cyberspace focus in the US is on promoting
defensive capabilities (see Space Systems Protection Trend 6.2), efforts are also under way to
improve the military’s ability to launch cyber attacks. Under a draft doctrine “Cyberspace
Operations -- Air Force Doctrine Document 2-11,” the US policy of freedom of action in
space is extended to cyberspace. Accordingly, “freedom of action... can be seen as freedom
from attack and freedom to attack.””' The classified Comprehensive National Cybersecurity
Initiative, created by a presidential directive in January 2008 and approved by the US
Congress under the Office of the Director of National Intelligence, with the Department of
Homeland Defense and National Security Agency, aims to better protect federal computer
networks and engage in online attacks.?? The exact cost of this classified program is unknown,
but estimates put it in the billions of dollars, with part of the funding coming from the
Defense Advanced Research Projects Agency (DARPA) to create an electronic range where
new forms of electronic attack can be tested.?

Although there are still plans to create a separate Cyber Command, they were temporarily
put on hold in August 2008 and its duties were transferred to the US Air Force Space
Command.* Although smaller, the unit will still include capabilities to launch online
attacks.” A new training program has been unveiled to recruit operators and specialists
capable of launching network-based attacks.*® However, the extent of US offensive
capabilities in cyberspace is still being debated.””

The People’s Liberation Army (PLA) of China is also supporting knowledge of basic
electronic warfare.” While there appear to be spiraling capabilities for both launching and
defending against cyber attacks, this form of temporary and reversible negation against space



systems is, for the time being, less damaging to security and stability in space than kinetic
attacks against space hardware.

2008 Developments

States vulnerable to cyber attacks by individuals

Concerns about cyberspace security reflect a growing number of high-level security
breaches, which are increasingly the result of individual hackers rather than state actors.
Network attacks on the Pentagon raised concerns about Chinese cyber warfare capabilities
because initially the attacks appeared to originate from China.” There is no evidence that
connects the Chinese PLA to these intrusions, but they may be unofficially state-sponsored
(sometimes called ‘grey forces’) or state-tolerated. For example, the Red Hacker Alliance is “a
loosely affiliated group of as many as 400,000 hackers with primarily financial aims, which
may be tolerated by the Chinese government for information purposes.”® Alternatively,
domestic hackers, masquerading as foreign agents through a method known as ‘spoofing),
may be responsible for the breaches. Detecting the source of such attacks is very difficult
since the systems launching the attacks may not be aware of them.

Between 8 and 12 August 2008, at the beginning of the conflict between Russia and
Georgia, Georgian government websites, including those of the Ministry of Foreign Affairs,
the Defense Ministry, and the National Bank were targeted by distributed denial-of-service
attacks. While initial speculation suggested that Russia was the culprit, it seems now that
the attacks were likely the doing of independent nationalists, or grey forces.”’ This type
of network attack, which requires technical knowledge but relatively little hardware or
funds, illustrates a significant vulnerability of states to individual or ‘rogue’ actors, who are
anonymous and difficult to trace, and thus difficult to respond to.

2008 Space Security Impact

Although cyber attacks in 2008 did not appear to target space systems, they nonetheless
represent a growing threat to space security as capabilities to launch them are spreading and
improving, in what is becoming a protection-negation spiral (see Space Systems Protection
Trend 6.2). For now, cyber attacks are less damaging than kinetic or other physical attacks,
since they are generally temporary and reversible. They can, however, seriously disrupt a
nation’s ability to respond to a more damaging attack, and so should not be taken lightly.
Because there have been few known past events, data on the impact of cyber attacks is scarce
and the full impact of such a breach is unknown. Moreover, because individuals, often
anonymous, as well as states can interfere with this facet of space security, the consequences
could be both more complex and destabilizing.

Trend 7.2: US leads in the development of space surveillance
capabilities that can support negation

Driven by Cold War security concerns the US and USSR were pioneers in the development
of space surveillance capabilities. Today a growing number of space actors are investing in
space surveillance to facilitate debris monitoring, satellite tracking, and near Earth object
(NEO) detection, but this is also a key enabling technology for space systems negation
since tracking and identifying targeted objects in orbit are prerequisites to most negation
techniques.
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The US explicitly links space surveillance with its space control doctrine and desire to achieve
“space situational awareness” (SSA). The 2001 Quadrennial Defense Review Report stated that
the US would “pursue modernization of the aging space surveillance infrastructure, enhance
the command and control structure, and evolve the system from a cataloging and tracking
capability to a system providing space situational awareness.”® Space control is defined
by the US Air Force (USAF) as “combat, combat support, and combat service support
operations to ensure freedom of action in space for the United States and its allies, and when
directed, deny an adversary freedom of action in space.”*

The US Space Surveillance Network (SSN) is the primary provider of space surveillance data.
It has limited capabilities to provide real-time data collection, however. Restrictions were
updated on the distribution of the data in the 2004 Defense Authorization Act,* in part
because of concerns about satellite security.”> The Space Situational Awareness Integration
Office was created in 2002 within USAF Space Command, with responsibilities to oversee
the integration of space surveillance to achieve space situational awareness.’® Space-based
surveillance, first demonstrated by the US through the Space Visible Sensor experiment,
decommissioned in 2008,% is being pursued through the Space-Based Surveillance System
(SBSS), described in the 2003 Transformation Flight Plan as “a constellation of optical
sensing satellites to track and identify space forces in deep space to enable defensive and
offensive counterspace operations.”®® The $823.9-million program is designed to collect
real-time data and track other satellites in geostationary orbit (GEO) from its location in
LEO, using “an optical telescope that is highly responsive to quick tasking orders, allowing
it to shift from target to target quickly in space.”® A pathfinder SBSS satellite is set for
launch in 2009.#° The Canadian military Sapphire satellite, scheduled to launch in 2011, is
also intended to contribute space-based surveillance data to the US SSN.#' Funding issues
have hampered efforts to improve US space surveillance. In 2006 the US DOD cancelled
the Orbital Deep Space Imager program, intended to develop satellites that would “provide
a predictive, near real-time operating picture of space to enable space control operations” in
GEO, citing budgetary constraints.”

Although the US maintains the most capable space surveillance system, Russia continues
to have relatively extensive capabilities in this area; and China and India have significant
satellite tracking, telemetry, and control assets essential to their civil space programs. China
is reportedly upgrading its Xi’an Satellite Monitoring Center, the primary control center
for China’s network of 20 ground monitoring stations and six satellite tracking ships.*
Upgrades include increased orbit determination and capabilities to track domestic and
foreign satellites, which could be used to target negation activities against space-based
assets.™ The satellite intercepted by China on 11 January 2007 was tracked and targeted
from this center.* Canada, France, Germany, Japan, and the UK are all actively expanding
their ground- and space-based space surveillance capabilities (see The Space Environment

Trend 1.3).

The French space surveillance radar GRAVES has detected between 20 and 30 satellites
in LEO that are not listed in the official US Defense Department satellite catalog, but are
assumed to be US military satellites. French officials have claimed that they have enough
information to determine the size, location, orbit, and transmitting frequency of the unlisted
satellites.* Capable of detecting spacecraft as small as one meter in diameter,’ GRAVES has
detected and categorized more than 2,200 objects since it became operational at the end of
2005. The GRAVES system, together with similar systems in Germany and the UK, may
contribute to a future European Space Surveillance system.*



2008 Developments

US space surveillance and tracking data enable destruction of a failed satellite, as global efforts toimprove
access to such data continue

The US considers SSA to be a central component of its space control (both defensive and
offensive) efforts,*” and space surveillance data can support both protective and potential
negation capabilities, depending on how the data is used. The US demonstrated an ability to
integrate the data with command and control systems when tracking data from the US SSN
was used to engage the failed US-193 satellite with an anti-missile system on 20 February
2008 (see Trend 7.3 below). As more detailed, tactical-level data becomes available, the
capability to use it for potential negation activities will continue to increase. For example,
the new $30-million Self-Awareness Space Situational Awareness (SASSA) program,
intended to provide data on possible anti-satellite attacks by identifying environmental and
potential anti-satellite anomalies in space (see Space Systems Protection),® does not call
for equipping satellites with their own countermeasures, but the possibility of integrating
them in the future exists. Other ongoing improvements to space surveillance data in the US
include upgrades to the SSN, particularly the Space Fence network of ground-based sensors.
Upgrades to the Space Fence have been delayed and underfunded for several years; however,
the US Air Force plans a massive upgrade in 2008 at a cost of over $1-billion to track objects
as small as five centimeters in diameter in medium Earth orbit (MEQO).>!

Other efforts to develop space surveillance capabilities include one by the European Space
Agency (ESA), which approved a $62.8-million SSA program over three years that includes
development of a data security and data-release policy, a study of space weather and near-
Earth objects, work on a ground-based tracking radar, and design of space surveillance data
centers (see Space Systems Protection Trend 6.1).%? China also upgraded its space tracking
and telemetry capabilities in 2008 by adding a new, sixth Yuanwang space tracking ship
in advance of its human spaceflight and spacewalk mission in September 2008. Previous
human spaceflight missions have relied on the use of four of these ships for tracking and
support, but the new ship was also deployed in 2008 to monitor space walks.”

2008 Space Security Impact

Space surveillance capabilities can be used to both enhance and degrade security in outer
space, but activities in 2008 seemed to favor positive impacts (see Space Environment Trend
1.3 and Space Systems Protection Trend 6.1). The US engagement of a de-orbiting satellite
in 2008 demonstrates the applicability of surveillance data to negation, but also the fact that
such capabilities are used far more extensively to support civil space efforts such as human
spaceflight, mitigate the risk of collision with debris, and manage space traffic. Nonetheless,
the potential for independent space surveillance capabilities to support deliberate attacks
against satellites and other space objects, demonstrated through the centrality of space
surveillance in identifying foreign satellites, space control efforts, and close proximity
operations, is one of the obstacles preventing access to the more precise data that is needed
for some of the more protection-oriented functions listed above.

Trend 7.3: Ongoingproliferationof ground-based capabilities
to attack satellites

As noted in Figure 7.1 a variety of American and Soviet/Russian programs during the
Cold War and into the 1990s sought to develop ground-based weapons that employed
conventional, nuclear, or directed energy capabilities against satellites.
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Figure 7.1: History of ground-

based anti-satellite demonstrations®

System Actor Dates No. of Description of program
Intercepts
Bold Orion air-launched Us 1959, single test 0 Air-launched ballistic missile passed within 32
ballistic missile kilometers of the US Explorer VI satellite
SAtellite INTerceptor (SAINT) | US (USAF) 1960-1962
Idea abandoned in the late 0 Designed as a co-orbital surveillance
1960s system, the satellite could be armed
with a warhead or ‘blind’ the enemy
satellite with paint
Program 505 US (US Army) | 1962-1964 ? Nike-Zeus nuclear-tipped anti-ballistic missile system
employed as an ASAT against orbital vehicles
Program 437 US (USAF) 1963-1975 1 Nuclear-armed Thor ballistic missile launched directly
into the path of the target
(o-orbital (IS) ASAT USSR 1963-1972,
1976-1982 122 Conventional explosives launched

into orbit near target, detonated
when within range of one kilometer

Polaris submarine launched
ASAT

US (US Navy) | 1964-late 1960s ? Submarine-launched ballistic missile fitted with
tracking sensors and launched into orbit as satellite
passed overhead to detonate a warhead filled with
steel pellets in satellite’s path

launched from the Aegis
Ballistic Missile Defense
System (not a dedicated anti-
satellite program)

Laser ASAT USSR 1975-1989 0 Sary Shagan and Dushanbe laser sites reported to
have ASAT programs

Air-Launched Miniature US (USAF) 1982-1987 1 Missile launched from high-orbit F-15 aircraft to

Vehicle destroy satellite with a high-speed collision

MiG-31 Air-launched ASAT USSR 1980-1985 ? Exploration of kinetic-kill ASAT to be launched from
MiG-31 aircraft, never tested

MIRACL Laser US (USAF) 1989-1990 Tested in 1997 though not | 1 Megawatt-class chemical laser fired at satellite to

acknowledged as an ASAT test disable electronic sensors

Ground-Based Kinetic Energy | US (US Army) | 1990-2004 0 Kinetic-kill vehicle launched from the ground to

ASAT intercept and destroy a satellite

* Medium-range ballistic China (PLA) | 2007- 1 Destroyed the Feng Yun 1C weather satellite on 11

missile-hased kinetic energy January 2007

ASAT

tModified Standard Missile-3 | US (US Navy) | N/A 1 Single engagement of the failed, de-orbiting US-193

satellite that resulted in the kinetic intercept and
consequent destruction of the satellite on 20 February
2008

* The Chinese government states that the intercept of the Feng Yun 1C satellite was a scientific experiment and not an anti-satellite test or demonstration
t The US government states that the engagement of the US-193 satellite was done to protect populations on Earth, and that the modification of the system was a
one-time occurrence that has been reversed.
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Conventional (kinetic intercept) weapons

Launching a payload to coincide with the passage of a satellite in orbit is the fundamental
requirement for a conventional anti-satellite capability. Twenty-eight actors have
demonstrated suborbital launch capabilities; 10 of this number have demonstrated an
orbital launch ability (see Civil Space and Global Utilities Trend 3.1). Tracking capabilities
would allow a payload of metal pellets or gravel to be launched into the path of a satellite



by suborbital rockets or missiles (such as a SCUD missile).”” Kinetic hit-to-kill technology
requires more advanced sensors to home in on the target. Targeting satellites from the
ground using any of these methods would likely be more cost-effective and reliable than
space-based options.”®

USAF Counterspace Operations Doctrine Document 2-2.1 outlines a set of “counterspace
operations” designed to “preclude an adversary from exploiting space to their advantage...
using a variety of permanent and/or reversible means.”” Among the tools for offensive
counterspace operations, the document lists direct ascent and co-orbital ASATs, directed
energy weapons, and electronic warfare weapons. The US Army invested in ground-based
kinetic energy ASAT technology in the late 1980s and early 1990s. The small, longstanding
Kinetic Energy ASAT program was terminated in 1993 but was later granted funding by
Congress in FY 1996 through FY2005.%® Congress appropriated $14-million for the KE
ASAT for FY2005 through the Missile Defense Agency’s (MDA) Ballistic Missile Defense
Products budget.” It is part of the Army Counterspace Technology testbed at Redstone
Arsenal.® The US has also deployed a limited number of ground-based exoatmospheric kill
vehicle (EKV) interceptors, including the Aegis (Sea-Based Midcourse) and Ground-Based
Midcourse Defense Systems, for ballistic missile defense purposes.®’ EKVs use infrared
sensors to detect ballistic missiles in midcourse and maneuver into the trajectory of the
missile to ensure a hit to kill.*> With limited modification, the EKV could be used against
satellites in LEO.® Japan is the largest international partner with the US on ballistic missile
defense, and has its own Aegis system. In 2007 a Japanese destroyer successfully performed a

sea-based midcourse intercept against an exoatmospheric ballistic missile target.®*

Russia’s only dedicated anti-satellite system is the Co-Orbital ASAT system, designed
to launch conventional explosives into orbit near a target satellite via a missile, which
maneuvers toward the satellite, then dives at it and explodes.®” Russia has continued to
observe a voluntary moratorium on anti-satellite tests since its last test in 1982. The precise

1.5 Russia has also

status of its system is not known, but it is most likely no longer operationa
developed a long-range (350-kilometer) exoatmospheric missile, the Gorgon, for its A-135

anti-ballistic missile system.®

China has developed an advanced kinetic anti-satellite capability, demonstrated by the
intentional destruction of a Chinese weather satellite in 2007 using what is believed to be
a vehicle based on a medium-range, two-stage, solid-fuelled ballistic missile, possibly the
DF-21. But China called the event an experiment, not an anti-satellite test.”” China is not
believed to currently have enough interceptors for a full ASAT system that could destroy
multiple satellites in LEO, although it could produce more.”” The UK, Israel, and Indiaare
also exploring techniques for exoatmospheric interceptors. ”!

Nuclear weapons

A nuclear weapon detonated in space generates an electromagnetic pulse that is highly
destructive to unprotected satellites, as demonstrated by the US 1962 Starfish Prime test.”?
Given the current global dependence on satellites, such an attack could have a devastating
and wide-ranging impact on society. As noted above, both the US and USSR explored
nuclear-tipped missiles as missile defense interceptors and ASAT weapons. The Russian
Galosh ballistic missile defense system surrounding Moscow employed nuclear-tipped

interceptors from the early 1960s through the 1990s.7?

China, the member states of ESA, India, Iran, Israel, Japan, Russia, and the US possess
space launch vehicles capable of launching a nuclear warhead into orbit, although placing
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weapons of mass destruction in outer space is prohibited by the Outer Space Treaty. North
Korea and Pakistan are among the 18 states that possess medium-range ballistic missiles that
could launch a mass equivalent to a nuclear warhead into LEO without achieving orbit.

Eight states are known to possess nuclear weapons: China, France, India, Israel, Pakistan,
Russia, the US, and the UK. North Korea has an ongoing nuclear program and attempted
to detonate a nuclear device in 2006.”# Iran reportedly ended its nuclear weapons program
in 2003, but the International Atomic Energy Agency continues to investigate potentially
illegal uranium enrichment activities.”

Directed energy weapons

All states have access to low-powered lasers, which could be used to “dazzle” unhardened
satellites in LEO, and many may already have the capability to use low-power lasers to degrade
unhardened sensors on satellites in LEO.” In 1997 a 30-watt laser used for alignment and
tracking of a target satellite for the mega-watt US Mid-Infrared Advanced Chemical Laser
(MIRACL) was directed at a satellite in a 420-km orbit, damaging the satellite’s sensors.”
This suggests that even a commercially available low-watt laser functioning from the ground
could be used to “dazzle” or temporarily disrupt a satellite.”® In addition, several actors
are developing ground-based lasers, adaptive optics, and tracking systems that would allow
laser energy to be accurately directed at a passing satellite. Low-power beams are useful for
ranging and tracking satellites, while high-energy beams are known to cause equipment
damage. Adaptive optics is a technology that enables telescopes to rapidly adjust their optical
components to compensate for distortions. This technology could be applied to produce
detailed images of satellites. Ground- and aircraft-based lasers could also use the same
technologies to maintain the cohesion of a laser beam as it travels through the atmosphere,
enabling more energy to be delivered on target at a greater distance. There is worldwide
interest in adaptive optics research and development, and a number of industrial countries
such as Canada, China, Japan, Russia, the US, and India are involved.”” Actors that are
developing laser satellite communications systems, such as France, Germany, and Japan, also
inherently have the ability to track and direct a laser beam at a satellite.

Several actors have demonstrated the technical ability to generate relatively high-powered
laser beams. Both Israel and the United States have developed prototypes of laser systems
that are capable of destroying artillery shells and rockets at short ranges. The potential of
high-energy lasers to be used against satellites has been extensively explored by the US,
the USSR/Russia, and China. The megawatt-class MIRACL laser system is able to dazzle
and blind sensors in GEO and heat to kill electronics on satellites in LEO — a significant
ASAT capability. Similarly the USAF Starfire Optical Range at Kirtland Air Force Base in
New Mexico is undertaking laser experiments under the Advanced Weapons Technology
program that have been characterized as “experiments for application including antisatellite
weapons” and called for a demonstration of “fully compensated beam propagation to Low-
Earth orbit satellites” in the FY2007 budget request. Funding was only authorized after
the USAF denied any intent to test Starfire against a satellite.® The Airborne Laser (ABL)
currently under development in the US is central to plans for future Boost Phase Ballistic
Missile Defense.®! This technology is assessed by some experts to have ASAT capabilities;
however, ongoing technical and cost challenges mean that it is far from being an operational
weapon.®” The ABL program was initiated in 1996 and took 12 years to reach first light, at
a cost of $5-billion.® The first ballistic missile interception is planned for late 2009.34 Other
US High Energy Laser projects include the Joint High Power Solid State Laser (JHPSSL),
intended to accelerate the development of solid state lasers for military use.®



China operated a high-power laser program as early as 1986 and is now believed to have
multiple hundred-megawatt lasers.®® The government is also devoting resources to high-
power solid state laser research®” and Chinese researchers are studying adaptive optics to
maintain beam quality over long distances and the use of solid state lasers in space; both
technologies could be used against satellites.®® In 2006 China reportedly used a ground-
based laser to illuminate an American reconnaissance satellite flying over Chinese territory.®
It is difficult to verify from public sources the nature of the laser beam, the physical effects
on the spacecraft, or the intent behind the illumination.”® South Korea is also interested
in developing laser systems for use against North Korean missiles and artillery shells, and
hopes to begin deployment of a system in 2010.°" Japan is interested in developing an air-
and ground-based laser system for ballistic missile defense (BMD). The Japanese Ministry
of Defense planned to request funding for research and development for a ground-based
system in its FY2008 budget and it is also interested in participating in the US ABL
program.”® Indian defense scientists are also reportedly experimenting with “high-power

laser weapons.””?

A summary of the technologies that are required to support the development of ground-
based capabilities to attack satellites is provided in Figure 7.2 below.

Figure 7.2: Technologies required for the development of ground-based capabilities to attack satellites

Capabilities Conventional Directed energy

Suborbital launch O

Pellet cloud Kinetic-kill Explosive ASAT | Laser dazzling | Laser blinding Laser heat- HAND
ASAT ASAT to-kill
O O

Nuclear

Orbital launch O O O

Precision position/ O
maneuverability

Precision pointing

Precision space tracking O O O
(uncooperative)

Approximate space tracking O O
(uncooperative)

Nuclear weapons

Lasers>1TW O

Lasers > TKW O

Lasers > 100 KW

Autonomous tracking/ homing O

Key:
[ = Enabling capability

2008 Developments

US reconfigures anti-missile system to destroy a failed satellite as it de-orhits

On 20 February 2008 the US engaged a failed satellite in a decaying orbit as it descended
toward Earth’s atmosphere using a modified Standard Missile-3 (SM-3) from the Aegis
Ballistic Missile Defense system. The satellite, USA-193 operated by the US National
Reconnaissance Office, had failed shortly after its 2006 launch and, according to the US
government, posed a safety concern on Earth because of the large amount of toxic hydrazine
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fuel that it carried.” In what the US Navy called “a one-time event,”” modifications were
made to the radar and other sensor networks to enable a Raytheon SM-3 missile to reach
a greater vertical distance to destroy the satellite before it reentered Earth’s atmosphere.
Launched from the USS Lake Erie, the missile intercepted the satellite 247 kilometers
above the surface of the Earth, igniting the fuel tank and shattering the satellite into
small fragments, as confirmed by spectral analysis.”® US government officials briefed other
governments about their intentions prior to the event. The engagement demonstrated an
ability to reconfigure the SM-3 missile for use against a satellite in LEO.”” However, US
government officials have stated that it was not part of an anti-satellite development and
testing program, and that the system has returned to its original configuration.”

For additional information, see Space Environment Trend 1.1 and Space Laws, Policies, and
Doctrines Trend 2.1.

2008 Developments

Ongoing efforts to improve missile technology globally may enable anti-satellite capabilities

The US continues to develop and test new technologies for ballistic missile defense that
could enable a capability to intercept satellites in orbit. The MDA requested an increase
of almost $700-million in funding for FY2009, in part because of more ambitious plans
for the Kinetic Energy Interceptor (KEI) program.” However, the US Congress approved
only $341.8-million of the $386.8-million requested for KEI, stipulating a need for an
independent study of the feasibility and practicality of the system.'® Tests of the KEI first-
stage motor by contractor Northrop-Grumman in 2008 were reportedly successful, and a
full test that includes the second-stage motor is planned for 2009."”' Although originally
intended to provide a boost-phase intercept capability, the program is now focused on
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midcourse intercepts,'® potentially enabling use against objects in outer space.

Iran attempted three rocket launches in 2008, demonstrating its advancing rocket
launch capabilities. The first launch of the Safir expendable launch vehicle in a test called
Kavoshgar-1 on 4 February 2008 coincided with the inauguration of a new space center
west of Tehran. Iran claimed that the rocket reached an altitude of 200 kilometers before
returning to Earth'® and that the two-stage rocket would be used to launch Iran’s first
scientific satellite in 2009." The second firing of the rocket on 17 August 2008, with
what appears to be an indigenously developed second-stage propulsion system, may have
been an attempt to launch a satellite.'®® Western intelligence sources claim that the rocket
broke apart shortly after launch.'® A third launch called Kavoshgar-2 was conducted on 26
November 2008. Iranian state media claim that the rocket carried a space lab and a data
monitoring and processing unit and that it “completed its mission and returned to earth
with a special parachute after 40 minutes,””” but this has not been corroborated. The rocket
did not achieve orbit. There are concerns that Iran’s civilian space launch program is also
contributing to its long-range ballistic missile program, which would use similar technology
and likely shares the same launch site.'”® Currently Iran is only able to negate space systems
by launching ballistic missiles.

Iran and North Korea have long cooperated on missile technology. In 2008 janes Defence
Weekly analyzed commercial satellite imagery that indicated that North Korea has continued
to pursue a ballistic missile and space launch program despite what was thought to have been
a declining indigenous capability. Imagery revealed a second, previously unknown launch
facility on North Korea’s west coast, which is believed to have been under construction for
the past eight years. The facility did not appear complete in these images, which showed a



Figure 7.3: Ballistic missiles with a range over 1,000 km by country™

COUNTRY

China

India

North Korea

Pakistan

United States

France

United Kingdom

Iran

Israel

Saudi Arabia

* Limited deployment according to DOD Report to Congress on PRC military power
**Limited deployment according to DOD Report to Congress on PRC military power

SYSTEM NAME

(SS-2 (DF-3/3A)

STATUS
Asia

Operational

RANGE (KM)

2,650/2,900

PAYLOAD (KG)

2,150

(
(SS-3 (DF-4) Operational 5,500 2,200
(SS-4 (DF-5/5A) Operational 12,000/13,000
(SS-5 (DF-21) Operational 1,800 600
DF-25 Operational 1,700 2,000
(55-9 (DF-31) Operational® 8,000 700
DF-31A Operational** 12,000 800
(SS-N-3 (JL-1) (SLBM) Operational 2,500 500
(SS-NX-5 (JL-2) (SLBM) Operational? 2,000-8,000 1050-2,800
Agni-lI Operational 2,000/2,500 1,000
Agni-Ilin4 Testbed 3,200 ?
Nodong Operational 1,300 700-1,000
Taepodong | Testbed? t 1,500-2,000 1,000
Taepodong IIM15 Testbed 6,700 1,000
Ghauri | (Hatf V/Nodong) Operational 1,500 500-750
Ghaurill Operational 1,500-2,000 700
Shaheen I Operational 2,000/2,500 750-1,000
Russia and United States
S$S-18 (Satan, or R-36M) Operational 9,000-11,000 8,800
§5-19 (Stiletto, or UR-100N) Operational 10,000 4350
§S-24 (Scalpel, or RT-23) Operational 9,000-11,000 8,800
SS-25 (Sickle, or Topol) Operational 10,500 1,000-1,200
§5-27 (Topol-M) Operational 10,500 1,000-1,200
SS-N-18 (Stingray, or Volna) (SLBM) | Operational 6,500 1,600
§S-N-23 (Skiff, or Shtil) (SLBM) Operational 8,300 2,800
Minuteman |11 (MK-12/124) Operational 9,650+ 1,150
Trident Il (D5) (SLBM) Operational 1,360+ 2,800
Europe
M-45 (SLBM) Operational 6,000 ?
M-51116 Operational 6,000 ?
Trident Il (D5) (SLBM) Operational 7,360+ 2,800
Middle East
Shahab 1l Operational 1,300 750-800
Ashoura Operational? 2,000? ?
Jericho Ill Operational?t 3,000-6,500 1,000-1,300
Dong Feng-3 ((S5-2)Q Operational 2,500 2,150
Dong Feng 3ATI7 Operational 2,800 2,150

t Possible testhed for multistage missile technologies. Involved in the satellite launch attempt in 1998
t Not explicitly mentioned in newspaper article http://www.haaretz.com/hasen/spages/945859.html
Q Imported from China
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moveable launch pad, a static engine test stand, a vehicle-process building for pre-launch
preparations, a high bay processing building, and 17 support buildings.'” According to
Janes, the site will be able to support launches of both ballistic missiles and space launch
vehicles. Previous satellite launch attempts in 1998 and 2006 failed.®

On 17 December 2007 Japan conducted its first successful test of the midcourse Aegis
Ballistic Missile Defense System, acquired from the US, against a ballistic missile target.'"
The test was followed in November 2008 by a second, unsuccessful test.!'? This system was

modified by the US to intercept a failed, de-orbiting satellite (see above).

2008 Developments

US laser program for missile defense continues, but feasibility not proven

Initiated in 1996, the ABL for boost-phase missile defense reached “first light” on 8 September
2008, when it was fired from the nose of a grounded Boeing 747-400F aircraft following
$5-billion in development costs. ''® Another test on 1 December 2008 marked the first test of
the entire integrated weapon system, including the beam control/fire control system, against
a simulated ballistic missile."” In February 2008 Northrop Grumman, Lockheed Martin,
and BAE Systems were each awarded $1-million contracts over four months for phase one in
the development of the Advanced Tracked Illuminator Laser, part of the targeting assistance
system for the ABL, and Northrop Grumman was awarded a contract for phase two.'?
Although $401.2-million in funding was authorized for the ABL for FY2009, the program

was subjected to an independent study of its feasibility and practicality.'

In a separate development, Northrop Grumman Space Technology test fired its solid-state
laser at a power of 30-kilowatts in 2008. The laser is being developed as part of the Joint
High-Power Solid-State Laser (JHPSSL) program along with one designed by Textron. The
laser is intended to be capable of firing at 100-kilowatts, a milestone anticipated in 2008
but delayed to 2009.'* The program is developing lasers to be used across ground, air, and
sea military services and is a candidate for the US Army’s High-Energy Laser Technology
Demonstrator program, which will mount a laser system to a vehicle for use against rockets
and artillery.'” A power of 100 kilowatts is generally viewed as the threshold for a ‘weapons
grade’ laser, although lasers as low as 30-watts in power have been known to damage satellites.

Work on lasers is ongoing at the USAF Starfire Optical Range, which received $44.5-million
for 2009.'% Indicators suggest that the facility is researching the development of ground-
based lasers that could be used against satellites.'* Attempts to create laser weapons systems

for missile defense have been ongoing since 1976 and continue to face challenges.'*

2008 Space Security Impact

The US engagement of the de-orbiting USA-193 satellite demonstrates the ability to
reconfigure an interceptor missile, even if only for a one-time event, for use against
a satellite, raising the prospect of greater insecurity in space as more actors research and
develop anti-missile systems. Increased global interest in missile and anti-missile capabilities
has an uncertain effect on the security of outer space. While it is potentially threatening
and destabilizing and could trigger an arms race targeting space, some assess it as a valuable
deterrent against the use of force in space because it creates mutual vulnerabilities. The
development of high-energy lasers can have the same uncertain impact, but this uncertainty
is aggravated by the fact that lasers can be used in a wide range of space activities, including
tracking objects in space, and they can be much more easily used covertly or without warning,.



Trend 7.4: Increased access to space-based negation enabling
capabilities

Deploying space-based ASATs, whether using kinetic-kill, directed energy, or conventional
explosive techniques, would require enabling technologies somewhat more advanced than
the fundamental requirements for orbital launch. Many of these technologies could be
advantageous for a variety of civil, commercial, or non-negation military programs, but
microsatellites, maneuverability, and other autonomous proximity operations are essential
building blocks for a space-based negation system. A summary of the existing capabilities
of key space actors that are considered enabling technologies for the development of space-

based ASATs is provided in Figure 7.4.

Space-based weapons targeting satellites with conventional explosives, referred to as “space
mines,” could employ microsatellites to maneuver near a satellite and explode within close
range. Relatively inexpensive to develop and launch and with a long lifespan, a microsatellite’s
purpose would be difficult to determine until detonation and, because of its small size, a
space-mine microsatellite would be hard to detect, particularly if launched discreetly.

Microsatellite technology has become widespread, involving an array of civil, military,
commercial, and academicactors. In 2000 the partnership between China and Surrey Satellite
Technology Ltd. of the UK saw the launch of the Tingshua-1 microsatellite and companion
Surrey Nanosatellite Application Platform to test on-orbit rendezvous capabilities.'”

A variety of ongoing US programs are developing advanced technologies that would
be foundational for a space-based conventional anti-satellite program, including
maneuverability, docking, and onboard optics. The USAF Experimental Spacecraft
System (XSS) employs microsatellites to test proximity operations, including autonomous
rendezvous, maneuvering, and close-up inspection of a target. XSS-11 was launched in 2005
and flew successful repeat rendezvous maneuvers. The fact that the program is linked to the
Advanced Weapons Technology element of the budget suggests that it could evolve into an
ASAT program.'?

The MDA Near-Field Infrared Experiment (NFIRE), designed to provide support to
ballistic missile defense, at one point was planning to employ a kill vehicle to encounter a
ballistic missile at close range, with a sensor to record the findings. However, in 2005 MDA
cancelled the kill vehicle experiment after Congress expressed concerns about its applicability
to ASAT development.' In 2006 the US launched a pair of Micro-satellite Technology
Experiment (MiTEx) satellites into an unknown geostationary transfer orbit. The MiTEx
satellites are technology demonstrators for the Microsatellite Demonstration Science and
Technology Experiment Program (MiDSTEP) sponsored by DARPA, the USAF, and the
US Navy. A major goal of the MiTEx demonstrations is to assess the potential of small
satellites in GEO for defense applications.”® Another missile defense technology that could
enable space systems negation would be the space-based interceptor (SBI) (see Space-Based

Strike Capabilities Trend 8.1)."!
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Figure 7.4: Enabling capabilities of key actors for space-based kinetic-energy ASATs*

Capability

Space launch vehicles

Land — Fixed™ X X X X X X X X X
Land — Mobile™ L L L L L X L XB
Sea L™ XE6,5 X X®
Air D X
Optical (passive) X4 X X X b X X¥
Radar X X X0 Xo pes N
Laser™ X X X X X X X X X
(ooperative D X1 D&
Uncooperative D Fs D
(ooperative preo X
Uncooperative D' X6
High-g, large- AV X X X L D X X X X
upper stages

Microsatellite X X X X X X X X X X
construction

Key:

X = Existing capability

F = Flight-tested capability
D = Under development

L = Latent capability

*This figure highlights enabling technologies for space-based kinetic-kill negation capabilities. It does not imply that these actors
have such negation systems or even programs to develop them, merely that they have prerequisite technologies that would make
acquisition of such a system a shorter-term possibility.

Autonomous rendezvous capacity was also the objective of NASAs Demonstration of
Autonomous Rendezvous Technology (DART) spacecraft, relying on the Advanced
Video Guidance Sensor and GPS to locate its target.'* In 2005 the ASAT capability of
maneuverable microsatellites was demonstrated when the DART unexpectedly collided
with the target satellite and bumped it into a higher orbit.'®® The DARPA Orbital Express
program is developing capabilities for on-orbit refueling and reconfiguring, which would
also be necessary to maneuver a space-based anti-satellite weapon.

Other US programs developing a range of space-based, dual-use maneuvering, autonomous
approach, and docking capabilities include the DARPA/NASA Orbital Express program.
In 2007 it demonstrated the feasibility of conducting automated satellite refueling and
repair, which would also be necessary to maneuver a space-based anti-satellite weapon.'¢®
DARPA and the Naval Research Laboratory (NRL) are also developing a space tug
capable of physically maneuvering another satellite in orbit under a program called Front-
end Robotics Enabling Near-term Demonstration (FREND). It is “designed to allow
interaction with geosynchronous orbit (GEO)-based military and commercial spacecraft,
extending their service lives and permitting satellite repositioning or retirement.”'®” The
NRL has developed and ground tested the guidance and control algorithms to enable a



spacecraft-mounted robotic arm to autonomously grapple another satellite not designed
for docking.'®® And DARPA’s Tiny Independent Coordinated Spacecraft (TICS) program
was intended to develop 10-pound satellites that could be quickly air launched by fighter
jets to form protective formations around larger satellites to shield them from direct attacks.
Using advanced robotic technologies, these satellites could potentially be used against
non-cooperative satellites. However, this program was cancelled in the FY2009 budget.'®
Although these developing technologies could potentially support space-based anti-satellite
systems, many of them also enable space-based means for protecting satellites and are

covered more extensively in Space Systems Protection Trend 6.3.

On-orbit servicing is also a key research priority for several civil space programs and
supporting commercial companies. Germany is developing the Deutsche Orbitale Servicing
Mission, which “will focus on Guidance and Navigation, capturing of non-cooperative as
well as cooperative client satellites, performing orbital maneuvers with the coupled system
and the controlled de-orbiting of the two coupled satellites.”'”® Germany’s Spacecraft Life
Extension System project plans a satellite “tugboat” to keep satellites in orbit beyond their
intended lifespans.'”" The ConeXpress Orbital Life Extension Vehicle being developed by
Ofrbital Recovery is set to be the first commercial satellite specifically designed to rendezvous
with a target satellite in GEO. Sweden is developing Europe’s first automated rendezvous
and proximity operation mission."”* As well, the mission of Sweden’s PRISMA satellite
project is to demonstrate technologies for autonomous formation flying, approach and
rendezvous, proximity operations, and final approach and recede operations.'” There is no
evidence to suggest that these programs are intended to support space systems negation, but
the technologies could conceivably be modified for such an application.

Researchers at Chinese universities are analyzing on-orbit homing and rendezvous methods,
although it is unclear whether the research is original and Chinese-initiated or merely a
review of previously conducted foreign research.!”

2008 Developments

A broad range of dual-purpose space-hased technologies continue to be developed

A variety of military and civil space programs — particularly maneuverable microsatellites,
docking technologies, and rapid launch capabilities — are developing advanced capabilities
that could enable space-based activities against other satellite systems. These capabilities can
serve many purposes, however, including support of space protection measures (see Trend
6.3 and 6.4). While there is no evidence that the programs outlined below are directed
toward weapons capabilities, it is important to understand how they might enable space
negation.

Maneuverability and proximity operations

In 2008 China demonstrated a growing capacity for proximity operations when the
35-kilogram BinXiang-1 (BX-1) microsatellite was maneuvered around the Shenzhou
spacecraft to take photographs of it during China’s human spaceflight mission.'”> Part of the
purpose of this maneuver was to test the BX-1’s ability to rendezvous and fly in formation
with other spacecraft, and to assess its potential use for inspecting larger satellites.!”®
However, the BX-1 could not come closer than a few kilometers to another satellite because
it did not have the ability to determine relative distances between it and other spacecraft.'”
Analysis does not support claims that BX-1 was intended to simulate a co-orbital anti-

satellite capability.'”
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Other programs that are developing maneuverability and proximity operations include
DARPA’s Future, Fast, Flexible, Fractionated, Free-Flying Spacecraft United by Information
Exchange (System F6) program, which is developing a satellite architecture in which
the functionality of a single satellite is replaced by a cluster of satellites that wirelessly
communicate with each other."” In some ways it is similar to the DARPA TICS program,
which was funded in the 2008 budget but cancelled in the 2009 budget.'®® There were
concerns that the program’s objective to create small satellites that are “hard to detect” can
be inserted into “any common operational orbit” with “little or no warning” and include
“advanced robotic technologies” that could potentially be used against non-cooperative
spacecraft.'®! It is not clear if System F6 would have the same capabilities. Funding for the
program was increased in 2008 to $37.3-million from $21-million in 2007."%? Similarly,
DARPA’s Fast Access Spacecraft Testbed (FAST) under the Tactical Technology Office,
intended to demonstrate a High Power Generation Subsystem combined with electric

’183 able to

propulsion systems for “light weight, high-power, highly mobile spacecraft’
transfer from low Earth to geostationary orbits, could also provide the basis for negation
activities against other satellites. The program has been allocated $12-million in the FY2009
184

defense budget.

The Canadian Advanced Nanospace Experiment 4 and 5 nanosatellites are also designed to
demonstrate formation flying.'® The Swedish PRISMA satelite is expected to be launched
in 2009 into low, sun-synchronous orbit to test new technologies for formation flying and
rendezvous.'*

Docking and servicing

The DARPA/NRLs FREND program is developing on-orbit service technology that can
grapple and tug objects to salvage inoperable space assets via an autonomous rendezvous
satellite, as well as reposition operating satellites that do not have the ability to maneuver
on their own."” This capability could conceivably be used against other, non-cooperative
spacecraft.'®® The ESA also demonstrated its capability to autonomously dock in April
2008 when its Jules Verne Automated Docking Transfer Vehicle (ATV) docked with the

International Space Station.'®

Rapid launch

There is a possibility that small, quick satellite launchers could support the covert
deployment of anti-satellite capabilities. Air Launch, which is under contract from DARPA
and NASA, has claimed that its QuickReach rocket is now capable of placing a 454-kg
satellite into orbit from a C-17 airplane in less than 24 hours. New launch technologies
being researched in the US include a magnetic ring launcher and a combination of air
launch and magnetic technologies called a railgun for nanosatellites.'”® China is working to
develop more capable microsatellites for military and other space missions, and a classified
“Shenlong air-launched booster designed for drop from a Chinese H-6 badger bomber for
smallsat launch operations.”™" France is considering the use of the Rafale strike fighter to

192

launch small satellites into orbit;'*? this is reminiscent of the Russian MiG-31S’s capability

to deliver a small payload into LEO."



2008 Developments

US weapons technology programs developing proximity and maneuverability capabilities

The Experimental Spacecraft System (XSS) program uses microsatellites in proximity
operations, including autonomous rendezvous, maneuvering, and close-up inspection of
a target in LEO. Funding for a third XSS mission was provided in the FY2009 budget at
$29.-3-million."” The program is linked to the Advanced Weapons Technology element of

the budget, suggesting that it could evolve to support an anti-satellite program.'”

The two MiTEx satellites launched in 2007 as part of MiDSTEP"® were used in 2008
to inspect and characterize non-cooperative satellites and potential abnormalities following
the failure of the US DSP-23 early-warning satellite in geostationary orbit in September
2008."7 Maneuvering vast distances and conducting up-close rendezvous and inspection of
a satellite is a new capability demonstration for the US military. The two MiTEx satellites
had been maneuvering around and inspecting each other in GEO when they were dispatched
to the failing DSP satellite. The first satellite reached the failed DSP component on 23
December 2008 and the second on 1 January 2009."® The MiTEx satellites” significant
maneuvering capability and low detection threshold are key features for a co-orbital anti-

satellite weapon.'”

2008 Space Security Impact

The duality of many of the technologies outlined here is clear from their presence in both
Space Systems Protection and Space Systems Negation chapters. While microsatellites were
initially created to protect space systems, much of their development has been in a range
between passive protection and active negation. The largest danger is in the capacity to
conduct proximity maneuvers, since the size of such satellites implies that they are difficult
to detect and track. However, these capabilities are still very much under development, and
the ability of one satellite to approach an uncooperative satellite without notice to conduct

an offensive operation is still several years away.
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Space-Based Strike Capabilities

This chapter assesses trends related to the research, development, testing, and deployment of
capabilities that could support space-based strike systems. Space-based strike systems operate
from Earth orbit with the capability to damage or destroy either terrestrial targets (land, sea,
or air) or terrestrially launched objects passing through space (e.g., ballistic missiles), via the
projection of mass or energy. Earth-to-space and space-to-space strike capabilities, often
referred to as anti-satellite (ASAT) weapons, are addressed in the Space Systems Negation
chapter. Space systems that support Earth-based strike capabilities, such as reconnaissance
satellites, are addressed in Space Support for Terrestrial Military Operations.

Mass-to-target strike systems collide with a target, damaging it through the combined mass
and velocity impact of the weapon, or hit a target with inert or explosive devices. One
mass-to-target concept is the US missile defense Space-Based Interceptor (SBI), which is
designed to accelerate toward and collide with a ballistic missile in its boost phase. Another
mass-to-target concept is the hypervelocity rod bundle — an orbital uranium or tungsten
rod that would be decelerated from orbit and reenter the Earth’s atmosphere at high velocity
to attack ground targets.

Energy-to-target strike systems, often called directed energy weapons, transfer energy
through a beam designed to generate sufficient heat or shock to disable or destroy a target.
This beam could be generated using lasers, microwaves, or neutral particle beams. An
example is the US Space-Based Laser (SBL) concept for missile defense. An SBL would
attempt to use a satellite to direct an intense laser beam at a missile during its launch phase,
heating it to the explosion point. An SBL satellite would require an energy source to power
the laser, optical systems to generate the laser, and precise attitude control to point the
laser beam accurately at the target for a relatively sustained period of time. The US Missile
Defense Agency (MDA) canceled the SBL program in 2000, although some classified work
on the concept may be ongoing.

While no space-based strike systems have yet been tested or deployed, the US and the
former USSR devoted considerable resources to developing them during the Cold War.
The US continues to research supporting technologies within the context of its missile
defense program and a vocal minority continues to argue for deployment of such systems. In
addition to assessing the status of these dedicated space-based strike programs, this chapter
also assesses efforts of space actors to develop key technologies required for space-based strike
capabilities, even if they are not being pursued for that purpose. It is generally accepted that
only the most advanced spacefaring states could overcome the technical hurdles to deploy
space-based strike systems in the foreseeable future, and it is questionable whether they
would be effective.?

Space Security Impact

Space-based strike systems can have a direct impact on all aspects of space security. An actor
with a space-based strike capability, such as an SBI, could use such a system to deny or restrict
another actor’s ability to access space by attacking its space launch vehicles. Moreover, since
some space-based strike systems may also be capable of attacking satellites, they could be
used to restrict or deny the use of space assets and could generate additional space debris or

electromagnetic interference.

The deployment of a space-based strike system would enable an actor to threaten and even
attack actors on Earth with very little warning and would constitute a departure from current
practice regarding the military use of space. The psychological effects of such a “Sword of



Damocles” could be far-reaching. It would also raise questions regarding the interpretation
of the “use of outer space for peaceful purposes” as enshrined in the preamble of the Outer
Space Treaty, which remains a point of contention in space law.* It would directly threaten
space security since actors would no longer enjoy freedom from space-based threats.

Because actors may seek to offset space-based threats, the deployment of space-based strike
systems would most likely encourage the development of anti-satellite weapons and legitimize
attacks on space assets in self-defense. Certain normative restrictions and moratoria upon
such attacks could be undermined. For rapid response times, strike systems would have to
be placed in low earth orbit, making them vulnerable to attack.* Further, the testing and
deployment of ASAT systems in response to space-based strike installations could generate
space debris, undermining the sustainable use of space for all actors over the longer term (see
The Space Environment Trend 1.1).

Some argue that space-based strike capabilities may be necessary to protect space systems
from attack.’ Indeed, the protection of satellites and the missile defense potential of space-
based strike systems are two of the most commonly cited justifications for their development.
As noted in Space Systems Negation, these systems could be used to protect the security of
space assets against space negation attacks that might inflict long-term and disproportionate
damage to the space environment or otherwise deny access to space. However, it is likely that
the concentration of more assets in space will likely result in increased incentive to attack
such systems.

Trend 8.1: While no space-based strike systems have been
tested or deployed, the US continues to develop
technologies behind space-based interceptors for
its missile defense system

No known integrated space-based strike systems have been tested or deployed.® The
most advanced space-based strike effort during the Cold War focused primarily on the
development of mass-to-target weapons. In the 1960s the USSR developed the Fractional
Orbital Bombardment System (FOBS) to deliver a nuclear weapon by launching it into a
low Earth orbit (LEO) at 135-150 kilometers in altitude; it would de-orbit after flying only
a fraction of one orbit, destroying Earth-based targets.” FOBS was not a space-based strike
system, although it demonstrated capabilities that could be used in the development of an
orbital bombardment system. A total of 24 launches — 17 successful — were undertaken
between 1965 and 1972 to develop and test FOBS.® It was phased out in January 1983 to
comply with the Strategic Arms Limitation Treaty II, under which deployment of FOBS
was prohibited. It is not publicly known whether nuclear weapons were orbited through the
FOBS efforts.

The US and USSR both pursued development of energy-to-target space-based strike systems
in the 1980s, although today these programs have largely been halted. In 1985 the US held
underground tests of a nuclear-pumped X-ray laser for the SBL under the Strategic Defense
Initiative, although the effort proved unsuccessful and was abandoned. In 1990 the US also
performed a Relay Mirror Experiment, which tested ground-based laser re-directing and
pointing capabilities for the SBL.” In 1987 the USSR’s heavy-lift Energiya rocket launched
a 100-ton payload named Polyus, which by some reports included a neutral particle beam
weapon and a laser. Due to a failure of the attitude control system, the payload did not enter
orbit.”
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The USSR’s neutral particle beam experiments were reportedly halted in 1985. The US
SBL program was cancelled in 2000 and the SBL office closed in 2002.!* Although indirect
research and development continue through the US MDA, the technology for the SBL does
not exist.'> Approximately $50-million was allocated to both the Department of Defense
(DOD) Directed Energy Technology and High Energy Laser Research programs in FY2007;
however, Congress cut funding for Laser Space Technology development.” Other larger
classified budgetary programs are suspected of continuing work on space-based directed

energy technologies.!

Under Strategic Defense Initiative in the 1980s the US invested several billion dollars in
research and development of a space-based strike concept called Brilliant Pebbles. While
the program never developed or deployed a fully operational system, the US did test some
propulsion and targeting subsystems for Brilliant Pebbles. Research and development efforts
in the US for space-based strike capabilities declined in the 1990s, but have been revived
since 2000 through the SBI. SBI continues to be the most substantial space-based strike
research and development program. The current SBI concept was developed to contribute
to missile defense by providing a capability to intercept missiles as they pass through space.

One of the first key tests of US SBl-enabling technologies was the 1994 Clementine lunar
mission to test lightweight spacecraft designs “at realistic closing velocities using celestial
bodies as targets.”" It has been succeeded by the US Air Force’s Experimental Spacecraft
System (XSS) with the objective to develop and demonstrate the capabilities of various
microsatellite technologies, although the program has no direct relationship to MDA’s SBI
program (see Space Systems Negation Trend 7.4). The US Near-Field Infrared Experiment
(NFIRE) is designed to include many of the key capabilities required for an SBI, including
appropriate sensors, propulsion, and guidance units.'® However, the US Congress denied
the NFIRE system the ability to launch an independent “kill vehicle” to intercept a
missile.'”” The US has also completed a phase-one study for the Microsatellite Propulsion
Experiment (MPX), which would include two two-stage, anti-missile propulsion units — a
key requirement for an SBI capability.'®

Longer-term US plans include the potential deployment of an SBI testbed.” While such
a system would have limited operational utility, it could constitute the first deployment of
a space-based strike system. A summary of completed and planned US space-based strike-

related missions is provided in Figure 8.1.

Figure 8.1: Recent and planned US space missions testing SBI technologies or integrated systems
Mission Stage Launch | Agency Description

(lementine | Complete | 1994 DOD & NASA | Tested lightweight sensors at realistic closing velocities using the
moon and asteroids as targets

NFIRE Ongoing 2007 MDA Testing space-based plume detection and early-warning and tracking
capabilities, and missile defense models and simulations®
MPX Planned N/A MDA Two two-stage anti-missile propulsion units
SBl testbed | Planned 2010- MDA Three to six integrated SBIs as a testhed for a full SBI system
2012

Since its first appearance on the budget request in FY2004 under the Ballistic Missile Defense
Interceptor Program, plans for the Space Test Bed have been scaled back financially and the
timeline has been extended. The budget request in FY2004 was $14-million with initial
tests scheduled for 2008. By FY2005 initial experiments had been pushed back to 2010-



2011. The amount of funding requested has dropped sharply, from $1.5-billion for FY2003
— 2007 to $290-million for FY2007-FY2013, but goals and timelines have remained
stable in recent years.”! The meaning of these budget cuts is not clear. It is possible that the
Space Test Bed is receiving more funds from classified accounts or that funding is being
diverted to other classified programs. While the program remains on the books, the FY2007
authorization bill prohibited the DOD from using funds for the “testing or deployment of
space-based interceptors” until 90 days after submitting to Congress a detailed report on
the project, including, inter alia, “an analysis of implication on foreign policy and national
security, as well as probable responses from other countries.”?

While the development of an integrated space-based strike vehicle may be possible within
years rather than decades, building a militarily effective strike system with global coverage
remains a significant challenge. A truly global system would require hundreds or even
thousands of vehicles in orbit, and thus a launch capacity about five to 10 times greater
than the current US launch capacity.”® An examination of the technical feasibility of such
a system for missile defense, conducted by the American Physical Society, estimated that
launch costs alone for a system covering latitudes that include Iran, Iraq, and North Korea
would likely exceed $44-billion.?* The US Congressional Budget Office estimated the full
cost of a system with a similar coverage of the globe, but with the capability to intercept
only liquid-fueled ballistic missiles with longer launch timelines, at between $27-billion
and $40-billion. Such a system presumed considerable advances in kill vehicle components.
Without these advances, coverage would cost between $56-billion and $78-billion.*

In summary, no space-based strike systems have been tested or deployed to date, although Cold
War-era programs did support considerable development and testing of key technologies.
Prohibitive costs and reduced perceived needs led Russia and, to a lesser degree, the US to
drastically cut funding for space-based strike programs. More recently the US has pursued
the development of SBI in the context of its ballistic missile defense program, although both
political and financial challenges to its completion remain.

2008 Development

Funding cut for US Space Test Bed but feasibility study approved

For the second year in a row, the US Missile Defense Agency (MDA) requested $10-million
for the Space Test Bed in the FY2009 budget to evaluate the potential for adding a space-
based layer to missile defense. The MDA budget request released in February 2008 contained
an additional $260-million in planned requests for the Space Test Bed through FY2013.%
As in previous years, the US Congress did not authorize any funds for the project in the
FY09 Defense Authorization Act, citing opposition to the project.” However, Congtress did
authorize $5-million for a space-based interceptor feasibility study to be completed by an
independent organization.?®

2008 Development

Experimental missile defense satellite conducts second successful test of rocket sensor technology

The second major test of NFIRE was conducted on 23 September 2008.% The primary
Track Sensor Payload is designed to collect both high- and low-resolution imagery from
a missile plume using long-, medium-, and short-wave infrared to test a sensor system
to observe and differentiate a missile plume from its rocket — a critical piece of data to
enable space-based missile defense.”® Similar to the first test in August 2007, this second test
involved the launching of a Chimera missile as a test target from Vandenberg Air Force Base
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in California. The Chimera, a modified Minuteman II Intercontinental Ballistic Missile, was
flown “as close as possible” to the NFIRE satellite, according to the NFIRE project manager
for the 1st Air and Space Test Squadron.?!

The goal of this test was the same as the first: to collect high- and low-resolution images of
a rocket under thrust. These images will lead to improved understanding of missile exhaust
plumes and, specifically, improved ability to distinguish between the plume and the rocket
body itself.>* While the NFIRE is not a space-based strike vehicle and does not have an
interceptor on board, this test was another important milestone in developing the capability
of a sensor to discriminate a rocket body from the surrounding exhaust plume, which is
needed to enable targeting by such a weapon.

2008 Development

Multiple Kill Vehicle contract awarded

In November 2008 Raytheon was awarded a $441.9-million contract to develop the
Multiple Kill Vehicle (MKV), with a contract completion date of 2011.% This was in part a
response to the FY2008 Defense Appropriations Act in which the US Congtess eliminated
all funding for the Multiple Engagement Payload (MEP) and directed the Missile Defense
Agency to focus on the MKV.** Lockheed Martin also has a competing version called the
MKV-1 under development, but without a contract from the US military.?

In contrast to the MEP, which was being developed for the US Navy’s Standard Missile-3,
the MKV is being developed for both the midcourse Ground-Based Interceptor (GBI) and
boost-phase Kinetic Energy Interceptor (KEI). While the MKV is not a direct component
of a space-based strike system, MDA officials in the past have acknowledged that it would
be a technology enabler for SBI.*

2008 Space Security Impact

The absence of space-based strike systems and infrastructure continued to support the
security of outer space in 2008. While precursor technology development continued in the
Near-Field Infrared Experiment Test and the Multiple Kill Vehicle program, restraint by
US policymakers is positive and indicates concern for space security and the challenges of
balancing terrestrial missile defense requirements with the need to maintain freedom from
space-based threats.

Trend 8.2: More countries are developing advanced space-
based strike-enabling technologies through civil,
commercial, and military programs

Due to the potentially significant effects of space-based strike systems on space security
dynamics, it is important to assess research into advanced enabling technologies that could
support the development of space-based strike capabilities. Of concern here are purely
technological capabilities, not the intentions of actors. The enabling technologies described
below are multi-purpose. None are related to dedicated space-based strike programs, but are
part of other civil, commercial, or military space programs. However, they do bring actors
technologically closer to developing such a capability.

The advanced enabling technologies listed in Figure 8.2 are those required for each of the

major space-based strike concepts over and above basic space access and use capabilities, such



as orbital launch capability, satellite manufacturing, satellite telemetry, tracking and control,
mission management, and Earth imaging. This analysis is based on the characteristics of
these weapons systems as widely described in open source literature.’”

Figure 8.2: Advanced space-based strike enabling capabilities*
Capability Conventional Nuclear Directed energy

Interceptor | Hypervelocity | Munitions | Munitions Neutral
rod bundle delivery delivery particle beams

Precision position
maneuverability

High-G thrusters
Large A-V thrusters

Global positioning

Missile homing sensors

Global missile tracking

4l LI
> >

Global missile early
warning

Launch on demand

HEE > EHEEBNE

Microsatellite
construction

High-power laser |
systems

High-power generation | |

Large aperture [ |
deployable optics

Precision attitude control [ | |

Precision reentry | | |
technology

Nuclear weapons |

Key
M =Required
A = Needed but not necessarily on the primary Space-Based Strike Weapon

*This figure highlights enabling technologies for space-based strike. It does not imply that these actors have such strike capabilities
or even programs to develop them, merely that they have prerequisite technologies that would make acquisition of such a system a
shorter-term possibility.

A precision position maneuverability capability to ensure that an object can be moved to
a specific location with an accuracy of less than 10 meters has been demonstrated by only a
few actors. Both the US and Russia have performed a large number of space dockings that
require such capability. The European Space Agency has completed the development of
this capability for its Automated Transfer Vehicle, which docked at the International Space
Station in 2008. The Chinese manned spacecraft, the Shenzhou series, is also equipped with
a docking mechanism.*

The US is developing high-G thrusters that provide the large acceleration required for the
final stages of missile homing for the SBI. No other state is currently assessed to have such
a capability. A large delta (A)-V thruster capability, which enables the change in velocity
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required to maneuver in orbit or to de-orbit to reach the target, is fundamental for several
space-based strike concepts. This is a relatively common capability that has been demonstrated
by all actors with rocket technology, including the states that have demonstrated orbital or
suborbital space access.

Accurate global positioning capabilities required for all space-based strike concepts are
possessed primarily by the US (GPS) and Russia (GLONASS), although the GLONASS
system is not fully operational at present. All other actors with space access have some
involvement in the development of navigation systems — for example, the planned EU
Galileo system, the Chinese Beidou constellation, and the Japanese Quazi-Zenith Satellite
System (see Civil Space Programs and Global Utilities Trend 3.4). It is also noteworthy
that many actors could make use of the global positioning afforded by the US and Russian
systems.

Missile homing sensors, which provide real-time directional information during the missile
homing phase required for SBI, are a capability common to most advanced military powers,
including the US, Russia, and Israel, which have developed such systems for their ground-
based missile defense capabilities. India and Japan are also developing this capability.*

Relatively extensive global missile warning and missile tracking capabilities, required
for SBI and SBL, were developed by the US and the USSR during the Cold War (see Space
Systems Protection Trend 6.1). Early warning of missile launches is currently provided by
the US Defense Support Program satellites and the Russian Oko and Prognoz satellites; both
states are working on upgrades and/or replacements for these systems. The designs for the
US Space-based Infrared System-High and Space Tracking and Surveillance System will be
more advanced, although both systems are behind schedule.®’ No other states currently have
space-based early-warning capabilities, but France is developing two early-warning satellites,
Spirale-1 and -2.4!

Launch vehicles with an operational readiness of less than one week are necessary to provide
the launch-on-demand capabilities to maintain an effective global space-based strike system.
Russia’s capability currently has the shortest average period between launches, but no state
yet possesses a launch-on-demand capability. The US is developing a responsive launch
capability through its Falcon program.* Some commercial actors, in particular Space-X, aim
to provide more responsive and less expensive space launches (see Space Systems Protection
Trend 6.4).# Although US concepts for a military space plane envision launch-on-demand

capabilities, physical constraints would limit its utility.%

Microsatellite construction, which allows for reduced weight and increased responsiveness
of space-based interceptors, is also a key enabling capability for an effective SBI system.
China, ESA, France, Israel, Russia, the UK, the US, Canada, and India have developed
microsatellites.

The high-power laser systems envisioned for an SBL have only been developed to any
extent by the US, initially through its SBL effort and more recently through its Airborne
Laser, MIRACL, Joint High Power Solid-State Laser (JHPSSL), and Starfire programs (see
Space Systems Negation Trend 7.3). All of these efforts face continuing technical challenges.
China has also operated a high-power laser program since 1986 and now has multiple

hundred-megawatt lasers.” The technology does not yet exist to build a high-power space-
based laser.

High-power generation systems for space, necessary to power the SBL concept and for high
thrust propellants for kinetic strike capabilities, have been developed and deployed both by



the US and former Soviet Union, particularly with the use of nuclear power. The US System
for Nuclear Auxiliary Power-10A mission launched in 1965 had a 45-kilowatt thermonuclear
reactor. NASA is working on several nuclear projects under Project Prometheus.?” Between
1967 and 1988 the USSR launched 31 low-powered reactors in Radar Ocean Reconnaissance
Satellites.® While no other states have developed such capabilities for space, all states with a
launch capability also have nuclear power programs.

Large deployable optics and precision attitude control — both needed for the SBL concept,
and the latter applicable for all space-based strike concepts — have been developed by actors
that include China, ESA, France, Japan, Russia, and the US for military reconnaissance
or civil astronomical telescope missions.”” India and Israel are currently developing such
capabilities (see Civil Space Programs and Global Space Utilities). China has announced
plans for a civilian telescope that will demonstrate precision attitude control capabilities.”

Precision reentry technology, needed to prevent burn-up and lateral lift when reentering
the atmosphere, for kinetic space-to-Earth strike concepts, has been developed by those
states with a human spaceflight capability — China, Russia, and the US. The ESA is
developing this capability in its Applied Re-entry Technology program and the joint NASA-
ESA Crew Return Vehicle (X-38).>! France’s Centre National d’Etudes Spatiales (CNES)
has announced the development of a new reentry vehicle program for civil space purposes.>
The Japan Acrospace Exploration Agency has some experimental reentry vehicle programs.”
States with nuclear weapons have also developed precision reentry technologies for their
nuclear warhead reentry vehicles. The capabilities needed for a rapid strike from space are
more advanced, however, due to the higher speed at which reentry would occur.>

Figure 8.3 provides an overview of the space-based strike enabling technologies possessed or
under development by key space actors. Included are only those actors that have developed

orbital space access, a prerequisite for all space-based strike systems.

2008 Development

Development of the US Prompt Global Strike program continues, but its long-term implications unclear
In the FY2008 Defense Appropriations Act, the US Congress canceled the Conventional
Trident intercontinental ballistic missile program and called for the DOD to establish a
Prompt Global Strike (PGS) program,” the definition of which remains vague. Having
received $100-million in FY2008, the US military planned to ask for $118-million for
the program in FY2009. Although the DOD continued its plans for implementing PGS
in 2008, a report issued by the Government Accounting Office in April 2008 found no
comprehensive approach to the PGS mission and cited conflicting studies and interpretations
of PGS requirements by different defense stakeholders.*®

The DOD plans to use the funds allocated for PGS to concentrate on four major areas
of research and development: hypersonic glide, alternative reentry systems, test range,
and conventional prompt global strike.” Although all the military services will participate
in these programs, in April 2008 the commander of US Strategic Command assigned
coordination of the PGS effort to the US Air Force.’® In November 2008, the same US
official who developed the April 2008 report publicly questioned the national security value
of using conventional weapons for PGS and the cost of acquiring such systems.”

The US Army’s plan for PGS is the Advanced Hypersonic Weapon, a glider that is boosted
into orbit by rocket engines. It is projected to be able to deliver a roughly 400-kilogram
payload over a distance of 6,000 kilometers.® The US Air Force’s renamed Falcon program,
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the Conventional Strike Missile, will serve as its element of PGS.¢' Consisting of a Minotaur
commercial space launch booster, modified stages from the retired Peacekeeper ICBM, and
a maneuvering vehicle, the CSM will launch like a ballistic missile and then the payload will
use hypersonic flight to reach its target.?

Although funding for the Conventional Trident Program was cancelled in 2008, in April
2008 the DOD notified Congress that the US Navy plans to conduct a flight test of the
Conventional Trident Program in FY2009, while also stating that it plans to abide by the
demands of Congress to cancel the program.®® Some have suggested that the technologies
resulting from the testing might not be fielded on the Trident missile.*

While it is unlikely that the PGS program will result in the development of a space-based
weapon system, several advanced enabling technologies will be developed, including
“advanced propulsion, payload delivery and dispensing mechanisms, weapon system
command and control, and advanced non-nuclear, kinetic, and other enabling capabilities,”
which would be required to support a space-based strike system.®

2008 Development

Key actors continue to develop a range of space-based strike enabling capabilities

The developments described above, while not linked to dedicated space-based strike programs,
illustrate specialized military space capabilities. However, due to the potentially significant
effects of space-based strike systems on space security dynamics, it is important to assess
research into advanced enabling technologies that could support the development of space-
based strike capabilities that are found in a range of civil, commercial, and military space
programs. The enabling technologies described below can support multiple uses although
none are related to dedicated space-based strike programs. But, based on the characteristics
of weapons systems as widely described in open source literature, it can be judged that these
advances bring actors closer to being able to develop such a strike capability.



Figure 8.3: Space-based strike enabling capabilities of key space actors®®
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2008 Space Security Impact

Space-based weapons designed to strike terrestrial targets will require sophisticated
technological developments that, at present, few spacefaring states seem able or willing to
exploit. The development of dual-use capabilities that also provide enabling technologies
for space-based strike systems continued in 2008, although there is no evidence that states
are developing such capabilities for strike purposes. Nonetheless, the potential for space-
to-Earth strike systems will continue to pose a challenge to the international community
as advanced space-based technologies continue to be developed. While some enabling
technologies for space-based strike are discrete and include significant technology barriers,
many are advanced technologies associated with other space applications and have been
developed for a variety of purposes by several different actors. If one actor were to pursue a
space-based strike capability, others could follow.
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Types of Earth Orbits*

Low Earth Orbit (LEO) is commonly accepted as below 2000 kilometers above the Earth’s
surface. Spacecraft in LEO make one complete revolution of the Earth in about 90 minutes.

Medium Earth Orbit (MEO) is the region of space around the Earth above LEO (2,000
kilometers) and below geosynchronous orbit (36,000 kilometers). The orbital period (time
for one orbit) of MEO satellites ranges from about two to 12 hours. The most common
use for satellites in this region is for navigation, such as the US Global Positioning System

(GPS).

Geostationary Orbit (GEO) is a region in which the satellite orbits at approximately 36,000
kilometers above the Earth’s equator. At this altitude, geostationary orbit has a period equal
to the period of rotation of the Earth. By orbiting at the same rate, in the same direction as
Earth, the satellite appears stationary relative to the surface of the Earth. This is very useful
for communications satellites. In addition, geostationary satellites provide a ‘big picture’ view
of Earth, enabling coverage of weather events. This is especially useful for monitoring large,
severe storms and tropical cyclones.

Polar Orbit refers to spacecraft at near-polar inclination and an altitude of 700-to-800
kilometers. The satellite passes over the equator and each latitude on the Earth’s surface at
the same local time each day, meaning that the satellite is overhead at essentially the same
time throughout all seasons of the year. This feature enables collection of data at regular
intervals and consistent times, which is especially useful for making long-term comparisons.

Highly Elliptical Orbits (HEO), are characterized by a relatively low altitude perigee and an
extremely high-altitude apogee. These extremely elongated orbits have the advantage of long
dwell times at a point in the sky; visibility near apogee can exceed 12 hours. These elliptical
orbits are useful for communications satellites.

GEO transfer orbit (GTO) is an elliptical orbit of the Earth, with the perigee in LEO and
the apogee in GEO. This orbit is generally a transfer path after launch to LEO by launch
vehicles carrying a payload to GEO.

Apogee and Perigee refer to the distance from the Earth to the satellite. Apogee is the
furthest distance to the Earth, and perigee is the closest distance to the Earth.

* From the Space Foundation, 7he Space Report 2008 ((Colorado Springs: Space Foundation 2008), at 52.



Worldwide launch vehicles'

Vehicle

Ariane 5
(G, G+, GS, ECS)

Long March 2C
(SD, CTS,SMA)

Long March 2D

Long March 2F

Long March 3A

Long March 3B

Long March 4B

Long March 4C

PSLV

GSLV

H-2A

Shavit 1

Atlas 5

Delta2

Delta 4

Falcon-1

Minotaur

Pegasus XL

Taurus XL

Dnepr

Kosmos 3M

Molniya

Proton K

Proton M

Rockot

First Launch | Reliability* Active Sites LEO kg GTO kg
Europe
1996 42/44 Kourou 16,000-21,000 | 6,200-10,500
China
Jiuquan, Taiyuan, 3,200 1,000
Xichang
Jiuguan 3,500 1,250
Jiuquan
Taiyuan, Xichang 6,000 2,600
Xichang 13,562 4,491
Taiyuan 2,800 N/A
Taiyuan 4,200 1,500
India
Satish Dhawan 3,700 800
45 Satish Dhawan 5,000 2,500
Japan
15/15 Tanegashima 11,730 5,800
Israel
5/1 Palmachim 225 N/A
us
15/15 (CAFS, VAFB 12,500 (402) 4,950 (400)
20,520 (552) 8,670 (500)
1990 67/68 (CAFS 6,100 2,170
2002 9/9 CCAFS, VAFB 9,150 (M) 4,300 (M)
13,360 (M+) 8,670 (M+)
22,560 (H) 12,980 (H)
2008 1/4 Omelek Island 410 N/A
2000 8/8 VAFB, MARS 640 N/A
1994 28/30 (CAFS, Kwajalein, 443 (XL) N/A
MARS, VAFB 500 (HAPS)
1994 6/8 VAFB 1,275 445
Russia
1999 nn Baikonur, 3,700 N/A
Dombarovskiy
1967 421/444 Plesetsk 1,350 N/A
1960 31382 Baikonur, Plesetsk 1,800 N/A
1967 315/341 Baikonur 19,760 4,430
2000 28/30 Baikonur 21,000 5,500
1994 9 Baikonur, Plesetsk 1,850 N/A

' Space Foundation, The Space Report 2008 (Colorado Springs: Space Foundation 2008), at 53-57; FAA, “Year in Review 2008;”
Gunter de Krebs, Gunter’s Space Page, http://www.skyrocket.de/space/; Phil Smith, Communications Director, Secure World

Foundation (June 2009).
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Vehicle First Launch Reliability* Active Sites LEO kg GTO0 kg
Russia (cont'd.)
Soyuz 1314/1366 Baikonur, Plesetsk 6,708 1,350

Tsiklon 2/3 (retired in JELS 242/259 Baikonur 3,000 N/A
January 2009)

Zenit 2/2M 3131

Baikonur

Iran

Safir 2008

12 Semnan

Sea Launch

Lenit 3L 1999 30/32 Pacific Ocean

Land Launch
Tenit 35LB Baikonur

*As of June 2009



Spacecraft

Launched in 2008

COSPAR Date Satellite Actor Type Primary Owning Launch Launch
launched | Name Function State Vehicle State
2008-029A | 6/11/2008 | Fermi Civil Astronomy USA Delta 2 USA LEO/C
Gamma-ray
Space Tel.
2008-051A | 10/19/2008 | IBEX Civil Astronomy USA Pegasus-XL | USA DHEO
2008-018A | 4/18/2008 | Vinasat Civil Communications | Vietnam Aiane-5ECA | France | GEO/S
2008-019A | 4/25/2008 | TianLian1A | Civil Communications | China (hang China GEO/S
Zheng 3C
2008-055A | 10/29/2008 | Simon Bolivar | Civil Communications | Venezuela Chang China GEO/S
Zheng 3B
2008-005A | 2/7/2008 | Atlantis (STS- | Civil Human USA Space USA LEO/I
122) spaceflight Shuttle
2008-009A | 3/11/2008 | Endeavour Civil Human USA Space USA LEO/I
(STS-123) spaceflight Shuttle
2008-015A | 4/8/2008 | Soyuz TMA-12 | Civil Human Russia Soyuz-Fa Russia | LEO/I
spaceflight
2008-027A | 5/31/2008 | Discovery Civil Human USA Space USA LEO/I
(STS-124) spaceflight Shuttle
2008-047A | 9/25/2008 | Shenzhou7 | Civil Human China Chang China LEO/I
spaceflight Zheng 2F
2008-050A | 10/12/2008 | Soyuz TMA-13 | Civil Human Russia Soyuz-FG Russia | LEO/I
spaceflight
2008-059A | 11/15/2008 | Endeavour Civil Human USA Space USA LEO/I
(STS-126) spaceflight Shuttle
2008-041A | 9/6/2008 | Huan Jing 1A | Civil Imaging China (hang China LEO/S
Iheng 2C
2008-041B | 9/6/2008 | Huanling 1B | Civil Imaging China (hang China LEO/S
Zheng 2(
2008-049A | 10/1/2008 | THEOS Civil Imaging Thailand Dnepr Russia | LEO/S
2008-026A | 5/27/2008 | FengYun3A | Civil Meteorological | China Chang China LEO/S
Zheng 4C
2008-056B | 11/5/2008 | Chuangzin-1 | Civil Meteorological China (Chang China LEO/S
02 Zheng 2D
2008-066A | 12/23/2008 | Feng Yun 2E | Civil Meteorological | China (hang China 610
Zheng 3A
2008-020A | 4/26/2008 | Giove-B Civil Navigation Q ESA Soyuz-FG France | MEO
2008-032A | 6/20/2008 | Jason-2 Civil Oceanography | USA Delta USA LEO/I
7320-10C
2008-052A | 10/21/2008 | Chandrayaan | Civil Planetary India PSLV-XL India (L0
1
2008-064A | 12/10/2008 | Yaogan Civil Radar Imaging | China (hang China LEO/S
Weixing 5 Zheng 4B
2008-053A | 10/25/2008 | SJ-6/3A Civil Science China (hang China LEO/S
Zheng 4B
2008-053B | 10/25/2008 | S)-6/3B Civil Science China Chang China LEO/S
Zheng 4B
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COSPAR Date Satellite Actor Type Primary Owning Launch Launch | Orbit
Llaunched | Name Function State Vehicle State
2008-004A | 2/5/2008 | Progress ISS | Civil Space station Russia Soyuz-U Russia | LEO/I
28P supply
2008-008A | 3/9/2008 | Jules Verne | Civil Space station ESA Ariane 5ESV | France | LEO/I
(ATV-1) supply
2008-023A | 5/14/2008 | Progress Civil Space station Russia Soyuz-U Russia | LEO/I
M-64 supply
2008-043A | 9/10/2008 | Progress Civil Space station Russia Soyuz-U Russia | LEO/I
M-65 supply
2008-060A | 11/26/2008 | Progress Civil Space station Russia Soyuz-U Russia | LEO/I
M-01M supply
2008-047G | 9/25/2008 | Shenzhou 7 Civil Technology China (hang Zheng | China LEO/I
subsatellite development 2F
2008-007A | 2/23/2008 | Kizuna Civil Technology Japan H-11A 2024 Japan GEO/D
(Winds) development
2008-021B | 4/28/2008 | CanX-6 NTS | Civil private AIS (anada PSLV India LEO/S
2008-021D | 4/28/2008 | IMS-1 Civil private Imaging India PSLV India LEO/S
(TWSAT)
2008-021C | 4/28/2008 | Cute-1.7+ Civil private Technology Japan PSLV India LEO/S
APD 2 development
2008-021E | 4/28/2008 | Compass-1 Civil private Technology Germany PSLV India LE0/S
development
2008-021F | 4/28/2008 | AAUSat-Il Civil private Technology Denmark PSLV India LEO/S
development
2008-0216 | 4/28/2008 | Delfi-C3 Civil private Technology Netherlands | PSLV India LEO/S
development
2008-021) | 4/28/2008 | SEEDS2 Civil private Technology Japan PSLV India LEO/S
development
2008-021L | 4/28/2008 | CanX-2 Civil private Technology (anada PSLV India LEO/S
development
2008-021A | 4/28/2008 | Cartosat 2A (ivil Imaging India PSLV India LEO/S
2008-054A | 10/25/2008 | COSMO 3 Civil Radar Imaging Italy Delta 7420- | USA LEO/S
10
2008-061A | 12/1/2008 | Yaogan Civil* Imaging (hina Chang Zheng | China LEO/S
Weixing 4 20
2008-056A | 11/5/2008 | Shiyan Civil * Science China Chang Zheng | China LEO/S
Weizing 3 2D
2008-021K | 4/28/2008 | Rubin-8 Commercial AIS Germany PSLV India LEO/S
2008-001A | 1/15/2008 | Thuraya3 Commercial Communications | UAE Zenit-3SL USA GEO/I
2008-003A | 1/28/2008 | Express Commercial Communications | Russia Proton-M/ | Russia | GEO/S
AM-33 Briz-M
2008-006A | 2/11/2008 | Thor 2R Commercial Communications | Norway Proton-M/ Russia | GEO/D
Briz-M
2008-011A | 3/14/2008 | AMC-14 Commercial Communications | USA Proton-M/ Russia | GEO/I
Briz-M
2008-013A | 3/19/2008 | DirecTV-11 Commercial Communications | USA Zenit-3SL USA GEO/
NS




COSPAR Date Satellite Actor Type Primary Owning Launch Launch
Llaunched | Name Function State Vehicle State
2008-016A | 4/14/2008 | 1C0-G1 Commercial Communications | USA Atlas-V-421 | USA GEO/I
2008-018B | 4/18/2008 | Star One (2 Commercial Communications | Brazil Ariane 5ESV | France | GEO/S
2008-024A | 5/21/2008 | Galaxy 18 Commercial Communications | Bermuda Zenit-3SL USA GEO/S
2008-028A | 6/9/2008 | Zhongxing-9 | Commercial Communications | China (hang China GEO/S
Zheng 3B
2008-030B | 6/12/2008 | Turksat 3A Commercial Communications | Turkey Ariane 5SECA | France | GEO/S
2008-031A | 6/19/2008 | Orbcomm Commercial Communications | USA Kosmos- Russia | LEO/I
FM38 11k65m
2008-031B | 6/19/2008 | Orbcomm Commercial Communications | USA Kosmos- Russia | LEO/I
FM41 11k65m
2008-031C | 6/19/2008 | Orbcomm Commercial Communications | USA Kosmos- Russia | LEO/I
FM29 11k65m
2008-031D | 6/19/2008 | Orbcomm Commercial Communications | USA Kosmos- Russia | LEO/I
FM39 11k65m
2008-031E | 6/19/2008 | Orbcomm Commercial Communications | USA Kosmos- Russia | LEO/I
FM37 11k65m
2008-031F | 6/19/2008 | Orbcomm Commercial | Communications | USA Kosmos- Russia | LEO/I
FM40 11k65m
2008-034A | 7/7/2008 | Protostar 1 Commercial Communications | USA Ariane 5SECA | France | GEO/D
2008-034B | 7/7/2008 | Badr6 Commercial Communications | Saudi Arabia | Ariane 5ECA | France | GEO/D
2008-035A | 7/16/2008 | Echostar 11 Commercial Communications | USA Zenit-35L USA GEO/D
2008-038A | 8/14/2008 | Superbird 2 | Commercial Communications | Japan Ariane 5SECA | France | GEO/D
2008-038B | 8/14/2008 | AMC 21 Commercial Communications | USA Ariane SECA | France | GEO/D
2008-039A | 8/19/2008 | Inmarsat 4 F3 | Commercial Communications | UK Proton-M/ Russia | GEO/ID
Briz-M
2008-044A | 9/19/2008 | Nimig 4 Commercial Communications | Canada Proton-M/ Russia | GEO/D
Briz-M
2008-045A | 9/24/2008 | Galaxy 19 Commercial Communications | Bermuda Zenit-3SI USA GEO/D
2008-057A | 11/5/2008 | Astra 1M Commercial Communications | Luxembourg | Proton-M/ Russia | GEO/S
Briz-M
2008-063A | 12/10/2008 | Ciel 2 Commercial Communications | (anada Proton-M/ Russia | MEO
Briz-M
2008-065A | 12/10/2008 | Hot Bird 9 Commercial Communications | France Ariane 5ECA | France | GTO0
2008-065B | 12/10/2008 | Eutelsat W2M | Commercial Communications | France Ariane 5ECA | France | MEO
2008-040A | 8/29/2008 | RapidEye1 Commercial Imaging Germany Dnepr Russia | LEO/S
2008-040B | 8/29/2008 | RapidEye 2 Commercial Imaging Germany Dnepr Russia | LEO/S
2008-040C | 8/29/2008 | RapidEye 3 Commercial Imaging Germany Dnepr Russia | LEO/S
2008-040D | 8/29/2008 | RapidEye 4 Commercial Imaging Germany Dnepr Russia | LEO/S
2008-040E | 8/29/2008 | RapidEye 5 Commercial Imaging Germany Dnepr Russia | LEO/S
2008-042A | 9/6/2008 | GeoEye-1 Commercial Imaging USA Delta USA LEO/S
7420-10
2008-048A | 9/28/2008 | Ratsat Commercial | Technology USA Falcon1 USA LEO/E
development
2008-025A | 5/23/2008 | GonetsDIM2 | Commercial t | Communications | Russia Rokot Russia | LEO/I
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COSPAR Date Satellite Actor Type Primary Owning Launch Launch
Llaunched | Name Function State Vehicle State

2008-025B | 5/23/2008 | GonetsDIM3 | Commercial t | Communications | Russia Rokot Russia | LEO/I

2008-025C | 5/23/2008 | GonetsDIM4 | Commercial * | Communications | Russia Rokot Russia | LEO/I

2008-025D | 5/23/2008 | Yubileyniy Commercial t | Communications | Russia Rokot Russia | LEO/I

2008-022A | 4/28/2008 | Amos 3 Commercial & | Communications | Israel Zenit-3SLB | Russia | GEO/D

2008-030A | 6/12/2008 | Skynet 5C Commercial & | Communications | UK Ariane 5SECA | France | GEO/D

2008-033A | 6/26/2008 | Kosmos-2440 | Military Early warning Russia Proton-K/ Russia | GEO/ID
DM-2

2008-062A | 12/2/2008 | Kosmos 2446 | Military Early warning Russia Molniya Russia | HEO/M
8K78M

2008-037A | 7/26/2008 | Kosmos 2441 | Military Imaging Russia Soyuz-2-1B | Russia | LEO/S

2008-058A | 11/14/2008 | Kosmos 2445 | Military Imaging Russia Soyuz-U Russia | LEO/I

2008-012A | 3/15/2008 | USA-201 Military Navigation USA Delta-7925- | USA MEO
95

2008-046A | 9/25/2008 | Kosmos 2434 | Military Navigation Russia Proton-M/ Russia | MEO
DM-2

2008-046B | 9/25/2008 | Kosmos 2435 | Military Navigation Russia Proton-M/ Russia | MEO
DM-2

2008-046C | 9/25/2008 | Kosmos 2436 | Military Navigation Russia Proton-M/ Russia | MEO
DM-2

2008-067A | 12/25/2008 | Kosmos 2447 | Military Navigation Russia Proton-M/ | Russia | MEO
Briz-M

2008-067B | 12/25/2008 | Kosmos 2449 | Military Navigation Russia Proton-M/ Russia | MEO
Briz-M

2008-067C | 12/25/2008 | Kosmos 2448 | Military Navigation Russia Proton-M/ Russia | MEO
Briz-M

2008-002A | 1/21/2008 | TECSAR Military Radar Imaging | Israel PSLV India LEO/I

2008-014A | 3/27/2008 | SAR-Lupe-4 | Military Radar Imaging Germany Kosmos- Russia | LEO/S
11k65m

2008-036A | 7/22/2008 | SAR-Lupe5 | Military Radar Imaging | Germany Kosmos- Russia | LEO/S
1k65m

2008-017A | 4/16/2008 | C/NOFS Military Science USA Pegasus-XL | USA LEO/E

(P00-2)
2008-010A | 3/13/2008 | USA-200 Military Signals USA Atlas V 411 USA @10
Intelligence
2008-059B | 11/15/2008 | Picosat Solar | Military Technology USA Space USA LEO/I
Cell Testhed Shuttle

t Providing civil and military services to government
& Providing military services to government

Q Dual civil and military use

* Possible dual civil and military
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